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Disclaimers

Information in this document is subject to change without notice and does not represent a
commitment on the part of Digi International. Digi provides this document “as is,” without warranty of
any kind, expressed or implied, including, but not limited to, the implied warranties of fitness or
merchantability for a particular purpose. Digi may make improvements and/or changes in this manual
or in the product(s) and/or the program(s) described in this manual at any time.

Warranty

To view product warranty information, go to the following website:

www.digi.com/howtobuy/terms

Customer support

Gather support information: Before contacting Digi technical support for help, gather the following
information:

Product name and model

Product serial number (s)

Firmware version

Operating system/browser (if applicable)
Logs (from time of reported issue)

Trace (if possible)

Description of issue

Steps to reproduce

Contact Digi technical support: Digi offers multiple technical support plans and service packages.
Contact us at +1 952.912.3444 or visit us at www.digi.com/support.

Feedback

To provide feedback on this document, email your comments to
techcomm@digi.com

Include the document title and part number (Digi TransPort® Routers User Guide, 90001019 V) in the
subject line of your email.
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Digi TransPort® routers

The Digi TransPort WR family of 3G/4G cellular routers offers an all-in-one mobile communications
solution with true enterprise class routing, security and firewall. These multifunction cellular routers
feature a flexible design with optional integrated Wi-Fi access point (with multi SSID) / client, USB,
serial, VDSL, 1-, 2- or 4-port Ethernet switch with VLAN. Additional configuration options include
multiple serial ports (async or sync), GPS or telemetry 1/0.

The Digi TransPort family offers an advanced routing, security and firewall feature set including
stateful inspection firewall and integrated VPN. Enterprise class protocols incorporate BGP, OSPF and
VRRP+, a patented technology built upon the popular VRRP failover standard providing true auto-
sensing, auto-failure and auto-recovery of any line drop.

Digi TransPort WR routers are ideal for transportation, POS, energy, medical, financial and digital
signage as well as cellular backup and remote device connectivity applications.

Digi management solutions provide easy setup, configuration and maintenance of large installations
of remote Digi TransPort devices. Digi Remote Manager offers web-based device management for
remote Digi cellular routers and gateways. Digi TransPort routers have the following features:

m Enterprise class cellular routers with advanced dynamic routing, security and firewall features.

m High speed LTE/4G router with fall back to both GSM and CDMA 3G/2G technologies.

m Optional integrated Wi-Fi access point and multiport Ethernet switch.

m Flexible interfaces including serial (async/sync), GPS, VDSL, USB, CAN Bus and telemetry 1/0,

with flexible DC power options.
m Powerfulintegrated end user programming.

m Remote Management via windows remote management software or cloud hosted Remote
Manager.

TransPort WR11

Digi TransPort WR11 is a full-featured, cellular router offering the flexibility to scale from basic
connectivity applications to enterprise class routing and security solutions. With its high performance
architecture, Digi TransPort WR11 is designed for Wide Area Network connectivity including 2.5G, 3G,
and 4G networks. The TransPort WR11 XT model has a metal enclosure and allows an extended
operating temperature range.
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Digi TransPort® routers
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Digi TransPort® routers TransPort WR21

TransPort WR21

Digi TransPort WR21 is a full-featured, cellular router offering the flexibility to scale from basic
connectivity applications to enterprise class routing and security solutions. With its high performance
architecture, Digi TransPort WR21 is designed for Wide Area Network connectivity including
2.5G/3G/4G networks.

Digi TransPort WR21 is available with a range of Ethernet, Serial (RS232, RS422/485), and Power
connector options.

Digi TransPort WR21 also offers an optional advanced routing, security. and firewall feature set
including stateful inspection firewall and integrated VPN. Enterprise class protocols incorporate BGP,
OSPF, and VRRP+, a patented technology built upon the popular VRRP failover standard providing true
auto sensing, auto failure, and auto recovery of any line drop.

JI1GI” DIGI TRANSPORT | WR21

N —— KK
EE POWER SERVICE
SN2
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Digi TransPort® routers TransPort WR31

TransPort WR31

Digi’s TransPort WR31 is an intelligent 4G LTE router designed for critical infrastructure and industrial
applications.

)
3
3
g
3
§

Key features of the TransPort WR31 include:

Global HSPA+ and 4G LTE support and certification on major carrier networks around the
world.

Software defined multi-carrier networking with Gobi 4G LTE, meaning one device that operates
in 2G, 3G, or 4G across all major North American carriers.

Ethernet, serial, and 1/0 for connecting diverse field assets.

Extremely resilient cellular connection through Digi’s patented SureLink™, VRRP+ protocol, and
dual SIM slots.

Enterprise Routing features for security, logging, and redundancy (e.g. stateful firewall, VPN,
SNMP); no annual enterprise software license required.

GPS capabilities are available for GPS-enabled models.

Digi Remote Manager provides mass configuration, device management, and troubleshooting
tools.

Rugged aluminum enclosure, optimized for Din rail or shelf mounting.
Optional weatherproof enclosure.

5 year warranty standard—no additional cost.

The TransPort WR31 provides a secure, reliable connection to industrial controllers, process
automation equipment, and smart grid assets on third party sites or remote locations. This drop-in
connectivity gives operators a way to reduce the cost of downtime and service calls and also increase
revenue by bringing distributed sites online faster.
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Digi TransPort® routers

The TransPort WR31 is ideal for connecting the following:

Building and process automation controllers

Smart grid assets (meters, switches, controllers)

IP Cameras and access controllers

Remote data loggers, flow meters, and sensing equipment
Telco infrastructure

Traffic and obstruction lighting

Digi TransPort® Routers User Guide
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Digi TransPort® routers TransPort WR41

TransPort WR41

The Digi TransPort WR family of cellular routers offers an all-in-one mobile communications solution
with true enterprise class routing, security, and firewall. These multifunction cellular routers feature a
flexible design with an optional integrated Wi-Fi access point (with multi SSID) / Client, USB, serial, and
Ethernet, as well as a variety of configuration options including multiple serial ports (async or sync),
GPS or 1/0 telemetry modules.

The Digi TransPort family also offers an advanced routing, security, and firewall feature set including
stateful inspection firewall and integrated VPN. Enterprise class protocols incorporate BGP, OSPF, and
VRRP+, a patented technology built upon the popular VRRP failover standard providing true auto
sensing, auto failure and auto recovery of any line drop.

Digi TransPort WR routers are ideal for transportation and mobile applications. Flexible power options
include AC, DC and 4-pin Molex connectors for direct integration into vehicle applications.

Also available is the Digi Remote Manager™, which provides easy setup, configuration, and
maintenance of large installations of Digi TransPort devices.
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Digi TransPort® routers TransPort WR44 / WR44 R

TransPort WR44 /| WR44 R

DIGI” DIGI TRANSPORT | WR44

.
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The Digi TransPort WR44 cellular router is an all-in-one mobile communications solution with true
enterprise-class routing, security, and firewall. This multifunction cellular router features a flexible
design with integrated Wi-Fi access point, USB, serial, and 4-port Ethernet switch, as well as a variety
of configuration options including multiple serial ports (async or sync) and GPS or I/0 telemetry
modules.

The Digi TransPort family offers an advanced routing, securityb and firewall feature set including
stateful inspection firewall and integrated VPN. Enterprise-class protocols incorporate BGP, OSPF,
and VRRP+, a patented technology built upon the popular VRRP failover standard providing true auto
sensing, auto failure and auto recovery of any line drop.

Digi TransPort WR44 is ideal for transportation and mobile applications. Flexible power options include
9-36 VDC barrel or molex connectors for direct integration into vehicle applications. Digi Remote

Manager™ provides easy setup, configuration, and maintenance of large installations of Digi TransPort
devices.
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Digi TransPort® routers TransPort WR44 RR

TransPort WR44 RR

Digi TransPort WR44 RR is a rugged enterprise-class cellular router designed for rail environments. Its
rail industry ratings, versatility, security features, and performance make it ideal for applications such
as Positive Train Control (PTC), wayside device communications, and on-board passenger Internet
access.

Digi TransPort WR44 RR provides a reliable primary high speed cellular network connection or can act
as a secure backup connection to the existing railroad network. It features a flexible communications
design with 3G/4G multicarrier GSM/CDMA cellular, plus integrated Wi-Fi a/ac/b/g/n access point,
serial, and 4-port Ethernet switch. It also features full on-board train certifications, including AREMA
C/H and EN50155. Communications interfaces include hardened connectors, including M12 for
Ethernet and serial, as well as TNC connectors for antenna connections.

Digi management solutions provide easy setup, configuration, and maintenance of large installations
of remote Digi TransPort devices. Digi Remote Manager offers web-based device management for
remote Digi cellular routers and gateways.
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TransPort WR21 hardware features
TransPort WR31 hardware features
TransPort WR41 hardware features

TransPort WR44 / WR44 R hardware features .. ... ... .
TransPort WR44 RR hardware features . ...

Signal strength indicators ...........

Antenna specifications for Wi-Fi 2.4 GHz modules ... ...
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TransPort WR11 hardware features

TransPort WR11 EVDO model

1. LAN port: Connects the device to a 10/100 base-T Local Area Network (LAN). The port can
perform auto-sensing for speed and wiring, so it can accept straight-through or cross-over
cable connections.

2. Power connector: This locking power connector connects the device to a power source. The
connector should be inserted and rotated to lock in place. Center pin is positive.

3. LEDs:
m Service LED: Indicates the presence and level of cellular service running on the device.

Off: No cellular service

1 Blink: Device is running 1xRTT service

2 Blinks: Device is running EDVO Rev 0 service

3 Blinks: Device is running EDVO Rev A service
m Signal LED: Indicates strength of cellular signal.

Off: Poor or No signal. Place the device in a location where it gets a better
signal.

Amber: Fair
Green: Good
m Power LED
Off: No power
Green: TransPort device is powered

4. Cellular antenna connector: This SMA female connector connects the device’s primary
cellular antenna.

5. Reset button: Resets the router to factory defaults. See Reset the router to factory defaults.
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TransPort WR11 HSPA+ model

1. LAN port: Connects the device to a 10/100 base-T Local Area Network (LAN). The port can
perform auto-sensing for speed and wiring, so it can accept straight-through or cross-over
cable connections.

2. Power connector: This locking power connector connects the device to a power source. The
connector should be inserted and rotated to lock in place. Center pin is positive.

3. LEDs:
m SERVICE LED: Indicates the presence and level of cellular service running on the device.

Off: No cellular service
1 Blink: GPRS mode

2 Blinks: EDGE mode
3 Blinks: UMTS mode
4 Blinks: HSDPA mode
5 Blinks: HSUPA mode

m SIGNAL LED: Indicates strength of cellular signal.

Off: Poor or No signal. Place the device in a location where it gets a better
signal.

Amber: Fair

Green: Good

m POWER LED:

Off: No power
Green: TransPort device is powered

4. SIM door: Encloses the SIM sockets. The SIM door must be removed to install the SIM cards For
installation details, refer to the Quick Start Guide that came with your device.

To remove the SIM door, hold the device on a flat surface and using a screwdriver, firmly
pull the cover straight up.

5. Cellular antenna connector: This SMA female connector connects the device’s primary
cellular antenna.

Reset button: Resets the router to factory defaults. See Reset the router to factory defaults.
7. SIM Sockets: SIM 1 and SIM 2 are for use with the SIMs.
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TransPort WR11 LTE-MIMO

1. LAN port: Connects the device to a 10/100 base-T Local Area Network (LAN). The port can
perform auto-sensing for speed and wiring, so it can accept straight-through or cross-over
cable connections.

2. Power connector: This locking power connector connects the device to a power source. The
connector should be inserted and rotated to lock in place. Center pin is positive.

3. LEDs:
= SERVICE LED: Indicates the presence and level of cellular service running on the device.

Off: No cellular service
1 Blink: GPRS mode

2 Blinks: EDGE mode

3 Blinks: UMTS mode
4 Blinks: HSDPA mode
5 Blinks: HSUPA mode
6 Blinks: LTE mode

m SIGNAL LED: Indicates strength of cellular signal.

Off: Poor or No signal. Place the device in a location where it gets a better
signal.

Amber: Fair
Green: Good

= POWERLED:

Off: No power

Green: TransPort device is powered
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4. SIM door: Encloses the SIM sockets. The SIM door must be opened to install the SIM cards. For
installation details, refer to the Quick Start Guide that came with your device.

To open the SIM door, slide the SIM door out using your finger.

Reset button: Resets the router to factory defaults. See Reset the router to factory defaults.
SIM sockets: SIM 1 and SIM 2 are for use with the SIMs.

Primary LTE antenna connector: This SMA female connector connects the device’s primary
cellular antenna.

8. Secondary LTE antenna connector: This SMA female connector connects the device’s
secondary cellular antenna.

TransPort WR11 XT

1. LAN port: Connects the device to a 10/100 base-T Local Area Network (LAN). The port can
perform auto-sensing for speed and wiring, so it can accept straight-through or cross-over
cable connections.

2. Power connector: This locking power connector connects the device to a power source. The
connector should be inserted and rotated to lock in place. Center pin is positive.
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3. LEDs:

TransPort WR11 hardware features

SERVICE LED: Indicates the presence and level of cellular service running on the device.

Off: No cellular service
1 Blink: GPRS mode

2 Blinks: EDGE mode
3 Blinks: UMTS mode
4 Blinks: HSDPA mode
5 Blinks: HSUPA mode
6 Blinks: LTE mode

SIGNAL LED: Indicates strength of cellular signal.

Off: Poor or No signal. Place the device in a location where it gets a better
signal.
Amber: Fair

Green: Good
POWER LED:

Off: No power

Green: TransPort device is powered

4. SIM door: Encloses the SIM sockets. The SIM door must be opened to install the SIM cards. For
installation details, refer to the Quick Start Guide that came with your device.

Reset button: Resets the router to factory defaults. See Reset the router to factory defaults.

6. SIM sockets: SIM 1 and SIM 2 are for use with the SIMs. Insert SIM cards with the notch facing
the bottom-right corner of the device. If you are using one SIM card only, insert it in the SIM 1

slot.

7. Primary cellular antenna connector: This SMA female connector connects the device’s
primary cellular antenna.

8. Secondary cellular antenna connector: This SMA female connector connects the device’s
secondary cellular antenna.
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TransPort WR11 accessories

Avariety of accessories are available for TransPort products. For the current list of accessories and
their Digi part numbers, go to the TransPort WR11 Part Numbers and Accessories page.
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TransPort WR11 hardware specifications
TransPort WR11 specifications
TransPort WR11 XT specifications
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Regulatory and safety statements

RF exposure statement

In order to comply with RF exposure limits established in the ANSI C95.1 standards, the distance
between the antenna or antennas and the user should not be less than 20 cm.

FCC Part 15 Class B

Radio Frequency Interference (RFI) (FCC 15.105)

This device has been tested and found to comply with the limits for Class B digital devices pursuant to
Part 15 Subpart B, of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference in a residential environment. This equipment generates, uses, and can
radiate radio frequency energy, and if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try and correct the interference by one or more of the following
measures:

Reorient or relocate the receiving antenna. Increase the separation between the equipment and
receiver. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected. Consult the dealer or an experienced radio/TV technician for help.

Labeling Requirements (FCC 15.19)

This device complies with Part 15 of FCC rules. Operation is subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

If the FCC ID is not visible when installed inside another device, then the outside of the device into
which the module is installed must also display a label referring to the enclosed module FCC ID.

Modifications (FCC 15.21)

Changes or modifications to this equipment not expressly approved by Digi may void the user’s
authority to operate this equipment.

TransPort WR11 EU Declaration of Conformity

Digi has issued Declarations of Conformity for the Digi TransPort WR11 concerning emissions, EMC,
and safety. For more information, see Digi government agency certifications page.

Important note

Digi customers assume full responsibility for learning and meeting the required guidelines for each
country in their distribution market. Refer to the radio regulatory agency in the desired countries of
operation for more information.

IFETEL (Mexico)

Some Transport WR11 models are certified for use in Mexico. These models use a pre-approved IFETEL
module, as required by IFETEL the certificate number is as follows:

TransPort WR11 Mexico IFETEL Certificate Numbers:
Este equipo contiene el médulo Telit LE910-NA1 con NUmero IFETEL: RTITEKE17-1320
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CE mark (Europe)

The Digi TransPort WR11 is certified for use in several European countries. For information, visit

If the Digi TransPort WR11 is incorporated into a product, the manufacturer must ensure compliance
of the final product with articles 3.1a and 3.1b of the RE Directive (Radio Equipment Directive). A
Declaration of Conformity must be issued for each of these standards and kept on file as described in
the RE Directive (Radio Equipment Directive).

Furthermore, the manufacturer must maintain a copy of the Digi TransPort WR11 user manual
documentation and ensure the final product does not exceed the specified power ratings, antenna
specifications, and/or installation requirements as specified in the user manual. If any of these
specifications are exceeded in the final product, a submission must be made to a notified body for
compliance testing to all required standards.

OEM labeling requirements
The “CE” marking must be affixed to a visible location on the OEM product.

CE labeling requirements
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The CE mark shall consist of the initials “CE” taking the following form:
= |f the CE marking is reduced or enlarged, the proportions given in the above graduated
drawing must be respected.

m The CE marking must have a height of at least 5 mm except where this is not possible on
account of the nature of the apparatus.

= The CE marking must be affixed visibly, legibly, and indelibly.
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Maximum power and frequency bands

Max power Frequencies

2W Cellular 850 and 900 MHZ bands
1w Cellular 850 and 900 MHZ bands

Innovation, Science, and Economic Development Canada (IC) certifications

This digital apparatus does not exceed the Class B limits for radio noise emissions from digital
apparatus set out in the Radio Interference Regulations of the Canadian Department of
Communications.

Le present appareil numerique n’emet pas de bruits radioelectriques depassant les limites applicables
aux appareils numeriques de la class B prescrites dans le Reglement sur le brouillage radioelectrique
edicte par le ministere des Communications du Canada.

Restricted Access Location notice for Trans Port WR11 XT

Because of the hot metal surface of the enclosure, installations with operating temperatures greater
than 122 F (50 C) must be limited to Restricted Access Locations accessible only to trained service
personnel.

Safety notices

1. Please read allinstructions before installing and powering the router. You should keep these
instructions in a safe place for future reference.

2. If the power supply shows signs of damage or malfunction, stop using it immediately, turn off
the power and disconnect the power supply before contacting your supplier for a repair or
replacement.

3. Changes or modifications not expressly approved by the party responsible for compliance could
void the user’s authority to operate the equipment. Use only the accessories, attachments,
and power supplies provided by the manufacturer-connecting non-approved antennas or
power supplies may damage the router, cause interference or create an electric shock hazard,
and will void the warranty.

4. Do not attempt to repair the product. The router contains no electronic components that can
be serviced or replaced by the user. Any attempt to service or repair the router by the user will
void the product warranty.

5. The TransPort WR11 is designed for indoor use. Use it in an environment suitable for
computers and other electronic equipment.

6. Ports that are capable of connecting to other apparatus are defined as SELV ports. To ensure
conformity with IEC60950 ensure that these ports are only connected to ports of the same
type on other apparatus.
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Special notes on safety for wireless routers

Digi International products are designed to the highest standards of safety and
international standards compliance for the markets in which they are sold. However,
cellular-based products contain radio devices which require specific consideration.
Please take the time to read and understand the following guidance. Digi International
assumes no liability for an end user’s failure to comply with these precautions.

Wireless routers incorporate a wireless radio module. Users should ensure that the
9 antenna(s) is (are) positioned at least 1 meter away from themselves and other persons
in normal operation.

When in a hospital or other health care facility, observe the restrictions on the use of
mobile phones. Do not use the router in areas where guidelines posted in sensitive
areas instruct users to switch off mobile phones. Medical equipment may be sensitive to
RF energy.

The operation of cardiac pacemakers, other implanted medical equipment and hearing
aids can be affected by interference from cellular terminals such as the wireless routers
when places close to the device. If in doubt about potential danger, contact the
physician or the manufacturer of the device to verify that the equipment is properly
shielded. Pacemaker patients are advised to keep the wireless router away from the
pacemaker while it is on.

e, Wireless routers must NOT be operated on aircraft. The operation of wireless
’x appliances in an aircraft is forbidden to prevent interference with communications

systems. Failure to observe these instructions may lead to the suspension or denial of
cellular services to the offender, legal action, or both.

As with any electrical equipment, do not operate the router in the presence of
& flammable gases, fumes or potentially explosive atmospheres. Do not use radio devices
anywhere that blasting operations occur.

Wireless routers receive and transmit radio frequency energy when power is on.
Interference can occur when using the router close to TV sets, radios, computers or
inadequately shielded equipment. Follow any special regulations and always power off
your router wherever forbidden or when it may cause interference or danger.

SOS IMPORTANT! Wireless routers operate using radio signals and cellular networks
cannot be guaranteed to connect in all possible conditions. Therefore, never rely solely
upon any wireless device for life critical communications.

WARNING! For environments where the temperature is 55° C or above, this
device must be installed in a restricted access area.
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Product Disposal Instructions

introduced to ensure that electrical/ electronic products are recycled using the best
available recovery techniques to minimize the impact on the environment.

This product contains high quality materials and components which can be recycled. At
the end of its life this product MUST NOT be mixed with other commercial waste for
disposal. Check with the terms and conditions of your supplier for disposal information.
Digi International Ltd WEEE Registration number: WEE/HF1515VU

j The WEEE (Waste Electrical and Electronic Equipment: 2002/96/EC) directive has been
——
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TransPort WR21 hardware features

TransPort WR21 front panel

0IG1” piGI TRANSPORT® | WR21

LA | e—
C——3| o o e

r"-i_ \
q _] )

1. SIM/R-UIM sockets (SIM card models only): SIM 1 and SIM 2 are for use with SIMs or R-UIMs
(Removable User Identification Modules).

2. POWER LED:
= Off: No power
m Green: TransPort device is powered
3. SERVICE LED:
= Off: No WWAN network connection
m  Green: WWAN network connection
= Flashing: WWAN traffic being transmitted or received

4. WWAN (Wireless Network) LED: Indicates the presence and level of cellular service running on
the device.

Off: No cellular service
1 Blink: GPRS mode
2 Blinks: EDGE mode
3 Blinks: UMTS mode
4 Blinks: HSDPA mode
m 5 Blinks: HSUPA mode
m 6 Blinks: LTE mode
5. SIGNAL LED: Indicate strength of cellular signal.
m 3 LEDs: Excellent
m 2 LEDs: Good
m 1 LED:Fair

m 0 LEDs: Poor or No signal

6. Reset button: Returns the router to its factory default settings. See

7. USB host connector: Connects compatible USB 2.0 client devices such as memory sticks, and
serial adapters. The total current available to power USB devices is 0.5 A.
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TransPort WR21 rear panel features
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1. Secondary cellular (WWAN) antenna connector: This SMA female connector connects the

router’s secondary cellular antenna. It is highly recommended to use the secondary antenna
for diversity. In most circumstances, dual antennas provide improved signal strength and
better performance.

2. LAN 0 port: This RJ45 port connects the router to a 10/100 base-TLAN. The port is auto-
sensing for speed and wiring (straight-through or cross-over).

3. LAN 1 port (optional): This RJ45 port connects the router to a 10/100 base-TLAN. The port is
auto- sensing for speed and wiring (straight-through or cross-over).

4. Serial 0 port: This DB9 port provides an asynchronous RS232 (RS485 optional) serial port with
optional RS422/485 support for connecting the router to a compatible serial device. This is a
DCE serial port and allows CLI access to the device by default; the baud rate is 115200. For a
pinout, see TransPort WR21 serial pinout.

5. Power connector: This connector connects the router to a power source using either the
supplied power supply or DC power cord. Secure the barrel plug connector by rotating it by 90
degrees once installed into the Digi TransPort router. Center pin is positive.

6. Primary cellular (WWAN) antenna connector: This SMA female connector connects the
router’s primary cellular antenna.

7. Power cord input (terminal block variant): This socket connects the router to an alternative
power source.
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Reset the TransPort WR21

1. Turnthe router on and wait 15 seconds for the router to complete its initialization process.

2. Press and hold the reset button for 5 seconds. The router automatically reboots and displays a
pattern of alternating LEDs flashing followed by the normal boot sequence.

CAUTION! Do not remove power from the router during this operation, as corruption
of the flash memory may occur.
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TransPort WR21 serial pinout

Note that all TransPort serial ports are DCE.

TransPort WR21 hardware features

Pina
SERIAL 0

RS232 pinout

Pin # | Direction RS232 DCE
1 Out DCD
2 Out RXD
3 In TXD
4 In DTR
5 N/A GND
6 Out DSR
7 In RTS
8 Out CTS
9 Out RI

RS422/ RS485

Description

Data Carrier Detect
Receive Data
Transmit Data

Data Terminal Ready
Ground

Data Set Ready
Ready To Send

Clear To Send

Ring Indicate

Description

1 Out
2 Out
3 In
4 In
5 N/A

Digi TransPort® Routers User Guide
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RD-

6 Out Receive Data -
7 In RTS+ Ready To Send +
8 Out CTS+ Clear To Send +
9 In TD- Transmit -

Notes

m For true RS485 mode (2-wire half-duplex mode), the TD+ and RD+ pair and TD- and RD- pair
should be connected together.

m The CTS and RTS signals are optional and not normally needed for RS485.
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TransPort WR21 accessories

Avariety of accessories are available for TransPort products. For the current list of accessories and
their Digi part numbers, go to the TransPort WR21 Part Numbers and Accessories page.

Digi TransPort® Routers User Guide 41


http://www.digi.com/products/cellular-solutions/cellular-routers/digi-transport-wr21#partnumbers

Hardware features TransPort WR21 hardware features

TransPort WR21 hardware specifications

TransPort WR21 hardware specifications

Regulatory and safety statements

RF exposure statement

In order to comply with RF exposure limits established in the ANSI C95.1 standards, the distance
between the antenna or antennas and the user should not be less than 20 cm.

FCC Part 15 Class B

Radio Frequency Interference (RFI) (FCC 15.105)

This device has been tested and found to comply with the limits for Class B digital devices pursuant to
Part 15 Subpart B, of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference in a residential environment. This equipment generates, uses, and can
radiate radio frequency energy, and if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try and correct the interference by one or more of the following
measures:

Reorient or relocate the receiving antenna. Increase the separation between the equipment and
receiver. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected. Consult the dealer or an experienced radio/TV technician for help.

Labeling Requirements (FCC 15.19)

This device complies with Part 15 of FCC rules. Operation is subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

If the FCC ID is not visible when installed inside another device, then the outside of the device into
which the module is installed must also display a label referring to the enclosed module FCC ID.

Modifications (FCC 15.21)

Changes or modifications to this equipment not expressly approved by Digi may void the user’s
authority to operate this equipment.

TransPort WR21 EU Declaration of Conformity

Digi has issued Declarations of Conformity for the Digi TransPort WR21 concerning emissions, EMC,
and safety. For more information, see Digi government agency certifications page.

Important note

Digi customers assume full responsibility for learning and meeting the required guidelines for each
country in their distribution market. Refer to the radio regulatory agency in the desired countries of
operation for more information.
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IFETEL (Mexico)

Some Transport WR21 models are certified for use in Mexico. These models use a pre-approved IFETEL
module, as required by IFETEL the certificate number is as follows:

TransPort WR21 Mexico IFETEL Certificate Numbers:
Este equipo contiene el médulo Telit LE910-NA V2 con Nimero IFETEL: RCPTELE17-1296

CE mark (Europe)

The Digi TransPort WR21 is certified for use in several European countries. For information, visit

If the Digi TransPort WR21 is incorporated into a product, the manufacturer must ensure compliance
of the final product with articles 3.1a and 3.1b of the RE Directive (Radio Equipment Directive). A
Declaration of Conformity must be issued for each of these standards and kept on file as described in
the RE Directive (Radio Equipment Directive).

Furthermore, the manufacturer must maintain a copy of the Digi TransPort WR21 user manual
documentation and ensure the final product does not exceed the specified power ratings, antenna
specifications, and/or installation requirements as specified in the user manual. If any of these
specifications are exceeded in the final product, a submission must be made to a notified body for
compliance testing to all required standards.

OEM labeling requirements
The “CE” marking must be affixed to a visible location on the OEM product.

CE labeling requirements
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The CE mark shall consist of the initials “CE” taking the following form:
= |f the CE marking is reduced or enlarged, the proportions given in the above graduated
drawing must be respected.

m The CE marking must have a height of at least 5 mm except where this is not possible on
account of the nature of the apparatus.

m The CE marking must be affixed visibly, legibly, and indelibly.
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Maximum power and frequency bands

Max power Frequencies

2W Cellular 850 and 900 MHz bands
1w Cellular 1800 and 1900 MHz Bands
200 mW Cellular @450 MHz Band

Innovation, Science, and Economic Development Canada (IC) certifications

This digital apparatus does not exceed the Class B limits for radio noise emissions from digital
apparatus set out in the Radio Interference Regulations of the Canadian Department of
Communications.

Le present appareil numerique n’emet pas de bruits radioelectriques depassant les limites applicables
aux appareils numeriques de la class B prescrites dans le Reglement sur le brouillage radioelectrique
edicte par le ministere des Communications du Canada.

Hazardous Location installation information for TransPort WR21

For Hazardous Location installation, see the TransPort WR21 Hazardous Location User Guide (Digi part
number 90001532).

Safety notices

1. Please read allinstructions before installing and powering the router. You should keep these
instructions in a safe place for future reference.

2. If the power supply shows signs of damage or malfunction, stop using it immediately, turn off
the power and disconnect the power supply before contacting your supplier for a repair or
replacement.

3. Changes or modifications not expressly approved by the party responsible for compliance could
void the user’s authority to operate the equipment. Use only the accessories, attachments,
and power supplies provided by the manufacturer-connecting non-approved antennas or
power supplies may damage the router, cause interference or create an electric shock hazard,
and will void the warranty.

4. Do not attempt to repair the product. The router contains no electronic components that can
be serviced or replaced by the user. Any attempt to service or repair the router by the user will
void the product warranty.

5. The TransPort WR21 is designed for indoor use. Use it in an environment suitable for
computers and other electronic equipment.

6. Ports that are capable of connecting to other apparatus are defined as SELV ports. To ensure
conformity with IEC60950 ensure that these ports are only connected to ports of the same
type on other apparatus.
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Special notes on safety for wireless routers

Digi International products are designed to the highest standards of safety and
international standards compliance for the markets in which they are sold. However,
cellular-based products contain radio devices which require specific consideration.
Please take the time to read and understand the following guidance. Digi International
assumes no liability for an end user’s failure to comply with these precautions.

Wireless routers incorporate a wireless radio module. Users should ensure that the
9 antenna(s) is (are) positioned at least 1 meter away from themselves and other persons
in normal operation.

When in a hospital or other health care facility, observe the restrictions on the use of
mobile phones. Do not use the router in areas where guidelines posted in sensitive
areas instruct users to switch off mobile phones. Medical equipment may be sensitive to
RF energy.

The operation of cardiac pacemakers, other implanted medical equipment and hearing
aids can be affected by interference from cellular terminals such as the wireless routers
when places close to the device. If in doubt about potential danger, contact the
physician or the manufacturer of the device to verify that the equipment is properly
shielded. Pacemaker patients are advised to keep the wireless router away from the
pacemaker while it is on.

e, Wireless routers must NOT be operated on aircraft. The operation of wireless
’x appliances in an aircraft is forbidden to prevent interference with communications

systems. Failure to observe these instructions may lead to the suspension or denial of
cellular services to the offender, legal action, or both.

As with any electrical equipment, do not operate the router in the presence of
& flammable gases, fumes or potentially explosive atmospheres. Do not use radio devices
anywhere that blasting operations occur.

Wireless routers receive and transmit radio frequency energy when power is on.
Interference can occur when using the router close to TV sets, radios, computers or
inadequately shielded equipment. Follow any special regulations and always power off
your router wherever forbidden or when it may cause interference or danger.

SOS IMPORTANT! Wireless routers operate using radio signals and cellular networks
cannot be guaranteed to connect in all possible conditions. Therefore, never rely solely
upon any wireless device for life critical communications.

WARNING! For environments where the temperature is 55° C or above, this
device must be installed in a restricted access area.
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Product Disposal Instruction

introduced to ensure that electrical/ electronic products are recycled using the best
available recovery techniques to minimize the impact on the environment.

This product contains high quality materials and components which can be recycled. At
the end of its life this product MUST NOT be mixed with other commercial waste for
disposal. Check with the terms and conditions of your supplier for disposal information.
Digi International Ltd WEEE Registration number: WEE/HF1515VU

j The WEEE (Waste Electrical and Electronic Equipment: 2002/96/EC) directive has been
——
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TransPort WR31 hardware features
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! ;

1. SIM card slot cover: On the underside of the router. Remove and replace with a Phillips-head
screwdriver.

2. SIM 1 and SIM 2 card slots: On the underside of the router. SIM 1 and SIM 2 are for use with .
When inserting the SIM card(s) into SIM sockets, SIM 1 is toward the middle of the router, and
SIM 2 is toward the outside of the router. In both cases, the end of the SIM card with the
chamfered corner should be inserted first.

3. LAN 0 port: This RJ45 port connects the router to a 10/100 base-TLAN. The port is auto-
sensing for speed and wiring (straight-through or cross-over).

4. LAN 1 port: This RJ45 port connects the router to a 10/100 base-TLAN. The port is auto-
sensing for speed and wiring (straight-through or cross-over).

5. USB host connector: Connects compatible USB 2.0 client devices such as memory sticks, and
serial adapters. The total current available to power USB devices is 0.5 A.

WARNING! The USB port is for use in a normal location only, not a hazardous
‘ location.

6. Reset button: Returns the router to its factory default settings. See Reset the router to
factory defaults.
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10.

11.

12.

Serial connector: This DB9 port provides an asynchronous RS232 (RS485 optional) serial port
with optional RS422/485 support to connect the router to a compatible serial device. This is a
DCE serial port and allows CLI access to the device by default; the default serial baud rate is
115200. For a pinout, see TransPort WR31 serial pinout.

Power connector: A pluggable connector that connects the router to a power source using
either the separately available power supply: Digi part number 76000736, or a DIN rail power

supply.
WWAN primary connector: This SMA male connector connects the router’s primary cellular
antenna.

WWAN secondary connector: This SMA male connector connects the router’s secondary
cellular antenna. For multiple-input and multiple-output (MIMO), both cellular antennas are
needed for downloading data.

Not shown: GPS antenna connector (GPS models only): An SMA male connector that
connects the router’s GPS antenna.

LEDs: Indicate startup states and status for various signals and services:
m POWER LED:

Off: No power
Green: TransPort device is powered

= SERVICE LED:

Off: No WWAN network connection
Green: WWAN network connection
Flashing: WWAN traffic being transmitted or received

= WWAN LED: Indicates the presence and level of cellular service running on the device.

Off: No cellular service
1 Blink: GPRS mode

2 Blinks: EDGE mode
3 Blinks: UMTS mode
4 Blinks: HSDPA mode
5 Blinks: HSUPA mode
6 Blinks: LTE mode

m SIGNAL LEDs: Indicate strength of cellular signal.

3 LEDs: Excellent

2 LEDs: Good

1 LED: Fair

0 LEDs: Poor or No signal

m SYSTEM LED: Reserved for user-defined functions.
Earth ground

Digi TransPort® Routers User Guide 48



Hardware features TransPort WR31 hardware features

13. Digital/analog 1/O connector: An input/output connector with two digital input/output
connections, and a single analog input connection. For more information and wiring diagrams
see TransPort WR31 digital and analog inputs and outputs.
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TransPort WR31 hardware specifications
Digi TransPort WR31 specifications
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TransPort WR31 accessories

Avariety of accessories are available for TransPort products. For the current list of accessories and
their Digi part numbers, go to the TransPort WR31 Part Numbers and Accessories page.
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TransPort WR31 mounting options

You can mount the TransPort WR31 on a DIN rail, directly to a wall, or in a NEMA enclosure. For DIN
Rail mounting, purchase the WR31 DIN Rail Mounting Bracket (Digi part number 76000977). For wall-
mounting or NEMA enclosure installation, purchase the TransPort WR31 Wall Mount Bracket (Digi part

number 76000966) and NEMA enclosure equipment, such as the NEMA enclosure, mounting plate,
special cabling, and cable glands.
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Hazardous Location installation

For information on installing the TransPort WR31 in a Hazardous Location environment, see the Digi
TransPort WR31 Hazardous Locations User Guide.
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Hardware features

TransPort WR31 serial pinout

Note that all TransPort serial ports are DCE.

&
Q
3
3
A
R
3

RS232 pinout

TransPort WR31 hardware features

2 Out
3 In
4 In
5 N/A
6 Out
7 In
8 Out
9 Out

Digi TransPort® Routers User Guide

RXD
TXD
DTR
GND
DSR
RTS
CTS
RI

Data Carrier Detect
Receive Data
Transmit Data

Data Terminal Ready
Ground

Data Set Ready
Ready To Send

Clear To Send

Ring Indicate
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RS422/RS485 pinout
D L R R,
CTS- Clear To Send -

2 Out RD+ Receive Data +
3 In TD+ Transmit Data+
4 In RTS_B RTS- Ready To Send -
5 N/A GND Ground
6 Out RD- Receive Data -
7 In RTS+ Ready To Send +
8 Out CTS+ Clear To Send +
9 In TD- Transmit -

Notes

m For true RS485 mode (2-wire half-duplex mode), the TD+ and RD+ pair and TD- and RD- pair
should be connected together.

m The CTS and RTS signals are optional normally not needed for RS485.
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TransPort WR31 digital and analog inputs and outputs
The TransPort WR31 has an input/output connector with two digital input/output connections,
and a single analog input connection.

1/0 connector pin assignments

The figure and table show the 1/0 connector, pin assignments, and the signals for each pin.

5 AINO Analog Input 0
4 AGND Analog Return
3 DIOO Digital 1/0 0
2 GND Digital Return
1 DIO1 Digital 1/0 1
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TransPort WR31 digital input/output: representative circuit
O WR31_3v3

Pullup Erable Signal

Digital Input

DIGITAL INPUT @ gD I »

\Y4

-

Digital Cutput Enable

L ]
DIGITAL RETURN @

TransPort WR31 analog input: representative circuit

Analog Select Signal

>
Current Loop
— Protector
20000hm

~ — |

Voltage Input Signal

Current Loop Signal

Analog Input

AMALOG INPUT ®—N AN

ANALOG RETURN @
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Example digital and analog I/O wiring

Digital input with pullup

WR31_3v3

<1
Pullup ON

DIGITAL INPUT

Digital Input
External Contact

[Door Contact,
etc.)

&
DIGITAL RETURN

Digital input without pullup
Note that input is HIGH when the contact is CLOSED.

External Contact
(Door Contact,
G W DIGITAL INPUT
Digital Input
| I ™~
1 @ > —
T
@
DIGITAL RETURN T
Digital output

The wiring diagram assumes a current-limiting resistor provided by installation or connected device is
in use.
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DIGITAL INPUT

<]

Digital Output Enable

@

DIGITAL RETURN

Analog input, 4-20mA input mode

ANALOG
4E20mA

<1

ANALOG INPUT J

&

@

Current Loop

Protector W

20000hm

ANALOG RETURN

—0u0

Analog Select Signal
[Current Mode)

Analog Input

Analog input, 0-10V input mode

0 - 10V input

<)

ANALOG INPUT
@

&

ANALOG RETURN

F—

Analog Select Signal
[Voltage Mode)

Analog Input

———{ =
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Digital and analog 1/O specifications

Digital 1/0 specifications

S T S

Rated Input Voltage -0.2
Rated Input Current -1.0 200 mA
Pull-Up Resistance 10k Ohms

Digital input specifications

m This input is a non-inverting Schmitt-trigger input.
= The default state at power-up with no voltage applied is LOW.

Specification

+ Threshold . 1.6 . \Y

- Threshold . 1.0 . v

Input impedance . 1M . Ohms
Digital output

m This output is an open-collector, sinking driver output.
m The default state at power-up is off.

Specification Min Nom Max Units
Sink Current . . 200 mA
Pull-up Voltage 3 v

Analog input specifications

Specification

Resolution . . 12 BITS
Accuracy . . 0.2 %
Rated Input Voltage -0.2 30 v
Rated Input Current 0 40 mA
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Voltage input mode (default)

Specification

Input Voltage -0.2 . 10.25 v

Input Impedance . 291K . Ohms

Current loop mode

Specification

Minimum Input Voltage . 2 . Y
Load Resistance . 200 . Ohms
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Regulatory and safety statements

RF exposure statement

In order to comply with RF exposure limits established in the ANSI C95.1 standards, the distance
between the antenna or antennas and the user should not be less than 20 cm.

FCC Part 15 Class B

Radio Frequency Interference (RFI) (FCC 15.105)

This device has been tested and found to comply with the limits for Class B digital devices pursuant to
Part 15 Subpart B, of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference in a residential environment. This equipment generates, uses, and can
radiate radio frequency energy, and if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try and correct the interference by one or more of the following
measures:

Reorient or relocate the receiving antenna. Increase the separation between the equipment and
receiver. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected. Consult the dealer or an experienced radio/TV technician for help.

Labeling Requirements (FCC 15.19)

This device complies with Part 15 of FCC rules. Operation is subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

If the FCC ID is not visible when installed inside another device, then the outside of the device into
which the module is installed must also display a label referring to the enclosed module FCC ID.

Modifications (FCC 15.21)

Changes or modifications to this equipment not expressly approved by Digi may void the user’s
authority to operate this equipment.

TransPort WR31 EU Declaration of Conformity

Digi has issued Declarations of Conformity for the Digi TransPort WR31 concerning emissions, EMC,
and safety. For more information, see Digi government agency certifications page.

Important note

Digi customers assume full responsibility for learning and meeting the required guidelines for each
country in their distribution market. Refer to the radio regulatory agency in the desired countries of
operation for more information.

IFETEL (Mexico)

Some Transport WR31 models are certified for use in Mexico. These models use a pre-approved IFETEL
module, as required by IFETEL the certificate number is as follows:

TransPort WR31 Mexico IFETEL Certificate Numbers:
Este equipo contiene el médulo Telit LE910-NA V2 con NUmero IFETEL: RCPTELE17-1296
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CE mark (Europe)

The Digi TransPort WR31 is certified for use in several European countries. For information, visit

If the Digi TransPort WR31 is incorporated into a product, the manufacturer must ensure compliance
of the final product with articles 3.1a and 3.1b of the RE Directive (Radio Equipment Directive). A
Declaration of Conformity must be issued for each of these standards and kept on file as described in
the RE Directive (Radio Equipment Directive).

Furthermore, the manufacturer must maintain a copy of the Digi TransPort WR31 user manual
documentation and ensure the final product does not exceed the specified power ratings, antenna
specifications, and/or installation requirements as specified in the user manual. If any of these
specifications are exceeded in the final product, a submission must be made to a notified body for
compliance testing to all required standards.

OEM labeling requirements
The “CE” marking must be affixed to a visible location on the OEM product.

CE labeling requirements

S {man

10 i5 2 25 a0 a5

(=]
iR

The CE mark shall consist of the initials “CE” taking the following form:
m |f the CE marking is reduced or enlarged, the proportions given in the above graduated
drawing must be respected.

m The CE marking must have a height of at least 5 mm except where this is not possible on
account of the nature of the apparatus.

= The CE marking must be affixed visibly, legibly, and indelibly.
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Maximum power and frequency bands

2W Cellular 850 and 900 MHz bands
1w Cellular 1800 and 1900 MHz bands
200 mW Cellular @450 MHz band

Innovation, Science, and Economic Development Canada (IC) certifications

This digital apparatus does not exceed the Class B limits for radio noise emissions from digital
apparatus set out in the Radio Interference Regulations of the Canadian Department of
Communications.

Le present appareil numerique n’emet pas de bruits radioelectriques depassant les limites applicables
aux appareils numeriques de la class B prescrites dans le Reglement sur le brouillage radioelectrique
edicte par le ministere des Communications du Canada.

Hazardous Location installation information for TransPort WR31

For information on installing the TransPort WR31 in a Hazardous Location environment, see the Digi
TransPort WR31 Hazardous Locations User Guide.

Safety notices

1. Please read allinstructions before installing and powering the router. You should keep these
instructions in a safe place for future reference.

2. If the power supply shows signs of damage or malfunction, stop using it immediately, turn off
the power and disconnect the power supply before contacting your supplier for a repair or
replacement.

3. Changes or modifications not expressly approved by the party responsible for compliance could
void the user’s authority to operate the equipment. Use only the accessories, attachments,
and power supplies provided by the manufacturer-connecting non-approved antennas or
power supplies may damage the router, cause interference or create an electric shock hazard,
and will void the warranty.

4. Do not attempt to repair the product. The router contains no electronic components that can
be serviced or replaced by the user. Any attempt to service or repair the router by the user will
void the product warranty.

5. The TransPort WR31 is designed for indoor use. Use it in an environment suitable for
computers and other electronic equipment.

6. Ports that are capable of connecting to other apparatus are defined as SELV ports. To ensure
conformity with IEC60950 ensure that these ports are only connected to ports of the same
type on other apparatus.
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Special notes on safety for wireless routers

Digi International products are designed to the highest standards of safety and
international standards compliance for the markets in which they are sold. However,
cellular-based products contain radio devices which require specific consideration.
Please take the time to read and understand the following guidance. Digi International
assumes no liability for an end user’s failure to comply with these precautions.

Wireless routers incorporate a wireless radio module. Users should ensure that the
9 antenna(s) is (are) positioned at least 1 meter away from themselves and other persons
in normal operation.

When in a hospital or other health care facility, observe the restrictions on the use of
mobile phones. Do not use the router in areas where guidelines posted in sensitive
areas instruct users to switch off mobile phones. Medical equipment may be sensitive to
RF energy.

The operation of cardiac pacemakers, other implanted medical equipment and hearing
aids can be affected by interference from cellular terminals such as the wireless routers
when places close to the device. If in doubt about potential danger, contact the
physician or the manufacturer of the device to verify that the equipment is properly
shielded. Pacemaker patients are advised to keep the wireless router away from the
pacemaker while it is on.

e, Wireless routers must NOT be operated on aircraft. The operation of wireless
’x appliances in an aircraft is forbidden to prevent interference with communications

systems. Failure to observe these instructions may lead to the suspension or denial of
cellular services to the offender, legal action, or both.

As with any electrical equipment, do not operate the router in the presence of
& flammable gases, fumes or potentially explosive atmospheres. Do not use radio devices
anywhere that blasting operations occur.

Wireless routers receive and transmit radio frequency energy when power is on.
Interference can occur when using the router close to TV sets, radios, computers or
inadequately shielded equipment. Follow any special regulations and always power off
your router wherever forbidden or when it may cause interference or danger.

SOS IMPORTANT! Wireless routers operate using radio signals and cellular networks
cannot be guaranteed to connect in all possible conditions. Therefore, never rely solely
upon any wireless device for life critical communications.

WARNING! For environments where the temperature is 55° C or above, this
device must be installed in a restricted access area.
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Product Disposal Instructions

introduced to ensure that electrical/ electronic products are recycled using the best
available recovery techniques to minimize the impact on the environment.

This product contains high quality materials and components which can be recycled. At
the end of its life this product MUST NOT be mixed with other commercial waste for
disposal. Check with the terms and conditions of your supplier for disposal information.
Digi International Ltd WEEE Registration number: WEE/HF1515VU

j % , The WEEE (Waste Electrical and Electronic Equipment: 2002/96/EC) directive has been
—
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TransPort WR41 hardware features

Front panel

DIGI TRANSPORT" | WR41 ¢

WHAN e, o SIGHAL

oo o0 0@ e E- @;.m

POWER LAN  WH LMK 5N

] sv:

1. USB host connector: Connects compatible USB 2.0 client devices such as memory sticks, and
serial adapters. The total current available to power USB devices is 0.5 A.

2. POWER LED:
m  Off: No power
m Green: TransPort device is powered

3. LAN LED: [lluminates steadily when there is a network connection to the LAN port and flashes
when data is transmitted or received.

4. WN LED:
= Wi-Fi models: Illuminates steady if Wi-Fi activity is present.
= Non-Wi-Fi models: Flashes to show which network mode the router is operating in:

Off: No service

1 blink: GPRS mode

2 blinks: EDGE mode
3 blinks: UMTS mode
4 blinks: HSDPA mode
5 blinks: HSUPA mode
6 blinks: LTE mode

LINK LED: Illuminates steadily when a wireless WAN data connection has been established.
SIM LED: Illuminates steadily when a valid SIM card is installed.
ACT LED: Flashes to indicate that data is being transferred over the wireless WAN network.
SIGNAL LEDs: Indicate strength of cellular signal.

m 3 LEDs: Excellent

m 2 LEDs: Good

m 1 LED:Fair

m 0 LEDs: Poor or No signal

9. SERIAL LED: |lluminates steady if a terminal is connected to the SERIAL port and the DTR
signal is on. Flashes when data is transmitted or received.

© N o v
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10. SIM [/ R-UIM Sockets (SIM card models only): SIM 1 and SIM 2 are for use with the Subscriber
Identification Module(s) (SIMs) or Removable User Identification Module(s) (R-UIMs).

11. Primary Wi-Fi antenna connector (Wi-Fi models only): This SMA connector connects the
router’s primary Wi-Fi antenna.

12. Secondary Wi-Fi antenna connector (Wi-Fi models only): This SMA connector connects the
router’s secondary Wi-Fi antenna.

Rear panel

(2) ) ~ CE:} @)

' i _
.I“.___.".-.
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FRIMARY
v
SERIAL O GHD LAN
-_—
O = 0 (7
o ] : o
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WWAN .' . . \4) *
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S-48VDC SERIALO LAK
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1. WWAN Secondary Antenna Connector (WR41-U and WR41-C models): An SMA female
connector that connects the unit’s secondary cellular antenna. It is highly recommended to use
the secondary antenna for diversity. In most circumstances, dual antennas provide improved
signal strength and better performance.

2. Power connector: Connects the router to a power source. The power cord input can be AC, DC
and 4-pin Molex connectors. Secure the barrel plug connector by rotating it by 90 degrees once
installed into the Digi TransPort router. Center pin is positive.

3. Serial 0 Port: This RJ45 port provides an asynchronous RS232 serial port for connecting the
unit to a compatible serial device. This is a DCE serial port and allows CLI access to the device
by default; the baud rate is 115200. See TransPort WR41 serial pinout for a pinout diagram.

4. Hardware Expansion Port: Various hardware upgrades are available for this unit and are
populated via this expansion port. See Additional hardware features below for further
information.

Case Ground: Connect an additional case ground if necessary.

6. WWAN Primary Antenna Connector: An SMA female connector that connects the unit’s
primary cellular antenna.

7. LAN Port: This RJ45 port connects the unit to a 10/100 base-T LAN. The port performs auto-
sensing for speed and wiring, and can handle a straight-through or cross-over cable.
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Underside of unit features

@

Front of unit

® v )
[
o [+]
(=]
® . @
Rear of unit

1. Reset button: The reset button is on the underside of the unit. It performs a factory reset. It is
recessed to avoid an accidental reset. See Reset the router to factory defaults.
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Additional hardware features
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1. ASY Serial Port: Provides an additional asynchronous RS232 serial port using a DB25
connector.

2. ASY Serial Port (3x): Provides three additional asynchronous RS232 serial ports using RJ45
connectors.

3. SYN/ASYN Serial Port: Provides an X.21/RS422/RS232 synchronous / asynchronous serial port
using a DB25 connector.

4. GPS: Provides GPS capabilities using an SMA male connector.
ISDN: Provides an ISDN Basic Rate Interface (BRI) via an RJ45 port. This can be configured

either as a TE (terminal endpoint) or as NT-1 (network termination). The option also includes
an additional asynchronous serial port via a second RJ45 port.
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6. Telemetry 1 1/0 Interface: Provides 4 opto-isolated digital input ports and 1 opto-isolated
digital output port. It also provides a relay I/0 port, a voltage monitoring port, and internal
temperature monitoring.

7. Telemetry 2 1/0 Interface: Provides 4 isolated analog 1/0 ports and 4 non-isolated digital I/O
ports.

8. Fleet 1/0 Interface: Provides a CAN and J1708 interface, GPS, 4 non-isolated digital /O ports,
ignition sense port, and a 3-axis accelerometer.

9. PSTN: Provides a PSTN interface via an RJ45 connector for dialing out and receiving calls.

10. ISDN-U/PSTN: Provides an ISDN-U interface suitable for the USA plus PSTN interface. It can be
configured for Bell-103 modulation in leased line mode as well as a normal PSTN interface.

11. DialServ: This RJ11/FXS connection converts a PSTN analog modem to a RS-232 serial signal.

For more information on the Telemetry 1 Interface, Telemetry 2 Interface, and the Fleet I/O
Interface, see the product specific user’s guides, available on www.digi.com on the TransPort
WR41 Product Support page.
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TransPort WR41 hardware specifications
Digi TransPort WR41 specifications
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TransPort WR41 accessories

Avariety of accessories are available for TransPort products. For the current list of accessories and
their Digi part numbers, go to the TransPort WR41 Part Numbers and Accessories page.
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TransPort WR41 serial pinout
Note that all TransPort serial ports are DCE.

£\

DB25 connector available

on some daughter cards
13 1

Gr Geo0000000000 o
FEGE0600069

5 14

RS232 port pinouts

13 1
I . . . oL 0000000000000 ) [
Description RS232 signal | Direction :‘”"“”’" : |

= T
DB 25 Pin# RJ45 Pin#

Transmit Data TxD in 2 6

Receive Data RxD out 3 3

Ready To Send RTS in 4 1

Clear To Send CTS out 5 8

Data Set Ready DSR out 6 n/a

Ground GND n/a 7 5

Data Carrier Detect DCD out 8 7

Transmitter Clock TxC out 15 n/a

Receiver Clock RxC out 17 n/a

Data Terminal Ready DTR in 20 2

Ring Indicate RI out 22 n/a

External Transmitter Clock ETC in 24 n/a
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Regulatory and safety statements

RF exposure statement

In order to comply with RF exposure limits established in the ANSI C95.1 standards, the distance
between the antenna or antennas and the user should not be less than 20 cm.

FCC Part 15 Class B

Radio Frequency Interference (RFI) (FCC 15.105)

This device has been tested and found to comply with the limits for Class B digital devices pursuant to
Part 15 Subpart B, of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference in a residential environment. This equipment generates, uses, and can
radiate radio frequency energy, and if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try and correct the interference by one or more of the following
measures:

Reorient or relocate the receiving antenna. Increase the separation between the equipment and
receiver. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected. Consult the dealer or an experienced radio/TV technician for help.

Labeling Requirements (FCC 15.19)

This device complies with Part 15 of FCC rules. Operation is subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

If the FCC ID is not visible when installed inside another device, then the outside of the device into
which the module is installed must also display a label referring to the enclosed module FCC ID.

Modifications (FCC 15.21)

Changes or modifications to this equipment not expressly approved by Digi may void the user’s
authority to operate this equipment.

TransPort WR41 EU Declaration of Conformity

Digi has issued Declarations of Conformity for the Digi TransPort WR41 concerning emissions, EMC,
and safety. For more information, see Digi government agency certifications page.

Important note

Digi customers assume full responsibility for learning and meeting the required guidelines for each
country in their distribution market. Refer to the radio regulatory agency in the desired countries of
operation for more information.

CE mark (Europe)

The Digi TransPort WR41 is certified for use in several European countries. For information, visit Digi
government agency certifications page.

If the Digi TransPort WR41 is incorporated into a product, the manufacturer must ensure compliance
of the final product with articles 3.1a and 3.1b of the RE Directive (Radio Equipment Directive). A
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Declaration of Conformity must be issued for each of these standards and kept on file as described in
the RE Directive (Radio Equipment Directive).

Furthermore, the manufacturer must maintain a copy of the Digi TransPort WR41 user manual
documentation and ensure the final product does not exceed the specified power ratings, antenna
specifications, and/or installation requirements as specified in the user manual. If any of these
specifications are exceeded in the final product, a submission must be made to a notified body for
compliance testing to all required standards.

OEM labeling requirements
The “CE” marking must be affixed to a visible location on the OEM product.

CE labeling requirements
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The CE mark shall consist of the initials “CE” taking the following form:

m If the CE marking is reduced or enlarged, the proportions given in the above graduated
drawing must be respected.

m The CE marking must have a height of at least 5 mm except where this is not possible on
account of the nature of the apparatus.

= The CE marking must be affixed visibly, legibly, and indelibly.

Maximum power and frequency bands

Max power Frequencies

2W Cellular 850 and 900 MHz bands

1w Cellular 1800 and 1900 MHz bands

Innovation, Science, and Economic Development Canada (IC) certifications

This digital apparatus does not exceed the Class B limits for radio noise emissions from digital
apparatus set out in the Radio Interference Regulations of the Canadian Department of
Communications.
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Le present appareil numerique n’emet pas de bruits radioelectriques depassant les limites applicables
aux appareils numeriques de la class B prescrites dans le Reglement sur le brouillage radioelectrique
edicte par le ministere des Communications du Canada.

Safety notices

1.

Please read allinstructions before installing and powering the router. You should keep these
instructions in a safe place for future reference.

If the power supply shows signs of damage or malfunction, stop using it immediately, turn off
the power and disconnect the power supply before contacting your supplier for a repair or
replacement.

Changes or modifications not expressly approved by the party responsible for compliance could
void the user’s authority to operate the equipment. Use only the accessories, attachments,
and power supplies provided by the manufacturer-connecting non-approved antennas or
power supplies may damage the router, cause interference or create an electric shock hazard,
and will void the warranty.

Do not attempt to repair the product. The router contains no electronic components that can
be serviced or replaced by the user. Any attempt to service or repair the router by the user will
void the product warranty.

Products in the TransPort WR family are designed for indoor use. Use them in an environment
suitable for computers and other electronic equipment.

Ports that are capable of connecting to other apparatus are defined as SELV ports. To ensure
conformity with IEC60950 ensure that these ports are only connected to ports of the same
type on other apparatus.

Special notes on safety for wireless routers

Digi International products are designed to the highest standards of safety and
international standards compliance for the markets in which they are sold. However,
cellular-based products contain radio devices which require specific consideration.
Please take the time to read and understand the following guidance. Digi International
assumes no liability for an end user’s failure to comply with these precautions.

Wireless routers incorporate a wireless radio module. Users should ensure that the

9 antenna(s) is (are) positioned at least 1 meter away from themselves and other persons

in normal operation.

When in a hospital or other health care facility, observe the restrictions on the use of
mobile phones. Do not use the router in areas where guidelines posted in sensitive
areas instruct users to switch off mobile phones. Medical equipment may be sensitive to
RF energy.

The operation of cardiac pacemakers, other implanted medical equipment and hearing
aids can be affected by interference from cellular terminals such as the wireless routers
when places close to the device. If in doubt about potential danger, contact the
physician or the manufacturer of the device to verify that the equipment is properly
shielded. Pacemaker patients are advised to keep the wireless router away from the
pacemaker while it is on.
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Wireless routers must NOT be operated on aircraft. The operation of wireless
appliances in an aircraft is forbidden to prevent interference with communications
systems. Failure to observe these instructions may lead to the suspension or denial of
cellular services to the offender, legal action, or both.

As with any electrical equipment, do not operate the router in the presence of
flammable gases, fumes or potentially explosive atmospheres. Do not use radio devices
anywhere that blasting operations occur.

Wireless routers receive and transmit radio frequency energy when power is on.
Interference can occur when using the router close to TV sets, radios, computers or
inadequately shielded equipment. Follow any special regulations and always power off
your router wherever forbidden or when it may cause interference or danger.

SOS IMPORTANT! Wireless routers operate using radio signals and cellular networks
cannot be guaranteed to connect in all possible conditions. Therefore, never rely solely
upon any wireless device for life critical communications.

WARNING! For environments where the temperature is 55° C or above, this
device must be installed in a restricted access area.

Product Disposal Instructions

)54

The WEEE (Waste Electrical and Electronic Equipment: 2002/96/EC) directive has been
introduced to ensure that electrical/ electronic products are recycled using the best
available recovery techniques to minimize the impact on the environment.

This product contains high quality materials and components which can be recycled. At
the end of its life this product MUST NOT be mixed with other commercial waste for
disposal. Check with the terms and conditions of your supplier for disposal information.
Digi International Ltd WEEE Registration number: WEE/HF1515VU
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TransPort WR44 /| WR44 R hardware features
Front panel

TransPort WR44 models with cellular interface
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TransPort WR44 models without SIM card slots
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1. USB host connector: Connects compatible USB 2.0 client devices such as memory sticks and
serial adapters. The total current available to power USB devices is 0.5 A.

2. POWER LED:
= Off: No power
m Green: TransPort device is powered

3. LAN (0, 1, 2, 3) LED: Illuminates steadily when there is a network connection to the LAN port
and flashes when data is transmitted or received.

4. Wi-Fi LED:
= Wi-Fi models: [lluminates steadily if Wi-Fi activity is present.

5. SERIAL LED: Illuminates steadily if a terminal is connected to the SERIAL port and the DTR
signalis on. Flashes when data is transmitted or received.

6. LINK LED: llluminates steadily when a wireless data connection has been established.
7. SIM LED:

= Cellular models: [lluminates steadily when a valid SIM card is installed.

= Models without cellular interface: Not operational.
8. ACT LED: Flashes to indicate that data is being transferred over the wireless network.
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9. SIGNAL LED:
m Cellular models: Indicate strength of cellular signal.

3 LEDs: Excellent

2 LEDs: Good

1 LED: Fair

0 LEDs: Poor or No signal

m Models without cellular interface: Not operational.

10. SIM / R-UIM Sockets:
= Cellular SIM card models only: llluminates steadily when a valid SIM card is installed.
= Models without cellular interface: Not operational or accessible.

Rear panel

o

13

1. Primary cellular (WWAN) antenna connector: An SMA female connector that connects the
router’s primary cellular antenna.

2. Secondary Wi-Fi (WLAN) Antenna connector (Wi-Fi models only): An SMA male connector
that connects the router’s secondary Wi-Fi antenna.

3. Secondary cellular (WWAN) antenna connector (WR44-U and WR44-C models): An SMA
female connector that connects the router’s secondary cellular antenna. It is highly
recommended to use the secondary antenna for diversity. In most circumstances, dual
antennas will provide improved signal strength thus better performance.

4. Primary Wi-Fi (WLAN) antenna connector (Wi-Fi models only): An SMA male connector that
connects the router’s primary Wi-Fi antenna.

5. Power connector: Connects the router to a power source. The power supply has a twist-lock
connector which can be secured by rotating it 90 degrees once installed into the TransPort
router. Center pin is positive.

6. 9-36 VDC (Aux): Connects the router to an alternative 11-58VDC power supply (not supplied)
using a fused power cable which can be purchased separately. This cable also contains two
programmable 10 signal lines, one is an input signal, and the other is an input/output signal.

7. SERIAL 0 port: This DB9 port provides an asynchronous RS232 serial port for connecting the
router to a compatible serial device. This is a DCE serial port and allows CLI access to the
device by default; the baud rate is 115200.

8. Hardware expansion port: Various hardware upgrades are available for this router and are
populated via this expansion port. See TransPort WR44 additional hardware features for more
information.
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9. LAN ports: Connect the router to a 10/100 base-T LAN. These ports are auto- sensing for
speed and wiring (straight-through or cross-over).

Underside of unit

TransPort WR44
[Front of Unit]
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[Rear of Unit]

TransPort WR44 R
[Front of Unit]
'M\
1@(
3) »©
& )/
[Rear of Unit]

Mounting holes.
2. SIM slot cover plate mounting hole.

3. Reset button: The reset button is on the underside of the unit. It performs a factory reset. It is
recessed to avoid an accidental reset. See Reset the router to factory defaults.
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Enclosure features

TransPort WR44

DIGI TRANSPORT | WR44

1. Commercial enclosure

2. Mounting feet

TransPort WR44 R

1. Rugged enclosure

2. Mounting tabs
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TransPort WR44 additional hardware features
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1. ASY serial port (3x): Provides three additional asynchronous RS232 serial ports using RJ45

connectors.

2. SYN/ASYN serial port: Provides an X.21/RS422/RS232 synchronous / asynchronous serial port
using a DB25 connector.

3. GPS antenna connector (GPS models only): Provides GPS capabilities using an SMA male

connector.

4. ISDN: Provides an ISDN Basic Rate Interface (BRI) via an RJ45 port. This can be configured

either as a TE (terminal endpoint) or as NT-1 (network termination). The option also includes
an additional asynchronous serial port via a second RJ45 port.

5. Telemetry 1 1/0 interface: Provides 4 opto-isolated digital input ports and 1 opto-isolated
digital output port. It also provides a relay I/0 port, a voltage monitoring port, and internal

temperature monitoring.

6. Telemetry 2 1/0 interface: Provides 4 isolated analog I/0 ports and 4 non-isolated digital I/O
ports.
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7. Fleet 1/0 interface: Provides CAN and J1708 interface, GPS, 4 non-isolated digital I/O ports,
ignition sense port, and a 3 axis accelerometer.

8. PSTN: Provides a PSTN interface via an RJ45 connector for dialing out and receiving calls.

ISDN-U/PSTN: Provides an ISDN-U interface suitable for the USA plus PSTN interface. It can be
configured for Bell-103 modulation in leased line mode as well as a normal PSTN interface.

10. DialServ: This RJ11/FXS connection converts a PSTN analog modem to a RS-232 serial signal.

For more information on the Telemetry 1, Telemetry 2, and the Fleet I/0 Interfaces please see the
product specific user’s guides, available on www.digi.com on the TransPort WR44 product Resources

page.
Powering the TransPort WR44 R

Vehicle installation

The TransPort WR44 R shall be powered from a 5A fused circuit or shall be installed with an in-line
Slow Blow fuse rated at 5A. Maximum ambient operating temperature is limited to 70 C.

Always follow the vehicle manufacturer recommendations for electrical accessories connections.
Vehicle installations are considered Service persons only and Restricted Access. All components used
in the electrical connection to the vehicle should be UL listed.

Alternate installations

The TransPort WR44 R shall be powered by a certified ITE LPS power supply (9-36 VDC, 18W minimum).
Supplies shall be suitable for the ambient for which they are installed. Maximum ambient operating
temperature is limited to the lower of the maximum ambient operating temperature of the power
supply or 70° C.

Digi recommends the power supplies in the following accessory kits:

m Installations 0° C to +40° C: Digi part number 76000823
» Installations -40° C to +70° C: Digi part number 76000816 (US), 76000904 (EU)
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TransPort WR44 hardware specifications

For TransPort WR44 hardware specifications, see Digi TransPort WR44 specifications.
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TransPort WR44 R hardware specifications
For TransPort WR44 R hardware specifications, see Digi TransPort WR44 R specifications.
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TransPort WR44 accessories

Avariety of accessories are available for TransPort products. For the current list of accessories and
their Digi part numbers, go to the TransPort WR44 Part Numbers and Accessories page.
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TransPort WR44 R accessories

Avariety of accessories are available for TransPort products. For the current list of accessories and
their Digi part numbers, go to the TransPort WR44 R Part Numbers and Accessories page.
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TransPort WR44 /| WR44 R RS232 serial pinout

Description RS232 signal | Direction e __ E
DB 25 Pin# DB 9 Pin# RJ45 Pin #
Transmit Data TxD in 2 3 6
Receive Data RxD out 3 2 3
Ready To Send RTS in 4 7 1
Clear To Send CTS out 5 8 8
Data Set Ready DSR out 6 6 n/a
Ground GND n/a 7 5 5
Data Carrier DCD out 8 1 7
Detect
Transmitter TxC out 15 n/a n/a
Clock
Receiver Clock RxC out 17 n/a n/a
Data Terminal DTR in 20 4 2
Ready
Ring Indicate RI out 22 9 n/a
External ETC in 24 n/a n/a
Transmitter
Clock
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Regulatory and safety statements

RF exposure statement

In order to comply with RF exposure limits established in the ANSI C95.1 standards, the distance
between the antenna or antennas and the user should not be less than 20 cm.

FCC Part 15 Class B

Radio Frequency Interference (RFI) (FCC 15.105)

This device has been tested and found to comply with the limits for Class B digital devices pursuant to
Part 15 Subpart B, of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference in a residential environment. This equipment generates, uses, and can
radiate radio frequency energy, and if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try and correct the interference by one or more of the following
measures:

Reorient or relocate the receiving antenna. Increase the separation between the equipment and
receiver. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected. Consult the dealer or an experienced radio/TV technician for help.

Labeling Requirements (FCC 15.19)

This device complies with Part 15 of FCC rules. Operation is subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

If the FCC ID is not visible when installed inside another device, then the outside of the device into
which the module is installed must also display a label referring to the enclosed module FCC ID.

Modifications (FCC 15.21)

Changes or modifications to this equipment not expressly approved by Digi may void the user’s
authority to operate this equipment.

TransPort WR44 Declaration of Conformity

Digi has issued Declarations of Conformity for the Digi TransPort WR44 concerning emissions, EMC,
and safety. For more information, see Digi government agency certifications page.

Important note

Digi customers assume full responsibility for learning and meeting the required guidelines for each
country in their distribution market. Refer to the radio regulatory agency in the desired countries of
operation for more information.

CE mark (Europe)

The Digi TransPort WR44 is certified for use in several European countries. For information, visit Digi
government agency certifications page.

If the Digi TransPort WR44 is incorporated into a product, the manufacturer must ensure compliance
of the final product with articles 3.1a and 3.1b of the RE Directive (Radio Equipment Directive). A
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Declaration of Conformity must be issued for each of these standards and kept on file as described in
the RE Directive (Radio Equipment Directive).

Furthermore, the manufacturer must maintain a copy of the Digi TransPort WR44 user manual
documentation and ensure the final product does not exceed the specified power ratings, antenna
specifications, and/or installation requirements as specified in the user manual. If any of these
specifications are exceeded in the final product, a submission must be made to a notified body for
compliance testing to all required standards.

OEM labeling requirements
The “CE” marking must be affixed to a visible location on the OEM product.

CE labeling requirements
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The CE mark shall consist of the initials “CE” taking the following form:

m |f the CE marking is reduced or enlarged, the proportions given in the above graduated
drawing must be respected.

m The CE marking must have a height of at least 5 mm except where this is not possible on
account of the nature of the apparatus.

= The CE marking must be affixed visibly, legibly, and indelibly.

Maximum power and frequency bands

Max power Frequencies

2W Cellular 850 and 900 MHz bands
1w Cellular 1800 and 1900 MHz bands
200 mW 13 overlapping channels, each 22 or 40 MHz wide and spaced at 5

MHz. Centered at 2.412 to 2.472 MHz.

251.19 mW 165 overlapping channels, each 22 or 40 or 80 MHz wide and spaced
at 5 MHz. Centered at 5180 to 5825 MHz.
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Innovation, Science, and Economic Development Canada (IC) certifications

This digital apparatus does not exceed the Class B limits for radio noise emissions from digital
apparatus set out in the Radio Interference Regulations of the Canadian Department of
Communications.

Le present appareil numerique n’emet pas de bruits radioelectriques depassant les limites applicables
aux appareils numeriques de la class B prescrites dans le Reglement sur le brouillage radioelectrique
edicte par le ministere des Communications du Canada.

Safety notices

1.

Please read allinstructions before installing and powering the router. You should keep these
instructions in a safe place for future reference.

If the power supply shows signs of damage or malfunction, stop using it immediately, turn off
the power and disconnect the power supply before contacting your supplier for a repair or
replacement.

Changes or modifications not expressly approved by the party responsible for compliance could
void the user’s authority to operate the equipment. Use only the accessories, attachments,
and power supplies provided by the manufacturer-connecting non-approved antennas or
power supplies may damage the router, cause interference or create an electric shock hazard,
and will void the warranty.

Do not attempt to repair the product. The router contains no electronic components that can
be serviced or replaced by the user. Any attempt to service or repair the router by the user will
void the product warranty.

TransPort WR44 devices except for the WR44 R are designed for indoor use. Use them in an
environment suitable for computers and other electronic equipment.

Ports that are capable of connecting to other apparatus are defined as SELV ports. To ensure
conformity with IEC60950 ensure that these ports are only connected to ports of the same
type on other apparatus.

Special notes on safety for wireless routers

Digi International products are designed to the highest standards of safety and
international standards compliance for the markets in which they are sold. However,
cellular-based products contain radio devices which require specific consideration.
Please take the time to read and understand the following guidance. Digi International
assumes no liability for an end user’s failure to comply with these precautions.
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Wireless routers incorporate a wireless radio module. Users should ensure that the
antenna(s) is (are) positioned at least 1 meter away from themselves and other persons
in normal operation.

When in a hospital or other health care facility, observe the restrictions on the use of
mobile phones. Do not use the router in areas where guidelines posted in sensitive
areas instruct users to switch off mobile phones. Medical equipment may be sensitive to
RF energy.

The operation of cardiac pacemakers, other implanted medical equipment and hearing
aids can be affected by interference from cellular terminals such as the wireless routers
when places close to the device. If in doubt about potential danger, contact the
physician or the manufacturer of the device to verify that the equipment is properly
shielded. Pacemaker patients are advised to keep the wireless router away from the
pacemaker while it is on.

Wireless routers must NOT be operated on aircraft. The operation of wireless
appliances in an aircraft is forbidden to prevent interference with communications
systems. Failure to observe these instructions may lead to the suspension or denial of
cellular services to the offender, legal action, or both.

As with any electrical equipment, do not operate the router in the presence of
flammable gases, fumes or potentially explosive atmospheres. Do not use radio devices
anywhere that blasting operations occur.

Wireless routers receive and transmit radio frequency energy when power is on.
Interference can occur when using the router close to TV sets, radios, computers or
inadequately shielded equipment. Follow any special regulations and always power off
your router wherever forbidden or when it may cause interference or danger.

SOS IMPORTANT! Wireless routers operate using radio signals and cellular networks
cannot be guaranteed to connect in all possible conditions. Therefore, never rely solely
upon any wireless device for life critical communications.

WARNING! For environments where the temperature is 55° C or above, this
device must be installed in a restricted access area.

Product Disposal Instructions

)54

The WEEE (Waste Electrical and Electronic Equipment: 2002/96/EC) directive has been
introduced to ensure that electrical/ electronic products are recycled using the best
available recovery techniques to minimize the impact on the environment.

This product contains high quality materials and components which can be recycled. At
the end of its life this product MUST NOT be mixed with other commercial waste for
disposal. Check with the terms and conditions of your supplier for disposal information.
Digi International Ltd WEEE Registration number: WEE/HF1515VU
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TransPort WR44 RR hardware features

Front panel
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1. POWER LED:
= Off: No power
m  Green: TransPort device is powered

2. LAN (0, 1, 2, 3) LED: Illuminates steadily when there is a network connection to the LAN port
and flashes when data is transmitted or received.

3. Wi-Fi LED:
= Wi-Fi models only: Illuminates steady if Wi-Fi activity is present.

4. SERIAL LED: llluminates steadily if a terminalis connected to the SERIAL port and the DTR
signalis on.

LINK LED: Illuminates steadily when a wireless WAN data connection has been established.
SIM LED: Illuminates steadily when a valid SIM card is installed.
ACT LED: Flashes to indicate that data is being transferred over the wireless WAN network.
SIGNAL LEDs: Indicate strength of cellular signal.

m 3 LEDs: Excellent

= 2 LEDs: Good

m 1 LED:Fair

m 0 LEDs: Poor or No signal

9. SIM / R-UIM sockets (SIM card models only): SIM 1 and SIM 2 are for use with the SIMs or R-
UIMs (Removable User Identification Modules).

o N o v

Rear panel
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1. Primary cellular (WWAN) antenna connector: A TNC female connector that connects the
router’s primary cellular antenna.

2. Primary Wi-Fi (WLAN) antenna connector (Wi-Fi models only): A TNC male connector that
connects the router’s secondary Wi-Fi antenna.

3. GPS antenna connector (GPS models only): A TNC male connector that connects the
router’s GPS antenna.

4. Secondary cellular (WWAN) antenna connector: A TNC female connector that connects the
router’s secondary cellular antenna. It is highly recommended to use the secondary antenna
for diversity. In most circumstances, dual antennas will provide improved signal strength thus
better performance.

5. Secondary Wi-Fi (WLAN) antenna connector (Wi-Fi models only): A TNC male connector
that connects the router’s secondary Wi-Fi antenna.

6. 9-36VDC socket: An M12 socket that connects the router to an alternative 9-36VDC power
supply (not supplied) using the supplied fused power cable. This cable also contains two
programmable GPIO signal lines.

7. Serial port: This M12 port provides an asynchronous RS232 serial port for connecting the
router to a compatible serial device. This is a DCE serial port and allows CLI access to the
device by default; the baud rate is 115200.

8. LAN ports: These M12 ports connect the router to a 10/100 base-T LAN. These ports are auto-
sensing for speed and wiring (straight-through or cross-over).

Enclosure features

(1)

1. Rugged Enclosure
2. Mounting Tabs
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TransPort WR44 RR hardware specifications

For TransPort WR44 hardware specifications, see Digi TransPort WR44 RR specifications
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TransPort WR44 RR accessories

Avariety of accessories are available for TransPort products. For the current list of accessories and
their Digi part numbers, go to the TransPort WR44 RR Part Numbers and Accessories page.
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TransPort WR44 RR Ethernet cable connectors and pinouts

Pin locations

4-pin connector pin locations

SN — PIN |

PIN 3 —FPIN 4

8-pin connector pin locations

N — \piy 5

Power connector

The power connector is an M12-4 pin, A Coded connector. Pinout is as follows:

Pin Signal
1 Power +ve
2 GPIO 0
3 Power -ve
3 GPIO 1
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Serial connector
The serial connector is an M12-5 pin, A Coded connector. Pinout is as follows:

Pin DB-9 (DCE)

1 2 (RXD)

2 3 (TXD)

3 8 (CTS)

4 7 (RTS)

5 5 (GTM)
Ethernet connectors

Ethernet connector M12-4 pin, D coded

[T e s

Twisted pair
3 2 TX-
2 3 RX+ Twisted pair
4 6 RX-

Ethernet connector M12-4 pin, D coded

m = e s ]

Twisted pair
3 RX+

TX+ Twisted pair

co 0 o »
[

2 TX-

=

N/C
N/C
N/C

~N W N

N/C
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Regulatory and safety statements

RF exposure statement

In order to comply with RF exposure limits established in the ANSI C95.1 standards, the distance
between the antenna or antennas and the user should not be less than 20 cm.

FCC Part 15 Class B

Radio Frequency Interference (RFI) (FCC 15.105)

This device has been tested and found to comply with the limits for Class B digital devices pursuant to
Part 15 Subpart B, of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference in a residential environment. This equipment generates, uses, and can
radiate radio frequency energy, and if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try and correct the interference by one or more of the following
measures:

Reorient or relocate the receiving antenna. Increase the separation between the equipment and
receiver. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected. Consult the dealer or an experienced radio/TV technician for help.

Labeling Requirements (FCC 15.19)

This device complies with Part 15 of FCC rules. Operation is subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

If the FCC ID is not visible when installed inside another device, then the outside of the device into
which the module is installed must also display a label referring to the enclosed module FCC ID.

Modifications (FCC 15.21)

Changes or modifications to this equipment not expressly approved by Digi may void the user’s
authority to operate this equipment.

TransPort WR44 RR Declaration of Conformity

Digi has issued Declarations of Conformity for the Digi TransPort WR44 RR concerning emissions, EMC,
and safety. For more information, see Digi's government agency certifications page.

Important note

Digi customers assume full responsibility for learning and meeting the required guidelines for each
country in their distribution market. Refer to the radio regulatory agency in the desired countries of
operation for more information.

CE mark (Europe)
The Digi TransPort WR44 RR is certified for use in several European countries. For information, visit
Digi's government agency certifications page.

If the Digi TransPort WR44 RR is incorporated into a product, the manufacturer must ensure
compliance of the final product with articles 3.1a and 3.1b of the RE Directive (Radio Equipment
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Directive). A Declaration of Conformity must be issued for each of these standards and kept on file as
described in the RE Directive (Radio Equipment Directive).

Furthermore, the manufacturer must maintain a copy of the Digi TransPort WR44 RR user manual
documentation and ensure the final product does not exceed the specified power ratings, antenna
specifications, and/or installation requirements as specified in the user manual. If any of these
specifications are exceeded in the final product, a submission must be made to a notified body for
compliance testing to all required standards.

OEM labeling requirements
The “CE” marking must be affixed to a visible location on the OEM product.

CE labeling requirements

R 20
15

‘amim {mén 10
1 &

i T 0

0 5 10 ] 20 25 an a5

The CE mark shall consist of the initials “CE” taking the following form:

m |f the CE marking is reduced or enlarged, the proportions given in the above graduated
drawing must be respected.

m The CE marking must have a height of at least 5 mm except where this is not possible on
account of the nature of the apparatus.

m The CE marking must be affixed visibly, legibly, and indelibly.

Maximum power and frequency bands

Max power Frequencies

2W Cellular 850 and 900 MHz bands
1w Cellular 1800 and 1900 MHz bands
200 mw 13 overlapping channels each 22 or 40 MHz wide and spaced at 5

MHz. Centered at 2.412 t0 2.472 MHz

251.19 mW 165 overlapping channels, each 22 or 40 or 80 MHz wide and spaced
at 5 MHz. Centered at 5180 to 5825 MHz.

Digi TransPort® Routers User Guide 101



Hardware features TransPort WR44 RR hardware features

Innovation, Science, and Economic Development Canada (IC) certifications

This digital apparatus does not exceed the Class B limits for radio noise emissions from digital
apparatus set out in the Radio Interference Regulations of the Canadian Department of
Communications.

Le present appareil numerique n’emet pas de bruits radioelectriques depassant les limites applicables
aux appareils numeriques de la class B prescrites dans le Reglement sur le brouillage radioelectrique
edicte par le ministere des Communications du Canada.

Safety notices

1.

Please read allinstructions before installing and powering the router. You should keep these
instructions in a safe place for future reference.

If the power supply shows signs of damage or malfunction, stop using it immediately, turn off
the power and disconnect the power supply before contacting your supplier for a repair or
replacement.

Changes or modifications not expressly approved by the party responsible for compliance could
void the user’s authority to operate the equipment. Use only the accessories, attachments,
and power supplies provided by the manufacturer-connecting non-approved antennas or
power supplies may damage the router, cause interference or create an electric shock hazard,
and will void the warranty.

Do not attempt to repair the product. The router contains no electronic components that can
be serviced or replaced by the user. Any attempt to service or repair the router by the user will
void the product warranty.

The TransPort WR44 RR is designed for indoor use. Use it in an environment suitable for
computers and other electronic equipment.

Ports that are capable of connecting to other apparatus are defined as SELV ports. To ensure
conformity with IEC60950 ensure that these ports are only connected to ports of the same
type on other apparatus.

Special notes on safety for wireless routers

Digi International products are designed to the highest standards of safety and
international standards compliance for the markets in which they are sold. However,
cellular-based products contain radio devices which require specific consideration.
Please take the time to read and understand the following guidance. Digi International
assumes no liability for an end user’s failure to comply with these precautions.
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Wireless routers incorporate a wireless radio module. Users should ensure that the
antenna(s) is (are) positioned at least 1 meter away from themselves and other persons
in normal operation.

When in a hospital or other health care facility, observe the restrictions on the use of
mobile phones. Do not use the router in areas where guidelines posted in sensitive
areas instruct users to switch off mobile phones. Medical equipment may be sensitive to
RF energy.

The operation of cardiac pacemakers, other implanted medical equipment and hearing
aids can be affected by interference from cellular terminals such as the wireless routers
when places close to the device. If in doubt about potential danger, contact the
physician or the manufacturer of the device to verify that the equipment is properly
shielded. Pacemaker patients are advised to keep the wireless router away from the
pacemaker while it is on.

Wireless routers must NOT be operated on aircraft. The operation of wireless
appliances in an aircraft is forbidden to prevent interference with communications
systems. Failure to observe these instructions may lead to the suspension or denial of
cellular services to the offender, legal action, or both.

As with any electrical equipment, do not operate the router in the presence of
flammable gases, fumes or potentially explosive atmospheres. Do not use radio devices
anywhere that blasting operations occur.

Wireless routers receive and transmit radio frequency energy when power is on.
Interference can occur when using the router close to TV sets, radios, computers or
inadequately shielded equipment. Follow any special regulations and always power off
your router wherever forbidden or when it may cause interference or danger.

SOS IMPORTANT! Wireless routers operate using radio signals and cellular networks
cannot be guaranteed to connect in all possible conditions. Therefore, never rely solely
upon any wireless device for life critical communications.

WARNING! For environments where the temperature is 55° C or above, this
device must be installed in a restricted access area.

Product Disposal Instructions

)54

The WEEE (Waste Electrical and Electronic Equipment: 2002/96/EC) directive has been
introduced to ensure that electrical/ electronic products are recycled using the best
available recovery techniques to minimize the impact on the environment.

This product contains high quality materials and components which can be recycled. At
the end of its life this product MUST NOT be mixed with other commercial waste for
disposal. Check with the terms and conditions of your supplier for disposal information.
Digi International Ltd WEEE Registration number: WEE/HF1515VU
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Purchase additional serial cables

For TransPort models that include serial ports with RJ45 connectors, Digi offers the following serial
cables for connectivity:

76000855 RJ45 to DB9 Female 6’
76000856 RJ45 to DB25 Male 6’
76000857 RJ45 to DB25 Female 6’
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Signal strength indicators

On routers equipped with W-WAN modules, there are three LEDs on the front panel that indicate signal
strength.

Digi TransPort® Routers User Guide 105



Hardware features Antenna specifications for Wi-Fi 2.4 GHz modules

Antenna specifications for Wi-Fi 2.4 GHz modules

The Wi-Fi 2.4 GHz modules for this product obtained its complete certification by using the antenna
described here. End users in North America should use an antenna that matches these specifications
to maintain the module’s certification. You can use antennas of the same type but operating with a

lower gain.

Frequency Range 2.4t02.5GHz

Impedance 50 Ohm

VSWR 1.92 max

Return Loss -10 dB max

Gain 1.8 dBi

Polarization Linear

Radiation Pattern Near omnidirectional in the horizontal plane
Admitted Power 1w

Electrical 1/2 A Dipole
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The first time you power on a TransPort device, the Getting Started Wizard steps you through the
process of initial configuration. After the wizard completes, the next time you access the device, a
login prompt appears. See Log in to the device for login instructions.

After you log in, the TransPort Dashboard appears. The Dashboard provides a snapshot of current
activity for the device.

In this help system, task topics show how to perform tasks:

Web

Shows how to perform a task using the web interface.

Command line

Shows how to perform a task using the command line interface.

Log intothe deViCe ... ... oo e
Log out and returntothe login page ... .. .c..ooiiii it
Execute a command from the webinterface ... . ... . ...
Signal strength indicators on the Mobile status page
Use the web interface wizards
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Log in to the device

By default, Digi Transport routers have a static IP address of 192.168.1.1 with DHCP server enabled.
To access the router using a web browser:

1. If the Digi TransPort router is not already connected to a LAN, connect an Ethernet cable
between the LAN port on the Digi Transport and your PC.

All TransPort WR models are auto-sensing for 10/100 operation. Most models are also
auto MDI/MDX, such as will automatically work with either a straight-through or cross-over
cable.

2. Openaweb browser. Enter the router’s Ethernet IP address (192.168.1.1) into your web
browser after configuring your PC to have an address on the same subnet. A login page
appears.

3. Enter the default username and password.
= User name: admin

m Password: The default password is printed on the device label.

If a device with the default password printed on the label is downgraded to a
firmware release prior to release 8.x, the default password will be default.

m [f the password is not on the label, then the default user name is username, and the
default password is password.

m [f neither user name/password combination works, the password may have been
updated. Contact your system administrator.

You should change the default username and password for all users. See Configure user
security settings.

4. Click the Log In button and enter the default password, password and click Log In button. The
password appears as a series of dots for security purposes.

TRANSPORT WR44V2 (SN: 308301) CONFIGURATION AND MANAGEMENT

[Login |

Usemame: joeuser

Password. sessssed

LOG IN

After entering the username and password, the Home page is displayed. This page is
the main operations page for the router. The main menu is on the left side of the Home
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Log in to the device

page. Clicking menu items displays the settings or operations for that item.

[ User | uiername

Hamve
Wizards
Configuration
Netwark
Alarms
System
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Security
Telemetry
Applications
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Pythen
Hanagement
Hetwork Status
Connections.
Telemetry
Event Log
Analyser
Top Talkers
Admiinistration
System Information
File Manasgenent

X509 Certific ate Managenient

Backup, Restores
Update Firmware
Factory Delsult Settings
Exegiute & command
Sawe conliguration
Reboot
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Log out and return to the login page

Web

To log out the current user and return to the web interface login page, select Logout.
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Execute a command from the web interface

Web

1. Toenter TransPort CLI commands from the web interface, go to Administration > Execute a

Command.
A majority of the commands mentioned in this User Guide can be entered using this feature.

2. Enter the command name and click Execute.
The command output displays, for example:

Administration - Execute a command

Command: (uptime

Execute

Command: uptime
Command result

Uptime 3 Hrs 34 Mins 45 Seconds
oK
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Signal strength indicators on the Mobile status page

On routers equipped with W-WAN modules, there are three LEDs on the front panel that indicate the
strength of the signal, as shown in the following table.

Web
To display signal strength, go to Management > Network Status > Mobile:

Management - Network Status > Interfaces > Mobile

» Interfaces
p Ethernet
» Wi-Fi
w Mobile

The following information and statistics can be used to manage and monitor your mobile connection.
This information may also be helpful in troubleshooting problems with the mobile network.

Mobile Connection

Registration Status: 1 (registered) tac:BE43 ci:02E90520
Signal Strength: Fair {-106 dBm)
Signal Quality: Excellent (-7 dB)
Connection type: NDIS

The signal strength is shown in negative dB. Therefore, the stronger the signal, the smaller the
number. As a guide, -51 dBm is a very strong signal, normally only obtained very close to a cell site.
-115 dBm represents no signal. If your router reports -115dBm, reorient the antenna or add an
external antenna.

The following values are specific to LTE. At 2G/3G technology, any strength lower than -100 dBm
becomes unusable.

LEDs lit Signal Strength

None No Signal: under -113 dBm

1 Weak signal: -112 dBm to -87 dBm

2 Good signal: -86 dBm to -71 dBm

3 Excellent signal: -70 dBm to -51 dBm
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Use the web interface wizards

Web

The Wizards page contains wizards that simplify common configuration tasks. These wizards set the
minimum number of parameters to complete the required configuration task. Because these wizards

configure a generic group of settings, using them to configure features may not be suitable for specific
configuration scenarios.

Wizards

Select the wizard you wish to run

) Quick Start Wizard

O serial interface wizard

) Create an aggressive mode LAN to LAN IPsec tunnel
) Surelink wizard

) GOBI module carrier wizard

) Dual SIM wizard
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Use the Quick Start wizard

From the Wizards page, select Quick Start wizard to display and configure the options required for
basic configuration of the Eth 0, WLAN, and WWAN interfaces. From this wizard page, you can
configure Ethernet LAN interface.

Select Obtain an IP address automatically if your network supports this capability. Otherwise,
assign the IP settings appropriate for your network.

) Obtain an IP address automatically

® Use the followi ng IP address:

IP Address: [10.9.111.87 |

Subnet mask: |255.255.0.0 |

Default gateway: [10.9.1.1 |

Obtain a DNS server address automatically

® Use the followi ng DNS server addresses:
Preferred DNS Server: |1IZI.10.8.62 |

Alternate DNS Server: |1IZI.10.8.64 |

Next Cancel
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Use the Serial Interface wizard

Web

Use the Serial interface wizard to select a serial port and profile for your application.

Serial interface wizard

This wizard allows you to select a serial port and profile for your application.

Serial Port Configuration

Port Description Profile Serial Configuration
Port O None 115200 8N1

Port 1 None 115200 8N1

Port 2 modemcc(info) 0 115200 8N1

Port 3 None 115200 8N1

Port 4 modemcc 0 115200 8N1

Port 5 None 115200 8N1

Port 6 None Auto 8M1

Port 7 None Auto BMN1

Port 8 None Auto BM1

Edit Port profile for

Next | Cancel |
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Use the Create an aggressive mode LAN to LAN IPsec tunnel wizard

Use the Create an aggressive mode LAN to LAN IPsec tunnel wizard to configure an aggressive
mode LAN to LAN IPsec tunnel to a remote host. The tunnel is configured as an initiator, which means
the IPsec tunnelis responsible for starting the VPN connection.

Create an aggressive mode LAN to LAN IPsec tunnel

Provide a descriptive name for the tunnel.

Tunnel description: |

Enter the WAN IP address of the other VPN router or concentrator.

Destination address: |

Digi TransPort® Routers User Guide 116



Using the web interface Use the web interface wizards

Use the SureLink wizard

Use the SureLink wizard to configure the Digi TransPort router to stay connected to the W-WAN
(Wireless Wide Area Network) under adverse conditions. The Digi TransPort router has several
features designed to recover from network issues and other problems.

Automatic power cycling of the internal Wireless WAN radio occurs if the PPP link to the network
cannot be established. If a problem occurs when the PPP link is already established, some mechanism
must be employed to detect the dead link and deactivate it. There are two types of dead link
detection techniques: passive and active. Before selecting your preferred technique, read the
following explanation carefully, because it is important that you make the correct selection for your
circumstances.

SureLink wizard

Please choose your preferred technigue then click next.
® passive

L) Active

Back | Next Cancel

Passive link detection techniques

Passive techniques work by monitoring data that is regularly sent over the W-WAN. Because it is
necessary for data to be sent over the W-WAN for a problem to be detected, these techniques are only
suitable when the equipment on the router's Local Area Network (LAN) regularly sends data over the
W-WAN. The main advantage of passive techniques are:

= No additional data charges (if your mobile operator charges you for data).

m Ina hub and spoke deployment, no additional load will be placed on equipment at the hub.
The main disadvantages are:

m |f the equipment on the LAN does not regularly send data over the W-WAN and a problem with
the connection occurs, it is not possible to connect to the router or the router's LAN remotely
until the equipment on the LAN sends data.

m Because the Digi TransPort router requires a certain amount of time to detect and recover
from a network problem, if a problem does occur, the equipment on the LAN is subject to
delays when it first attempts to send data.

Active link detection techniques
Active techniques work by sending test data to the link. For example, a ping, UDP packet or IPsec
keep-alive (Dead Peer Detection) packet may be sent. The main advantage of active techniques are:
m Problems are detected promptly, and the availability of remote access to the router or its LAN
is maximized.
m Problems can be repaired before equipment on the router's LAN needs to use the W-WAN,
resulting in no delays when sending data.

The main disadvantages are:
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= Some mobile operators charge for the data sent to test the link.

m In a hub-and-spoke deployment, additional load will be placed on equipment at the hub end by
the test data.
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Use the GOBI Module Carrier wizard

For routers with a GOBI module installed, use the GOBI Module Carrier wizard to configure the
router for a specified WWAN carrier. Use this wizard to select the GOBI module firmware for your
WWAN connection. Changes to the router configuration will be made based on the firmware selection.
By default, the router is configured to load firmware ID 0 (Generic UMTS).

Please choose the carrier applicable to this unit
O Generic UMTS

O verizon CDMA

O Sprint CDMA

O IUSACELL CDMA

) AT&T/Cingular UMTS
O T-Mobile USA UMTS
) Docomo UMTS

O orange UMTS

O vodafone UMTS

O Telefonica UMTS

© Telcom Italia UMTS
' OMH CDMA/RUIM

Cancel

) China Telecom
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Use the Dual SIM wizard

Web

Use the Dual SIM wizard to configure your router for dual SIM failover. It will determine the most
appropriate configuration for your circumstances by explaining the options and then asking questions.
Use this wizard to configure the router to detect a link failure and automatically switch to the second
installed SIM. This wizard only helps to configure the most common methods of link error detection.

This wizard is run from a factory default configuration or close to a factory default configuration. If
changes have been made to the W-WAN configuration other than username, password and APN,
running this wizard could cause unanticipated behavior.

SIM weighting
There are two common dual SIM configurations:
= Equal weighting: Use this option when no SIM has preference over the other. In the event of a
problem, the router will fail over from one SIM to the other. Once it has failed over, it will

remain on the alternate SIM until another problem is detected, when it will fail back to the
original SIM. This method keeps down time to a minimum.

= SIM 1 has priority over SIM 2 or SIM 2 has priority over SIM 1: Use this option when one SIM
has a higher priority than the other. After boot-up, the router uses the primary SIM if possible,
and in the event that a problem occurs, the router will fail over to the secondary SIM. The
router uses the secondary SIM for a configurable time, or until a problem is detected. When the
configured time has elapsed or a problem is detected, the router will attempt to fail back to
the primary SIM.

These options are useful if one SIM is preferred over another, for example, if the data charges
are cheaper on the primary SIM. Note that the internal radio module must be power cycled
during SIM switchover. Therefore, reverting to the primary SIM after the router uses the
secondary SIM for the configured length of time will result in an outage. If the router still
cannot use the primary SIM, there will be a further delay while the router reverts back to the

secondary SIM.

Please make the appropriate selection:

® Equal weighting
SIM 1 has priority over SIM 2
SIM 2 has priority over SIM 1
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About the Digi TransPort command line interface ....... . ... . ... .. ... ...
Supported command By PesS ..
Required software for using the command line ____ . ..
Connect to the TransPort router froma PC ..
Log in to the command line interface ... ... .. i
Exit the command line interface ...
Commands and the active Port ..
When commands take effect .. ..
View current configuration changes ... ... . L
SaVE ChaNg S .
Configure network settings ... ..
Establish a remote connection ... ..
Application COMmMaNds ... . .
AT COMMaANGS ..
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About the Digi TransPort command line interface

Using a Web browser to modify values in the configuration pages is the simplest way to configure the
router. This process is described in the next chapter. However, if you do not have access to a Web
browser, the router can be configured using text commands. You can enter these commands directly
through one of the serial ports or via a Telnet session. Remote configuration is also possible using

Telnet or X.25.

Low level permission users are designed to work in the web interface only. Command line use is
not supported for these users.
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Supported command types
There are several types of text commands:
= Application commands, also known as text commands: Application commands are specific
to Digi International products and control most features of the router when the Web interface

is not being used. For more information about application commands, see Application
commands.

= AT commands and S registers: Digi TransPort supports AT commands and Special registers (S
registers) to maintain compatibility with modems, when using the router as a modem
replacement. For more information about the AT commands, see AT commands.

= X.3 commands: These are standard X.3 commands for X.25 PAD mode only. See Configure X.25
parameters.

= TPAD commands: These are for TPAD mode only. See Configure TPAD parameters.
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Required software for using the command line

Using the command line requires the following:

m A PC connected to the Digi TransPort router.

m Terminal emulation/communications software, such as HyperTerminal ™ (supplied with
Windows) or TeraTerm™.
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Connect to the TransPort router from a PC

If you configured the router by using the Getting Started Wizard at setup time, following instructions
in the Quick Start Guide for your product, your router is already configured.

Command line

1. Verify that the router is connected to a PC.

2. Verify that terminal emulation software, such as TeraTerm or HyperTerminal, is installed on
the PC.

3. Configure your terminal emulation software:

COM Port: select the appropriate port, typically COM1
Baud Rate: 115200

Data Bits: 8

Stop Bits: 1

Parity: No

Parity: No Parity

Flow Control: None

4. Verify that the connection is active by typing at (in upper or lower case) and pressing ENTER. If
the device is functioning properly, it will return the response OK. To learn more about the AT
commands, see AT commands.

5. Verify that the COM port is configured correctly by typing ati5 and pressing ENTER.
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Log in to the command line interface

Command line
When the login prompt displays on the command line, enter the default user name and password:

m User name: admin

m Password: The default password is printed on the device label.

If a device with the default password printed on the label is downgraded to a firmware
release prior to release 8.x, the default password will be default.

m If the password is not on the label, then the default user name is username, and the default
password is password.

m |f neither user name/password combination works, the password may have been updated.
Contact your system administrator.

You should change the default username and password for all users. See Configure user security
settings.
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Exit the command line interface

Command line
To exit the command line interface, type exit and press ENTER.
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Commands and the active port

In most cases, when entering AT or text commands, the command only affects the settings for the
active port. This is usually the port to which you are physically connected, but you may, if necessary,
set the active port to another port of your choice using the AT\PORT=N command, where N is a port

number from 0-3.
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When commands take effect

All entered commands take effect immediately.
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View current configuration changes

Command line
To view the current configuration settings, type the following command:

config c show
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Save changes

Command line
To save changes made to the router, type the following command:

config 0 save
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Configure network settings

To configure the router with an IP address as part of an existing network, use the following
commands.

Command line

The DHCP server will still operate unless it is disabled.

1. Set the IP address of Eth 0:
eth 0 dpaddr XXX.XXX.XXX.XXX
2. Set the subnet mask for Eth 0:

eth 0 mask XXX.XXX.XXX.XXX
For example, to assign the IP address 192.168.10.254/24, enter:

eth 0 ipaddr 192.168.10.254
eth 0 mask 255.255.255.0

When the subnet mask is set to 255.255.255.0, this value does not display in the output
of the config ¢ show command because 255.255.255.0 is a default value.

3. Todisable the DHCP server, use the ipmin ! option with the dhep command. This command
removes the minimum IP address for DHCP, which in turn disables the DHCP server. The
exclamation point (!) character removes a value or sets it back to its default.

dhcp 0 dipmin !

4. To configure the DHCP server for a different subnet, use the ipmin option with the dhcp
command by setting the minimum IP address to the start of the DHCP pool on the new subnet:

dhcp 0 Gpmin XXX.XXX.XXX . XXX
5. Set the number of IP addresses in the DHCP pool:
dhcp 0 iprange <value>

where <value> is a number between 1-255, representing the number of addresses that the
DHCP server should serve within the DHCP pool.

6. Setthe IP gateway address that the DHCP clients should use. Normally, this address is the
router’s LAN IP address.

dhcp 0 gateway XXX.XXX.XXX.XXX
7. Set the subnet mask DHCP clients should use:

dhcp 0 mask XXX.XXX.XXX.XXX
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8. Set the DNS server DHCP clients should use:

dhcp 0 dns
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Establish a remote connection

Once you have configured the router, there are several ways to establish a link to a remote system:

m Use the ATD command to make an outgoing V.120 call. See atd: Dial a call.

m [Initiate a DUN session to establish a dial-up PPP connection.

m  Make an outgoing X.25 call using the ATD command followed by the X.28 CALL command.

m Make an outgoing TPAD (Transaction PAD) call using the TPAD a (address) command followed
by the appropriate NUA. This is normally only carried out under software control.

Similarly, incoming calls are handled according to the protocols bound to the ASY ports, and whether
answering is enabled for each protocol.

Digi TransPort® Routers User Guide 134



Using the command-line interface Application commands

Application commands

The Digi TransPort router also supports numerous text-based application commands that are specific
to Digi International products, and do not require the AT prefix. Some of these are generic, such as
they are related to the general operation of the router; others are application- or protocol-specific.

Application commands are case-insensitive

Digi application commands (referred to as text commands or CLI commands throughout the
remainder of this guide), can be entered in upper or lower case.

One command per line

Unlike AT commands, only one command may be entered on a line. After each successful command,
the OK result code will be issued. An invalid command will cause the ERRORresult code to be issued.

Application command syntax

The general syntax for an application commands is:

<entity> <instance> <param_name> <value>

where:

<entity> is the name of the router feature being configured.

<instance> is the instance number for the entity that you are configuring.
<param_name> is the name of the parameter that you wish to configure.
<value> is the new value for the specified parameter.

For example, to set the window size to 5 for X.25 PAD instance 1, type:

pad 1 window 5

If there is only once instance of particular entity, type 0 for the instance number.

Use wildcards in commands

Command line

When viewing and not setting parameters, you can use wildcards in the field <param_name>. For
example, to view all PPP 1 parameters that start with r, enter:

ppp 1 rx ?

The output is:

ppp 1 r* ?

r_mru: 1500
r_acfc: OFF

r_pfc: OFF

r_pap: ON

r_chap: ON

r_accm: Oxffffffff
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r_comp: OFF
r_addr: OFF
r_callb: ©
rxtimeout: 23
rdoosdly: 0
restdel: 2000
rebootfails: 0
rip: 0

ripip:
ripauth: 1
ripis: OFF
r_md5: 1
r_msl: 1
r_ms2: 1
rbcast: OFF
OK

Use special usernames in commands

You can use several special usernames for local and remote authentication:

semame ——oerpion

%S Uses the serial number of the router as the username.
%i Uses the IMEI of the cellular module as the username.
%cC Uses the ICCID of the SIM as the username.

If a % symbol is part of the username, you must enter another % symbol as an escape character. For
example, enter user%]1 as user%%]1.
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Using the command-line parameter tables in this guide

Command line

Many sections in this guide include tables showing the command-line interface parameters that relate
to the web-based settings. With a few exceptions, these parameters nearly always take the following
format:

<entity> <instance> <param_name> <value>
Where:

<entity>
The name of the router feature being configured.
eth, ppp, modemcc, wifi, ike, eroute, etc.

<instance>

The instance of the feature, such as 0,1, 2, 3, etc... Some entities only use 0. Others have multiple
instances.

<parameter>
The parameter name, such as, ipaddr, mask, gateway, etc.

<value>
The value to set, such as, off, on, 192.168.1.1, username, free_text, etc.
For example, the following table is displayed for Ethernet parameters:

Command | Instance | Parameter Values Equivalent web parameters
eth n descr Free text field Description
eth n ipaddr Valid IP address | IP Address
eth n mask Valid Subnet Mask
Mask
eth n gateway IP address Gateway
eth n dnsserver IP address DNS Server
eth n secdns IP address Secondary DNS Server
eth n dhcpcli Off / On On=Get an IP address automatically
using DHCP

Off=Use the following IP address

To use this table, read the row from left to right and replace values as appropriate. The first four
columns only are needed for entering commands; the rightmost column shows the equivalent setting
in the web interface.

If the Instance is n in the table, it is because there are multiple instances available. Use the instance
number you need for your requirements. If the Instance is set to a specific number, such as 0, use the
number specified in the table.

For example, to set a Description of Local LAN on Ethernet 0, enter:
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eth 0 descr “Local LAN”

Because of the space between Local and LAN, the wording is enclosed in double quotes.
To set an IP address on 192.168.1.1 on Ethernet 0:

eth 0 ipaddr 192.168.1.1

Toset an IP address of 172.16.0.1 on Ethernet 1:
eth 1 ipaddr 172.16.0.1

To enable the DHCP client on Ethernet 2:

eth 2 dhcpcli on
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Activate and deactivate interfaces

To manually activate (or raise) an interface, type the following command as an activation request:
<entity> <instance> act_rq

To manually deactivate (or lower) an interface, type the following command as an activation request:
<entity> <instance> deact_rq

Where <entity> can be:

m PPP for PPP interfaces
m TUN for GRE TUN interfaces
= OVPN for OpenVPN interfaces

And <instance> is the interface number, such as 0, 1, 2 etc.
For example, to activate PPP 1:

ppp 1 act_rq

To deactivate PPP 1:

ppp 1 deact_rq
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ana command: Clear the Analyser Trace

To clear the Analyser trace, type:

ana 0 anaclr
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config command: show/save configuration

The config command shows the current or stored configuration settings, saves the current
configuration, and specifies which configuration to use when powering up or rebooting the router. The
format of the config command is:

config <0|1|c> <save|saveall|show|showall|powerup>

You can store two separate configurations, numbered 0 and 1. The first parameter of the config
command specifies to which configuration the command applies. The letter ¢ indicates the current
configuration settings, such as those currently in use.

The second parameter is one of the following keywords:
m save saves the current settings as the specified configuration (either 0 or 1). This is the same
functionality as the Save button described at Save the current configuration.

m saveall saves the configuration as well as default settings to a file config.alx, where x is the
config number. This is the same functionality as the Save All button described at Save All: Save
the entire configuration.

= show displays the specified configuration (either 0, 1 or c for the current configuration).
= showall shows the config file config.alx, or the current config including all default values.

m powerup sets the specified configuration (either 0 or 1) to use at power-up or reboot.

For example, to display the current configuration, type:
config c show
The output is similar to the following:

config c show

eth 0 descr "LAN 0"

eth © IPaddr "192.168.1.1"
eth 0 mask '"255.255.255.0"
eth © bridge ON

eth 1 descr "LAN 1"

eth 2 descr "LAN 2"

eth 3 descr "LAN 3"

eth 4 descr "ATM PVC 0"

The configuration files only contain details of those settings that are different from the router’s
default settings. If you configure a setting that is the same as the default setting, it does not appear in
a stored configuration.

To save the current settings to configuration file 1, type:
config 1 save
To use configuration file 1 when the powering up or rebooting the router, type:

config 1 powerup
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config changes command: show number of changes counter

The config changes command shows the number of changes to the current configuration since the
router has powered up and the initial configuration file run. It also shows the time when the
configuration file was last saved.
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clear command: Clear the event log

To clear the event log, type:

clear_ev
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gpio command: General Purpose Input Output (GPIO)

GPIO commands are necessary to configure a WR44, which has one Digital Input/Output port and one
Digital Input port. The gpio command configures an I/O port either as an input port or an output port.

For example:
gpio inout input Configures the I/0 port as an input.
gpio inout output Configures the 1/0O port as an output.
gpio inout on Sets the 1/0 port to on when configured as an output.
gpio inout off Sets the 1/0 port to off when configured as an output.

The syntax of the command is as follows:

gpio [inout ON|OFF|input|output]

Display current status of ports

With no parameters, the gpio command displays the current status of the ports. For example:

gpio
Input(s):

in : OFF
Output(s):

inout : OFF
OK

Set the 1/0 port as an output
To set the 1/0 port to be an output:

gpio inout output

Input(s):

in : OFF
Output(s):

inout : OFF
OK

Set the 1/0 port to ON when configured as an output
To set the 1/0 port to ON when it is configured as an output:

gpio inout on

Input(s):
in : OFF
Output(s):
inout : ON
OK

The Input and Input/Output connections (pins 2 and 3) are programmed via the command line using
the gpio command. The default setting for pins 2 and 3 is OFF, as seen in the above example.
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Use only one of the power connectors. Never apply power to both the MAIN and AUX connectors
at the same time.

P oecipion

Pinl1 | GROUND
Pin 2 INPUT
Pin3 | Input/ Output

Pin4 | Power

The following image shows the pins and the corresponding numbers:

Ao
3 --DG—" 4

For more information on wiring and other details, see the 4-pin DC Power Cord User Guide, Digi part
number 90001246.
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ping command: Troubleshoot connectivity problems

Use the ping command to help troubleshoot connectivity problems. The syntax of the ping command
is:

ping <ip address|FQDN> [n]

Where n (if specified) is the number of ICMP echo requests to send. If not specified, only 1 echo
request is sent.
To stop pings when n has been set to a high value, use ping stop.

Digi TransPort® Routers User Guide 146



Using the command-line interface

gdl command: Select cellular image to load

Application commands

The qdl command selects which image to load onto a GOBI3000 cellular module. The syntax of the

command is:

qdl 0 fw <n>

where n can be 0-14. The meaning of each value is below. The default value is 0.

0

O o N ool hs~A W N

[
A W N = O
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Generic UMTS
Verizon
Sprint PCS
IUSACELL
Bell Mobility
Alltel
Cingular Blue
Cingular Orange
T-Mobile
Docomo
Orange
Vodafone
Telefonica
Telital

OMH
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reboot command: reboot router

The reboot command reboots the router after altering the configuration. The reboot command
executes a complete hardware reset, loading and running the main image from cold. It has three
modes of operation:

m reboot: Reboots the router after any FLASH write operations have been completed. The
following operations allow 1 second to be completed before a reboot occurs:
o IPSec SA delete notifications are created and sent
o TCP sockets are closed
o PPPinterfaces are disconnected
m reboot <n>: A time reboot; reboots the router in <n> minutes where nis 1 to 65535.

= reboot cancel: Cancels a timed reboot if entered before the time period has passed.
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tcpperm command: establish a permanent serial to IP connection

The tcpperm command is available only as an application command, and has no equivalent web page.
The tcpperm command establishes a permanent “serial to IP” connection between one of the ASY
ports and a remote IP host. After tcpperm executes, the router automatically opens a socket
connection to the remote peer whenever data is received from a terminal attached to the specified
ASY port. When the socket is first opened and the connection is established, the router issues a
CONNECT message to the terminal and subsequently relays data between the socket and the ASY
port. You can modify the format of the CONNECT message using the standard AT commands (such as
ATV, ATE, etc.) or using the web interface page Configuration > Network > Interfaces > Serial >
Serial Port n.

Preconfigure the serial port to use the appropriate word format, speed, and flow control.

While the serial-to-IP connection is established, if the attached serial device drops the DTR signal, the
socket connection is terminated, much as with a standard modem or terminal adapter. You can
modify this behavior using the AT&D command or the serial port settings.

The format of the command is:

TCPPERM <[ASY 0-1]> <Dest Host> <Dest Port> [UDP] [nodeact] [-
1<1listening port>] [-i<inact_timeout>] [-f<fwd_time>] [-e<eth_ip>][-d
(deact link)] [-k<keepalive_time>] [-s<src_port>] [-ok] [-t<telnet_
mode>] [-ho(host only)] [-ssl] [-ao(always open)] [-m<mhome idx>]

The tcpperm parameters are as follows:

ASY

Dest Host

Dest Port

UDP

-ao

-e Use the address of Ethernet port n for the socket connection rather than the
default of the address of the interface over which the socket is opened (that is, ppp
1, ppp 2, etc)

-d Deactivate link. If non-zero, when the socket is closed and there are no other
sockets using the interface then the interface connection is dropped (switched
connections only).

-f The forwarding time (x10ms) for packetizing data from the serial port.

-ho Host. Indicates that the socket should only accept connections from the specified
host.

-i The inactivity timeout (s) after which the socket will be closed.

-k Keep alive packet timer (s).
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-l Listening port. Allows the user to set a new TCP port number to listen on rather
than the default value of 4000+ASY port #.

-m Multihome additional consecutive addresses index

-ok Open socket in quiet mode, so that there is no OK response to the TCPPERM
command.

-s Source port number

-ssl Use SSL mode

-t Use Telnet mode. Opens socket in the corresponding Telnet mode (port 23 default),

0=raw, 1=Telnet Mode, 2=Telnet Mode with null stuffing. If this is not specified, the
router uses the mode specified for the associated ASY port in general setup. The -t
option sets use of the ok option always.

Use the tepperm command to execute automatically on power-up by using the emd n autocmd
‘emd’ macro command. For example:

cmd O autocmd ’tcpperm asy 0 192.168.0.1 -f3 -s3000 -kl10 -el’

Considerations for use with VPN or GRE tunnels

When the socket being used by TCPPERM is opened, the default behavior is to use the address of the
interface over which the socket is carried (ETHn or PPPn) as the source address of the socket. If the
socket data is to be tunneled, you may need to use -en modifier so the source address of the socket
matches the local subnet address specified in the appropriate eroute. You can also set this behavior in
the web interface on the Configuration > Network > Advanced Network Settings page by setting
the parameter Default source IP address interface: Ethernet n.
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tcpdial command: Establish a manually initiated serial to IP
connection

tcpdial operates in an identical manner to tcpperm, except that establishment of the socket
connection is not automatic and must be initiated by the tcpdial command. The simplest method of
achieving this is to map a command using the Configuration > Network > Interfaces > Serial >
Command Mappings, such as, Command to Map ATDT0800456789 maps to tcpdial asy 1
217.36.133.29 -e0. Now, whenever the attached terminal device attempts to dial the number defined,
the router maps it to an IP socket connection. In this way, you can direct multiple dial commands to
the same or different IP hosts with other simple command mappings.

The tcpdial command is available only as an application command, and has no equivalent setting in
the web interface.
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tcpdab command: Cancel a tcpdial connection

The tcpdab command cancels a tepdial connection before the connection has been made. You can
also use this command to disconnect an existing tcpdial connection on another ASY port. The format
of the command is:

tcpdab <instance> ATH

where <instance> is the number of the ASY port.
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templog command: monitor router temperature

The on-board temperature sensors are sampled every 60 seconds. Any interesting changes in the
temperature are logged to a special flash file, templog.c1. Use templog 0 status to view the last
stored record in this file.

There are two temperature sensors built in: one on the motherboard and one on the modem module.
If a temperature is reached that is outside of normal operating limits, an event will be logged in the
eventlog.txt file.
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traceroute command: Troubleshoot connectivity problems

Use the traceroute command to help troubleshoot connectivity problems. The syntax of the
traceroute command is:

traceroute <ip address|FQDN>

To stop a failed trace if hosts cannot be detected, use traceroute stop.
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AT commands

Digi TransPort supports AT commands and Special registers (S registers).

The AT command interface

The AT command prefix is for commands that are common to modems. To configure the router using
AT commands, you must first connect it to a suitable asynchronous terminal.

1. Set the interface speed/data format for your terminal to 115,200 bits per second, 8 data bits,
no parity and 1 stop bit. You can change these settings later if necessary.

2. When your terminal is correctly configured, apply power and wait for the B2 indicator to stop
flashing. The device is now ready to respond to commands from an attached terminal and is in
command mode. Alternatively, you can configure the router to automatically connect to a
remote system on powerup.

3. Type at (in upper or lower case), and press [Enter]. The router should respond with the
message OK. This message is issued after successful completion of each command. If an invalid
command is entered, the router will respond with the message ERROR. If there is no response,
check that the serial cable is properly connected and that your terminal or PC communications
software is correctly configured before trying again. If you have local command echo enabled
on your terminal, the AT command may display as aatt. If this happens, use the ate0 command
(which appears as aattee00), to prevent the router from providing command echo. After
entering this command, further commands display without the echo.

Enter multiple commands

After the prefix, you can type one or more commands on the same line, up to 40 characters. When the
line is entered, the router will execute each command in turn.

Use escape sequences

If you enter a command such as atd, which results in the router successfully establishing a connection
to a remote system, it will issue a CONNECT result code and switch from command mode to on-line
mode. This means that it will no longer accept commands from the terminal. Instead, data will be
passed transparently through the router to the remote system. In the same way, data from the
remote system will pass straight through to your terminal.

The router will automatically return to command mode if the connection to the remote system is
terminated.

To return to command mode manually, you must enter a special sequence of characters called the
escape sequence. This consists of three occurrences of the escape character, a pause (user
configurable) and then at. The default escape character is +. The default escape sequence is:

+++ {pause} at

Entering this sequence when the router is on-line causes the router to return to command mode but it
will NOT disconnect from the remote system unless you specifically instruct it to do so by using ath or
another method of disconnecting. If you have not disconnected the call, use the ato command to go
back on-line.
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AT command result codes

AT commands

Each time an AT command line executes, the router responds with a result code to indicate whether
the command was successful. If all commands entered on the line are valid, the OK result code will be
issued. If any command on the line is invalid, the ERROR result code will be issued.

Result codes may take the form of an English word or phrase (verbose code) or an equivalent number
(numeric code), depending on the setting of the atv command. The default is to use verbose codes.

Use the atv0 command to select numeric codes if required. The results from the text based
commands can be numeric or verbose. The following table lists the result codes:

0 OK

1 CONNECT ISDN

2 RING

3 NO CARRIER X.25
4 ERROR

6 NO DIALTONE ISDN
7 BUSY

8 NO ANSWER
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Command line executed correctly
connection established

Incoming ring signal detected
service not available

Error in command line

service not available

B-channel(s) in use

No response from remote
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S registers

S (Special) registers are registers in the router for storing certain types of configuration information.
They are essentially a legacy feature included to provide compatibility with software that was
originally designed to interact with modems. See S register definitions for a list of S registers.
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atd: Dial a call

The atd command causes the router to initiate an ISDN call. The format of the command depends on
the mode of operation.

When using the router to make data calls on one of the ISDN B-channels, enter the atd command
followed by the telephone number. For example, to dial 01234 567890 enter the command:

atd01234567890

Spaces in the number are ignored. If the call is successful the router will issue the CONNECT result
code and switch to on-line mode.

Dialing with a specified sub-address

You can use the ATD command to route a call to an ISDN sub-address by following the telephone with
the letter S and the required sub-address. The sub-address can be up to 15 digits long. For example:

atd01234567890s003

Dialing stored numbers

To dial numbers that have previously been stored within the router using the AT&Z command, insert
the S= modifier within the dial string. For example, to dial stored number 3, use the command:

atds=3

Combining ISDN and X.25 calls

A further option for the ATD command for X.25 applications is to combine the ISDN call and the
subsequent X.25 CALL in the same command. To do this, follow the telephone number with the =
symbol and the X.25 call string. For example:

atd01234 567890=123456789
Pressing any key while the ATD command is being executed will abort the call attempt.
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ath: Hang-up

The ath command terminates an ISDN call. If the router is still on-line, you must first switch back to
command mode by entering the escape sequence, such as +++, wait 1 second, then enter an AT
command or simply at<CR>.

After entering the ath command, the call is disconnected and the NO CARRIER result is issued.
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atz: Reset

The atz command loads one of the stored profiles for the active ASY port. The command is issued in
the format atzn where n is the number (0 or 1) of the ASY port profile you want to load.
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at&c: Control the DCD signal

The at&c command configures how the router controls the DCD signal to the terminal. Options
include:

m &CODCD is always On.

m &C1DCD is On only when an ISDN connection has been established (Layer 2 is UP).

m &C2 DCD is always Off.

m &C3 DCD is normally On, but pulses low for a time in 10 millisecond routers, determined by S
register 10.
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at&f: Load factory settings

The at&f command loads a predefined default set of S-register and AT command settings (the default
profile). These settings are:

El, V1, &Cl, &K1, &D2, S0=0, S2=43

All other values are set to 0.
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at&r: Control the CTS signal

The at&r command configures how the router controls the CTS signal to the terminal. There are three
options:
m &RO CTS is always On.

m &R1 CTS follows RTS. The delay between RTS changing and CTS changing is set in AT register
56 in multiples of 10 milliseconds.

m &R2 CTSis always Off.
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at&v: View profiles

The at&v command displays a list of the current AT command and S register values, and the settings
for the two stored profiles. For example:

at&v

CURRENT PROFILE:

&cl &d2 &kl &sl &r0 el g0 vl &y0
SO=0 S2=43 S12=50 S31=3 S45=5
states DTR:1 RTS:1

STORED PROFILE 0:
&cl &d2 &kl &sl &r0 el g0 vl
S0=0 S2=43 S12=50 S31=3 S45=5

STORED PROFILE 1:

&cl &d2 &kl &sl &r0 el g0 vl
S0=0 S2=43 S12=50 S31=3 S45=5
OK

Digi TransPort® Routers User Guide 164



Using the command-line interface AT commands

at&w: Write SREGS.DAT file

The at&w command saves the current command and S registers settings (for the active port), to the
file SREGS.DAT. You can reload the settings in this file at any time using the atz command.

After the at&w command, you can specify a profile number, either 0 or 1, to store the settings in the
specified profile. For example, the following command stores the current settings as profile 1:

at&wl
If no profile number is specified, profile 0 is assumed.

at&w writes all S register values and the following command settings:
e, &c, &d, &k
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at&y: Select power-up profile

The at&y command selects the power-up profile (0 or 1). For example, to ensure that the router boots
up using stored profile 1, enter:

at&yl
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at&z: Store phone number

The at&z command stores “default” telephone numbers within the router that may subsequently
dialed when DTR dialing is enabled or by using the S= modifier in the ATD dial command. You can store
one telephone number for each ASY port. For example, to store the phone number 0800 123456 as
the default number to be associated with ASY 2, enter:

at&z2=0800123456

If the number of the ASY port is not specified, the number is stored according to the port from which
the command was entered. For example, entering this command from ASY 3:

at&z=0800123456

Has the same effect as this command being entered from any port:

at&z3=0800123456

Once a number is stored, you can dial it from the command line using the atd command with the S=
modifier:

atds=3

This means that you can dial any stored number from any port. If DTR dialing has been is enabled by
setting $33=1 for the port, the number associated with that port is dialed when the DTR signal for

that port changes from Off to On. This is because you can use DTR dialing with the number associated
with the port to which the terminal is connected only.
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at\at: Ignore invalid AT commands

This command is a work-around for use with terminals that generate large amounts of extraneous
text. If not ignored, this text can cause many error messages to be generated by the router, and may
result in a communications failure. To turn on this feature, type the following command:

at\at=1

To turn off the feature, type the following command:

at\at=0

When this feature is turned on, the ASY port ignores all commands except real AT commands. As with
other ASY modes this can be saved by at&w but is not included in the at&v status display. To
determine whether or not this mode is enabled type:

at\at ?

The router displays 0 if the feature is off, 1 if it is on.

at\gps command: Send GPS data to ASY port

The at\gps command causes messages from the GPS receiver to be sent directly to the ASY port from
which the command has been entered. This requires that the gpson parameter is set to on for one of
the command interpreter instances. For more information on the gpson parameter, see Configure
GPS parameters.

As soon as the at\gps command has been issued, data from the GPS receiver will be sent to that ASY
port.

To stop the GPS data, the +++ escape sequence must be entered, followed by a pause, followed by at.
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at\ls: Lock speed

The at\ls command locks the speed and data format of the port at which it is entered to the current
settings so that you can use non-AT application commands.
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at\port: Set the active port for text commands

Text commands which affect the settings associated with the serial ports normally operate on the
port at which they are entered, such as entering the at&k command from a terminal connected to ASY
1 will affect only the flow control settings for port 1.

The at\port command selects a different “active” port from that at which the commands are entered.
For example, if your terminal is connected to port 0 and you need to reconfigure the settings for port
2, you would first enter the command:

at\port=2
PORT 2
OK

Port 2 is now the active port and any AT commands or changes to S registers settings which affect the
serial ports will now be applied to port 2 only. This includes:

Commands: Z, &D, &F, &K, &V, &Y, &W
S registers: S31, S45

The at\prt? command displays the port to which you are connected and the active port for command/
S register settings. For example:

at\port?
PORT 2
ASYO

OK

Here, ASY2 is the active port and ASYO0 is the port at which the command was entered. If the default
port and the port to which you are connected are the same, only one entry will be listed.

To reset the default port to the one to which you are connected, use the at\port command without a
parameter.
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at\smib commands

The at\smib command allows you to view a single standard MIB variable. For more information on
MIBs and SNMP, see Use SNMP for remote management.

To view the MIB variable, use the at\smib=mib_name command, where mib_name is the variable to
be displayed. The variables are sorted according to the hierarchy shown below.

atismib=mib-2

ip
«{ sysdescr ‘ ifumber ‘ ipforwarding
ipaddrtable

iftable ‘

ifentry

ipadentaddr

ifdescr ipadentifindex

3

ipadentnetmask

3
H
H
3
I

theastaddr

ifspeed

T

«{ iproutetable
ifphysaddre H iprouteentry

iproutedest

iprouteifindex

ifinoctets iproutemetric1

iproutenexthop

iproutetype

2
2
g
£
&

ifinerrors

ifoutoctets

ifoutucastpkts

ifouterrors

-
5
H

Commands for displaying system information
The system hierarchy consists of the following:

at\smib=mib-2.system.sysdescr: Show software version information

Shows the software version information; equivalent to what is shown on the ati5 CLI command
output.
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mib-2.system.sysdescr =
Software Build Ver5121. Jan 31 2011 12:26:04 9W

at\smib=mib-2.system.sysobjectid: Show network management subsystem identification

The authoritative identification of the network management subsystem. TransPort does not support
outputting OID variables. Instead, oid is output.

mib-2.system.sysobjectid = oid

at\smib=mib-2.system.sysuptime: Show system uptime

Shows the time the router has been running in 10-millisecond units (hundredths of a second).
mib-2.system.sysuptime = 1806718

The above example shows that the router has been running for 5 hours, 1 minute and 7.18 seconds.

at\smib=mib-2.system.syscontact: Show contact information

Shows a description of the contact person for the router. For TransPort, this is always a zero-length
string.

at\smib=mib-2.system.sysname: Show router name

Shows the name of the router. This is the name set in the Router Identity parameter on the
Configuration > System > Device Identity page.

mib-2.system.sysname = digi.router

at\smib=mib-2.system.syslocation: Show router location
Shows the physical location of the router. For TransPort, this is always a zero-length string.

at\smib=mib-2.system.sysservices: Show router network layer services

Shows a value that represents the set of services the router provides. For each OSI layer, the router
provides services for, 2(L-1) is added to the value, where L is the layer. The layers are shown below.
For TransPort, this value is always 7 (Physical layer (21-1)+Data Link layer (22-1)+Network layer (23-

1)).

1 Physical
Data Link

Network

Session

2
3
4 Transport
5
6 Presentation
7

Application

Commands for displaying interface information

The Interfaces hierarchy consists of the ifnumber variable and the iftable node:
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at\smib=mib-2.interfaces.ifnumber: Show total interfaces on the router

Shows the total number of interfaces on the router. This includes Ethernet, PPP and virtual interfaces
(such as IPSec tunnels) and SYNC ports.

mib-2.1interfaces.ifnumber = 52

at\smib=mib-2.interfaces.iftable: Show the interface table

Shows the interface table. The iftable node contains ifentry nodes for each interface. For each table
entry, an index specifier must be appended to the end of each variable (such as for PPP0, 1 must be
appended).

at\smib=mib-2.interfaces.iftable.ifentry

at\smib=mib-2.interfaces.iftable.ifentry.ifindex: Show index number for interface
Displays the unique index number of the interface.

at\smib=mib-2.interfaces.iftable.ifentry.ifdescr: Show information about an interface

Shows information about the interface. This information is displayed in the format <interface type>-
<instance>, where:

<interface type> can be one of PPP, ETH, TUN (for IPSec tunnels), SNAIP (for SNAIP links) or SYNC,
and

<instance> is the instance.
For example:

mib-2.1interfaces.iftable.ifentry.ifdescr.1 = PPP-0

at\smib=mib-2.interfaces.iftable.ifentry.iftype: Show interface type
Shows the type of interface, as described by the physical/link protocol below the network layer in the
protocol stack. Values can be one of the following:

m PPP23

m ETHG6

m |[PSec Tunnel 131

m SNAIP 17

m SYNC port 118

For example:

mib-2.1interfaces.iftable.ifentry.iftype.1 = 23

at\smib=mib-2.interfaces.iftable.ifentry.ifmtu: Show size of largest datagram sent over
interface

Shows the size of the largest datagram (in octets) which can be sent on the interface. SNAIP and
SYNC ports always return 0. IPSec tunnel interfaces will return the underlying interface if it can be
located, otherwise 0 is returned. PPP interfaces will return the negotiated MTU if the link is
connected, otherwise 0 is returned.

For example:

mib-2.1interfaces.iftable.ifentry.ifmtu.21 = 1504
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at\smib=mib-2.interfaces.iftable.ifentry.ifspeed: Show interface's current bandwidth

Shows an estimate of the interface’s current bandwidth in bits per second. SNAIP and SYNC ports will
always return 0. PPP ports will always return 64000.

For example:

mib-2.1interfaces.iftable.ifentry.ifspeed.1l = 64000

at\smib=mib-2.interfaces.iftable.ifentry.ifphysaddress: Show interface address

Shows the interface’s address at the protocol layer immediately below the network layer in the
protocol stack. For interfaces without such an address, a zero-length octet string is returned. For
PPP, SNAIP and SYNC ports, a zero-length string is returned.

at\smib=mib-2.interfaces.iftable.ifentry.ifadminstatus: Show administrative state of an
interface

Shows the desired state of the interface. The testing state (3) indicates no operational packets can be
passed.

at\smib=mib-2.interfaces.iftable.ifentry.ifoperstatus: Show operational state of an interface

The current operational state of the interface. The testing state (3) indicates no operational packets
can be passed.

at\smib=mib-2.interfaces.iftable.ifentry.ifinoctets: Show number of octets on an interface
Shows the total number of octets received on this interface, including framing characters.

at\smib=mib-2.interfaces.iftable.ifentry: Show unicast packets delivered by an interface

Shows the number of subnetwork-unicast packets delivered by this interface to a higher-layer
protocol.

at\smib=mib-2.interfaces.iftable.ifentry.ifinnucastpkts: Show non-unicast packets delivered by
an interface

Shows the number of non-unicast (such as broadcast or multicast) packets delivered by this interface
to a higher-layer protocol.

at\smib=mib-2.interfaces.iftable.ifentry.ifinerrors: Show packets received on an interface
containing errors

Shows the number of inbound packets received by this interface that contained errors preventing
them from being delivered to a higher-level protocol.

at\smib=mib-2.interfaces.iftable.ifentry.ifoutoctets: Show octets transmitted by an interface
Show the total number of octets transmitted by this interface, including framing characters.

at\smib=mib-2.interfaces.iftable.ifentry.ifoutucastpkts: Show number of transmitted unicast
packets

Shows the total number of packets that higher-level protocols requested this interface to transmit to
a subnetwork-unicast address, including those that were discarded or not sent.

at\smib=mib-2.interfaces.iftable.ifentry.ifoutnucastpkts: Show number of transmitted non-
unicast packets

Shows the total number of packets that higher-level protocols requested this interface to transmit to
a non-unicast (such as broadcast or multicast) address, including those that were discarded or not
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sent.

at\smib=mib-2.interfaces.iftable.ifentry.ifouterrors: Show number of outbound packets
containing errors

Shows the number of outbound packets that this interface could not transmit because of errors.

Commands for displaying IP node information
The IP node consists of the ipforwarding variable and the ipaddrtable and iproutetable nodes.

at\smib=mib-2.ip.ipforwarding: Show whether router is an IP gateway

Indicates whether the router is acting as an IP gateway in respect to the forwarding of datagrams
received by, but not addressed to, the router. IP gateways forward datagrams, IP hosts do not. For
the router, this value is always 1.

at\smib=mib-2.ip.ipaddrtable: Show IP address table

Shows the IP address table. The ipaddrtable node contains ipaddrentry nodes for each IP address
assigned to each interface of the router. For each table entry, an index specifier must be appended to
the end of each variable that specifies the interface (such as for PPP0, 1 must be appended).

at\smib=mib-2.ip.ipaddrtable.ipaddrentry

at\smib=mib-2.ip.ipaddrtable.ipaddrentry.ipadentaddr: Show IP address
Shows the IP address to which this entry’s addressing information pertains.

at\smib=mib-2.ip.ipaddrtable.ipaddrentry.ipadentifindex: Show index number for an
IP address

Shows the index identifier for the interface associated with this IP address.

at\smib=mib-2.ip.ipaddrtable.ipaddrentry.ipadentnetmask: Show the subnet mask for an
IP address

Shows the subnet mask associated with the IP address.

at\smib=mib-2.ip.ipaddrtable.ipaddrentry.ipadentbcastaddr: Show IP broadcast address

Shows the value of the least-significant bit in the IP broadcast address for sending datagrams on the
IP address of this interface.

at\smib=mib-2.ip.iproutetable: Show IP route table

Shows the IP route table. The iproutetable node contains iprouteentry nodes for each route defined
on the router.

at\smib=mib-2.ip.iproutetable.iprouteentry

at\smib=mib-2.ip.iproutetable.iprouteentry.iproutedest: Show the destination IP address for
the route

Shows the destination IP address for the route. An entry with a value of 0.0.0.0 is considered the
default route. Multiple routes to a single destination can appear in the routing table, but access to
such multiple entries is dependent on the table-access mechanisms defined by the network
management protocol in use.
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at\smib=mib-2.ip.iproutetable.iprouteentry.iprouteifindex: Show index number for next hop
of the route

Shows the index value which uniquely identifies the local interface through which the next hop of the
route should be reached.

at\smib=mib-2.ip.iproutetable.iprouteentry.iproutemetricl: Show the metric for a route
Shows the primary routing metric for the route.

at\smib=mib-2.ip.iproutetable.iprouteentry.iproutenexthop: Show the IP address of the next
hop of the route

Shows the IP address of the next hop of the route.

at\smib=mib-2.ip.iproutetable.iprouteentry.iproutetype: Show route type
Shows the type of route. Valid values are:

1. Valid

2. Invalid
3. Direct
4

Indirect

at\smib=mib-2.ip.iproutetable.iprouteentry.iproutemask: Show the netmask for the route
Shows the netmask for the route.
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S register definitions

In addition to the AT commands there are a number of Special (“S”) registers. These registers contain
numeric values that may represent time intervals, ASCII characters or operational flags.

To display the contents of a particular “S” register, use the ats command in the form atsn? where niis
the number of the register for which contents are shown.

To store a new value into a register, use the S command in the form atsn=x where n is the number of
the register to be changed and x is the new value. For example, ats31=4 stores the value 4 in S31.

The router maintains one set of registers for each ASY port. By default, the S command operates ONLY
on the Sregister set for the active port. To select an alternative default port, use the at\port
command first.

Each register can only be set to a limited range of values as shown in the table below:

e e T

V.120 Answer enable Rings 0-255
S1 Ring count Rings n/a n/a
S2 Escape character ASCII 43 0-255
S9 DCD on delay ms x 20 0 0-255
S10 Pulse time for DCD Low ms x 10 0 0-255
S12 Escape delay ms 50 0-255
S15 Data forwarding timer ms 2 0-255
S16 RS422/485 serial port settings | N/A 0 0,2,3
S23 Parity N/A 0 0-256
S31 ASY interface speed refer to full description n/a 0-11
S33 DTR dialing N/A 0 01
S45 DTR loss de-bounce 0.05 seconds (0.25s) 1-255

S0: V.120 answer enabled

Units: Rings

Default: 0

Range: 0-255

Used in V.120 mode only. Enables or disables automatic answering of incoming ISDN calls. Auto
answering is disabled when SO0 is set to the default value of 0. Setting SO to a non-zero value enables
auto-answering.

The actual value stored determines the number of “rings” that the router will wait before answering.
For example, the command ATS0=2 enables auto-answering after two incoming rings have been
detected.

With each ring the RING result code is issued and the value stored in S1 is incremented. When the
value in S1 equals the value in SO the call is answered.
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S1: Ring count

Units: Rings

Default: n/a

Range: n/a

When ADAPT detects an incoming ISDN call on an ASY port, it will print RING to the ASY port at 2
second intervals. It also increments the S1 register, counting how many times RING is printed.

S2: Escape character

Units: ASCII

Default: 43

Range: 0-255

The value stored in S2 defines which ASCII character is the Escape character. By default, the escape
character is the + symbol. Entering this character three times followed by a delay of 1-2 seconds and
then an AT command causes the router to switch from on-line mode to command mode.

S12: Escape delay

Units: ms

Default: 50

Range: 0-255

The value stored in S12 defines the delay between sending the escape sequence and entering an AT
command for the router to switch from on-line mode to command mode.

S$15: Data forwarding timer

Units: 10ms

Default: 0

Range: 0-255

S15 sets the data forwarding timer for the ASY port in multiples of 10ms. The default data forwarding
time is 20 milliseconds. Normally, there is no need to change this setting. However, setting S15to 1
enables a special mode of operation in which data is forwarded as fast as possible for the data rate
for which the port is configured (at 115000 bits per second, this will typically be 2-3 milliseconds).

Note that the default value of 0 is equivalent to setting the register to 2 to maintain compatibility with
older systems.

S$16: RS422/485 serial port settings
The RS485 option is only available on specific hardware versions.

Units: N/A
Default: 0
Range: 0, 2, 3, where 0=RS232, 2=RS485 full duplex, 3=RS485 half duplex

Following example shows how to setup and save ASY 0 in 485 half-duplex mode
AT\port=0

ATS16=3

AT&w

AT\port

The at\port=0 is needed to ensure that subsequent AT commands are directed to the right port
(ASY0). The port settings can be saved permanently using at&w.
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Issue the command ats16? and check that the value of this S register is 3. To set it back to R$232
then set ats16 to 0 and save it with the at&w command.

S$23 Parity

Units: N/A

Default: 0

Range: 0-2,5,6

The value stored in $23 determines whether the parity for the ASY port is set to None (0), 0dd (1),
Even (2), 8DataOdd (5) or 8DataEven (6).

S$31 ASY Interface Speed

Units: N/A

Default: 0

Range: 0-11

Register S31 sets the speed and data format for the ASY port to which you are currently connected.
The default value for ASY 0 is 0, such as the port speed/data format is not set to a specific value, it is
determined automatically from the AT commands that you enter.

The default value for ASY 1,2, and 3 is 3, meaning the ports only accept AT commands at 115,200 bits
per second (8 data bits, no parity and 1 stop bit).

To set the speed of one of the ports to a particular value, set the appropriate register to the required
value from the following table:

S31 Port Speed (bps) S31 Port Speed (bps)
0 Auto-detect 6 19200

1 Reserved 7 9600

2 Reserved 8 4800

3 115200 9 2400

4 57600 10 1200

5 38400 11 300

For example, to change the speed of ASY 1 to 38,400 bits per second:

1. Connect your terminal to that port with the speed set to 9600 bits per second.
2. Enter the command:

ats31=5

3. Change the speed of your terminal to 38,400 bits per second before entering any more AT
commands.

When entering the ats31=n command, the data format selected becomes the data format for all
further commands.

The auto-detect option is only available for ASY0 and ASY1.
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S$33: DTR dialing

Units: N/A

Default: 0

Range: 0,1

$33 enables or disables DTR dialing for the port. When DTR dialing is enabled, the router dials the
number stored for that port (see atz: Reset ) when the DTR signal from the terminal changes from
Off to On.

S$45: DTR loss de-bounce

Units: 0.05 seconds

Default: 5

Range: 1-255

The value in $45 determines the length of time for which the DTR signal from the terminal device must
go off before the router acts upon any options that are set to trigger on loss of DTR. Increasing or
decreasing the value in $45 makes the router less or more sensitive to “bouncing” of the DTR signal
respectively.
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Configure Ethernet interfaces ... ... . . .
Configure Wi-Fiinterfaces ..
Configure mobile (cellular) interfaces ... ..
Configure DSLINterfaces ... ...
Configure Generic Routing Encapsulation (GRE) interfaces ........ ... ... . iiii...
Configure ISDN Interfaces ... oo
Configure PSTN interfaces .. ... o
Configure DialServinterfaces ... .. ... i,
Configure serialinterfaces ... ... . i,
Configure IPv6 addressing SUPPOrt ... ... . L
Configure PPP and external modems ... ..
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Configure Ethernet interfaces

Web
Go to Configuration > Network > Interfaces >Ethernet.

The Configuration > Network > Interfaces > Ethernet page displays configuration pages for each of
the available Ethernet instances on the router. Each page allows the user to configure parameters
such as the IP address, mask, gateway, and others.

On routers with only one Ethernet port, if more than one Ethernet instance exist these are treated as
logical Ethernet ports. You can use these instances to assign more than one Ethernet IP address to a
router.

On routers with more than one physical Ethernet port, the Ethernet instances refer to the different
physical Ethernet ports. These routers can be configured for either HUB mode or Port Isolate mode.

In HUB mode all the Ethernet ports are linked together and behave like an Ethernet hub or switch.
This means that the router will respond to all of its Ethernet IP addresses on all of its ports (as the
hub/ switch behavior links the ports together).

In Port Isolate mode, the router will only respond to its Ethernet 0 IP address on physical port LAN 0,
its Ethernet 1 IP address on physical port LAN 1, etc. The router will not respond to its Ethernet 1
address on port LAN 0 unless routing has been configured appropriately.

When configured for HUB mode it is important that no more than one of the router’s ports is
connected to another hub or switch on the same physical network. Otherwise an Ethernet loop can
occur. The default behavior is HUB rather than Port Isolate.

VLAN tagging is not available when the router is configured for Port Isolate mode.

IPv6 addressing support on Ethernet interfaces

TransPort routers support IPv6 addressing on Ethernet interfaces only, and on a limited number of
Ethernet interfaces. For more information, see Configure IPv6 addressing support.
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Configure basic Ethernet IP address parameters

To configure the Ethernet interface to support IPv6 addressing, see Configure IPv6 addressing
support.

Web

1. Goto Configuration > Network > Interfaces >Ethernet> ETH n.
The Configuration > Network > Interfaces >Ethernet> ETH n initial view only shows basic IP
address parameters. The choice is to obtain an IP address by using a DHCP server or to
manually configure the IP addressing for this interface.

» Interfaces
» Ethernet
= ETH O

Description:
= Get an IP address automatically using DHCP
Override these DHCP server values:
Mask: |10.9.101.76
55.255.0.0
DNZ= Server: 10.9.1.1

Gateway:

hJ

Secondary DNS Server: [10.10.8.64

Lge the MAC address as the chent ID
Use the fellowing settings

Changes to these parameters may affect your browser connection

2. Configure basic Ethernet IP address settings:

Description
Use a memorable name for this Ethernet instance, to make it easier to identify.

Get an IP address automatically using DHCP

Enables the DHCP client on this interface. You can elect to override the DHCP server settings
for the Mask, Gateway, DNS Server, and Secondary DNS Server.

Use the following settings
Enables manual configuration of the IP addressing parameters

IP Address
Specifies the IP address of this Ethernet port on your LAN.

Mask

The subnet mask of the IP subnet to which the router is attached via this Ethernet port.
Typically, this would be 255.255.255.0 for a Class C network.

Gateway

The IP address of a gateway the router uses. IP packets whose destination IP addresses are
not on the LAN to which the router is connected are forwarded to this gateway.
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DNS Server [ Secondary DNS Server
The IP address of DNS servers the router uses for resolving IP hostnames.

If the IP address, Mask, Gateway, DNS server or Secondary DNS server parameters are
specified manually, but the option to use a DHCP server is later selected, any existing manually
specified parameters will override the DHCP supplied parameters. To change from manual
configuration to DHCP, be sure to remove all manually specified parameters first.

3. Click Apply.

Command line

Command | Instance Parameter Values Equivalent web parameters
eth n descr Free text field Description
eth n ipaddr Valid IP address | IP Address
eth n mask Valid Subnet Mask
Mask
eth n gateway IP address Gateway
eth n dnsserver IP address DNS Server
eth n secdns IP address Secondary DNS Server
eth n dhcpcli on, off On=Get an IP address automatically
using DHCP
Off=Use the following IP address
eth n ipv6_mode off, wan, lan Configuration > Network> Interfaces
> |Pv6 > 777
eth n ipv6_wan 0, <number of Configuration > Network> Interfaces
ipv6_wan > IPv6 WAN settings
parameter

instances>, 1

eth n ipv6_lan 0, <number of Configuration > Network> Interfaces
ipv6_wan > IPv6 WAN settings
parameter

instances>, 1
eth n vrf integer VRF

eth n vrfexport integer VRFexport
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Configure advanced Ethernet parameters

On routers with only one Ethernet port, there may be multiple configurable Ethernet instances.
Ethernet 0 is the physical interface. These extra instances are treated as logical Ethernet ports. You
can use them to assign more than one Ethernet IP address to a router.

On routers with more than one physical Ethernet port, the Ethernet instances refer to the different
physical Ethernet ports. These routers can be configured for either HUB mode or Port Isolate mode.

In HUB mode all the Ethernet ports are linked together and behave like an Ethernet hub or switch.
This means that the router will respond to all of its Ethernet IP addresses on all of its ports (as the
hub/ switch behavior links the ports together).

In Port Isolate mode, the router will only respond to its Ethernet 0 IP address on physical port LAN 0,
its Ethernet 1 IP address on physical port LAN 1, etc. The router will not respond to its Ethernet 1
address on port LAN 0 unless routing has been configured appropriately.

When configured for HUB mode, no more than one of the router’s Ethernet interfaces should be
connected to another hub or switch on the same physical network otherwise an Ethernet loop can
occur. The default behavior is HUB rather than Port Isolate.

Web

1. Goto Configuration - Network > Interfaces > Ethernet > ETH n > Advanced.
2. Configure the advanced Ethernet settings as needed:
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w Advanced

This device is currently in Hub mode | Switch to Port Isolate mode

Ethernet Hub group: [g

Metric: |1
MTU: 1800

< Enable auto-negobation
Speed (currently 100Base-T): & Auto 10Base-T 100Base-T

Duplex: @ Aubo O Full Duplex © Half Duplex
Max Rx rate: g kbps

Max Tx rabe: o kbps

TCP transmit buffer size: | bybes

Take this interface out of service after 0 seconds when the link is lost
(e.g. cable removed or broken)

Enable NAT an this interface

Enable IPzec on this interface

Enable the firewall on this interface

Enable DN inbound blocking

Enable DMMNR advertisement from this subnet

Remote management access: No restrichons r
Multhome additional consecutive addresses: 0

Respond to ARP requests anly if the requester is of thiz netwark

Enable IGMF on this interface
Enable Bridge on this interface
Genérate Heartbeats on this inberface

Generate Ping packets on this inkerface

Port Isolate mode

If the router is running in Port Isolate mode, the following will be displayed, with an option to
switch to Hub mode.

Hub Mode (factory default)

If the router is running in Hub mode, the following is displayed, with an option to switch to Port
Isolate mode.

Ethernet Hub group

On routers with a built-in hub/switch, the Ethernet Hub group parameter for each port is
normally set to 0. This means that all ports belong to the same hub. If required, you can use the
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Ethernet Hub group parameter to isolate specific ports to create separate hubs. For example,
if Ethernet 0 and Ethernetl have their Group parameter set to 0 and Ethernet 2 and Ethernet
3 have their Group parameter set to 1, the router is configured as two 2-port hubs instead of
one 4-port hub. This means that traffic on physical ports LAN 0 and LAN 1 is not visible to
traffic on physical ports LAN 2 and LAN 3 (and vice versa). Group numbers can be 0-3 or use
255 for an interface to be in all groups. This parameter is not available on the web page when
the router is configured for Port Isolate mode.

Metric

The connected metric of an interface. Changing this value will alter the metric of dynamic
routes created automatically for this interface. The default metric of a connected interface is 1.
By allowing the interface to have a higher value (lower priority), static routes can take
preference to interface-generated dynamic routes. For normal operation, leave this value
unchanged.

MTU

The Maximum Transmit Unit for the specified interface. The default value is 0, meaning that
the MTU will either be 1504 (for routers using a Kendin Ethernet device) or 1500 (for non-
Kendin devices). The non-zero values must be greater than 128 and not more than the default
value. Values must also be multiples of 4 and the router will automatically adjust invalid values
entered by the user. For example, if the MTU is set to 1000, the largest IP packet that the
router will send is 1000 bytes.

Enable auto-negotiation

Allows the router and a connected Ethernet device to auto-negotiate the speed and duplex of
the Ethernet connection.

Speed (currently 100Base-T)

Select either of the 10Base-T, 100Base-T, or Auto modes. The currently selected mode is
shown in brackets after the parameter name. Enabling Auto-negotiation and manually setting
the speed allows only the selected speed to be negotiated.

Duplex

Select either of Full Duplex, Half Duplex or Auto mode. Enabling Auto-negotiation and
manually setting the Duplex will only allow the selected Duplex mode to be negotiated.

Max Rx rate

On models with multiple Ethernet interfaces, this parameter specifies a maximum data rate in
Kbps that the router receives on this interface. This may be useful in applications where
separate Ethernet interfaces are allocated to separate LANs and it is necessary to prioritize
traffic from one LAN over another.

Max Tx rate

On models with multiple Ethernet interfaces, this parameter specifies a maximum data rate in
kbps that the router will transmit on this interface. This may be useful in applications where
separate Ethernet interfaces are allocated to separate LANs and it is necessary to prioritize
traffic from one LAN over another.
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TCP transmit buffer size

When set to a non-zero value, this parameter sets the TCP buffer size of transmitted packets
in bytes. This is useful for slow / lossy connections such as satellite. Setting this buffer to a low
value will prevent the amount of unacknowledged data from getting too high. If retransmits
are required, a smaller TX buffer helps prevent the flooding of the connection by retransmits.

Take this interface out of service after n seconds when the link is lost
(such as cable removed or broken)

The length of time, in seconds, the router will wait after detecting that an Ethernet cable has
been removed before routes that were using that interface are marked as out of service. If the
parameter is set to 0, the feature is disabled and routes using the interface will not be marked
as out of service if the cable is removed.

Take this interface out of service after 0 seconds when the link is lost
(e.g. cable removed or broken)

¥ Enable MAT on this interface
# IP address IP address and Port

* Enable IPsec on this interface
Keep Security Associations (S4s) when this ETH interface is disconnected
Use interface | Default ¥ | |0 for the source IP address of IPsec packets
# Enable the firewall on this interface

¥ Enable DNS inbound blocking

¥ Enable DMNR advertisement from this subnet
Use tunnel TUM |0 to advertise this subnet on

Enable NAT on this interface

Selects whether the Ethernet interface uses IP, Network Address Translation (NAT), or
Network Address and Port Translation (NAPT). When the parameter is disabled, no NAT occurs.
When enabled, extra options are displayed, described below.

NAT and NAPT have many uses, but the router generally uses them to allow a number of
private IP hosts (PCs for example) to connect to the Internet through a single shared public IP
address. This has two main advantages: it saves on IP address space (the ISP only need assign
you one IP address), and it isolates the private IP hosts from the Internet (effectively providing
a simple firewall because unsolicited traffic from the Internet cannot be routed directly to the
private IP hosts).

To use NAT or NAPT correctly in the example of connecting private hosts to the Internet, NAT
or NAPT should be enabled on the router’s WAN side interface and should be disabled on the
router’s LAN side interface.

IP address

When a private IP host sends a UDP or TCP packet to an Internet IP address, the router will
change the source address of the packet from the private host IP to the router’s public IP
address before forwarding the packet onto the Internet host. Additionally it will create an
entry in a NAT table containing the private IP source address, the private IP port number, the
public IP destination address and the destination port number. Conversely, when the router
receives a reply packet back from the public host, it checks the source IP, source port number
and destination port number in the NAT table to determine which private host to forward the
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packet to. Before it forwards the packet back to the private host, it changes the destination IP
address of the packet from its public IP address to the IP address of the private host.

IP address and Port

This mode behaves like NAT, but in addition to changing the source IP of the packet from the
private host, it can also change the source port number. This is required if more than one
private host attempts to connect using the same local port number to the same Internet host
on the same remote port number. If such a scenario were to occur with NAT, the router would
be unable to determine which private host to route the returning packets to, and the
connection would fail.

Enable IPsec on this interface
Enables or disables IPSec security features for this Ethernet interface.

Use interface x,y for the source IP address of IPsec packets

By default, the source IP address for an IPsec Eroute is the IP address of the interface on
which IPSec was enabled. By setting this parameter to either PPP or Ethernet and the
relevant interface number, the source address IPSec uses matches that of the Ethernet or PPP
interface specified.

Enable the firewall on this interface
Turns Firewall script processing On or Off for this interface.

Enable DNS inbound blocking

Enables or disables blocking DNS requests on the Ethernet interface, to prevent the interface
from responding to DNS requests over this interface.

Enable DMNR advertisement from this subnet

Enables or disables the subnet defined on the Ethernet interface to be advertised on any
defined Dynamic Mobile Network Routing (DMNR) tunnel. DMNR is available on Verizon Wireless
Private Networks. DMNR provides direct access to devices on the Local Area Network (LAN) at
your company’s sites by dynamically advertising locally IP subnets attached to the router's
Ethernet interface(s). Contact Verizon Wireless for more details on DMNR and whether your
network uses DMNR or is eligible for DMNR. For more information on configuring DMNR, see
the Digi document Application Note 53: Configure a Digi TransPort Router to use DMNR
(Dynamic Mobile Network Routing), available on www.digi.com.

Remote management access

The Remote access options parameter can be set to No restrictions, Disable management,
Disable return RST, or Disable management an return RST.
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Remote management access: | No restrictions Ld
Multihome additional consecutive addresses: |0

+ Respond to ARP requests only if the requestor is of this netwaork

¥ Enable IGMP on this interface

* Enable Bridge on this interface
Bridge Instance:(0 ¥

m When set to No restrictions, users on this interface can access the router’s Telnet, FTP,
and web services for the purpose of managing the router.

= When set to Disable management, users on this interface are prevented from
managing the router via Telnet, FTP, or the web interface.

m For Disable return RST, whenever a router receives a TCP SYN packet for one of its
own IP addresses with the destination port set to an unexpected value, such as a port
that the router would normally expect to receive TCP traffic on, it will reply with a TCP
RST packet. This is normal behavior. However, the nature of internet traffic is such that
whenever an internet connection is established, TCYP SYN packets are to be expected.
As the router’s PPP inactivity timer is restarted each time the router transmits data
(but not when it receives data), the standard response of the router to SYN packets
such as transmitting an RST packet, will restart the inactivity timer and prevent the
router from disconnecting the link even when there is no genuine traffic. This effect can
be prevented by using the appropriate commands and options within the firewall script.
However, on Digi 1000 series routers, or where you are not using a firewall, the same
result can be achieved by selecting this option, such as when this option is selected the
normal behavior of the router in responding to SYN packets with RST packets is
disabled. The option will also prevent the router from responding to unsolicited UDP
packets with the normal ICMP destination unreachable responses.

m The Disable management & return RST option prevents users from managing the
router via the Telnet, FTP, and web interfaces and also disables the transmission of TCP
RST packets as above.

Multihome additional consecutive addresses

Defines how many additional (consecutive) addresses the Ethernet driver will own. For
example, if the IP address of the interface is 10.3.20.40, and Multihome additional
consecutive addresses is set to 3, the IP addresses 10.3.20.41, 10.3.20.42, and 10.3.20.43
also belong to the Ethernet interface.

Enable IGMP on this interface
Enables or disables the Internet Group Management Protocol for this Ethernet interface.

Enable Bridge on this interface

Bridge mode only applies to models with built-in Wi-Fi. If Wi-Fi is enabled, you must enable
bridge mode on Eth 0. This creates an Ethernet bridge between the Wi-Fi access point and the
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physical Ethernet interface.
Generate Heartbeats on this interface

Enabling this option displays the parameters for heartbeat packets. These are UDP packets
that can contain status information about the router. You can use them in conjunction with
Remote Manager.

¥ Generate Heartbeats on this interface
Send Heartbeat messages to IP address every (0 hrs [0 mins |0 seconds
Use interface |Default ¥ ||0 for the source IP address
Select the transmit interface using the routing table
Include IMSI information in the Heartbeat message

Include GPS information in the Heartbeat message

Send Heartbeat messages to IP address a.b.c.d every h hrs m mins s seconds

For this setting, a.b.c.d specifies the destination IP address for heartbeat packets and h, m
and s specifies how often the router will transmit heartbeat packets to the specified
destination in (h) Hours, (m) Minutes and (s) Seconds.

Use interface x,y for the source IP address

By default, heartbeat packets is sent with the source IP address of the interface on which they
were generated. If the heartbeat is required to be sent via an IPSec tunnel, use this parameter
to specify the source IP address of the heartbeat packet to ensure the source and destination
match the eroute selectors.

Select the transmit interface using the routing table

When enabled, the UDP heartbeats chooses the best route from the routing table. If disabled
the exit interface will be interface on which the heartbeat is configured.

Include IMSI information in the Heartbeat message
When enabled, the heartbeat includes the IMSI of the cellular module.

Include GPS information in the Heartbeat message

When enabled and the appropriate GPS hardware is installed, the heartbeat includes the GPS
co-ordinates of the router.

Generate Ping packets on this interface

Enabling this option displays the parameters for enabling auto-pings to be transmitted from
this interface. The interface can monitor these pings. If auto-pings were enabled on and if
there is no ping reply, the router takes the interface out of service for a specified amount of
time, before allowing use of the interface again. Another option is to enable auto-pings on this
interface and let the firewall handle taking the interface out of service in the event of a failure.
Both methods are explained in Application Notes on your TransPort product’s Product
Support page.
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+ Generate Ping packets on this interface

Send |0 byte pings to IP host every |0 hrs |0 mins (0 seconds
Switch to sending pings to IP host after |3 failures
Ping responses are expected within [0 seconds

Only send Pings when this Ethernet interface is "In Service"
Mo PING response request interval (s):|0
Take this interface "Out of Service” after receiving no responses for |0 seconds

Keep this interface out of service for |0 seconds

Send n byte pings to IP host a.b.c.d every h hrs m mins s seconds

For this setting, n specifies the payload size of a ping packet when using the auto ping feature.
Leaving this parameter blank uses the default value. The address a.b.c.d specifies the
destination IP address for auto-ping ICMP echo request. The values h, m and s specifies how
often the router transmits Auto-ping packets to the specified destination in (h) Hours, (m)
Minutes and (s) Seconds.

Switch to sending pings to IP host a.b.c.d after n failures

For this setting, a.b.c.d specifies an alternative destination IP address for the auto-ping ICMP
echo request to be sent to, should the main IP address specified in the parameter above fail to
respond. This allows the router to double check there is a problem with the connection and not
just with the remote device not responding. The value n specifies the number of pings that
must fail before the checking the second IP address. The extra IP address check is only
enabled if this parameter is set to something other than 0.

Only send Pings when this Ethernet interface is “In Service”

If this parameter is enabled, this interface sends ICMP echo requests when it is in service only.
The default setting is disabled; ICMP echo requests are sent when the interface is in service
and out of service.

Take this interface “Out of Service” after receiving no responses for s seconds

The length of time, in seconds, before a route will be designated as being out of service if there
has been no response to ANY of the ICMP echo requests during that time period.

Keep this interface out of service for s seconds

The length of time, in seconds, for which any routes using this Ethernet interface are held out
of service after a ping failure is detected.

3. Click Apply.

Command line

ethvlan n/a Switch to Port Isolate Mode

n/a n/a ethhub n/a Switch to Hub Mode
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eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
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group
metric
mtu
auton

speed

duplex

maxkbps
maxtkbps
tcptxbuf

linkdeact

do_nat

ipsec

ipsecent

ipsecadd

firewall
block_dns

dmnr_reg

nocfg

0-3,255
1-16
64-1500
0,1
0,10, 100

0,1,2

value in kbps
value in kbps
value in bytes

0-86400

0,1,2

0,1

blank, eth, ppp

0-255

0,1
on, off

on, off

0,1,2,3

Ethernet Hub group
Metric

MTU

Enable auto-negotiation

Speed

0=Auto
10=10-BaseT
100=100-BaseT

Duplex
0=Auto
1=Full

2=Half

Max Rx rate
Max Tx rate
TCP transmit buffer size

Take this interface out of service after n
seconds when the link is lost

Enable NAT on this interface
0=Disabled

1=IP address

2=IP address and Port

Enable IPsec on this interface

Use interface x,y for the source IP
address of IPsec packets
x=Interface type

Use interface x,y for the source IP
address of IPsec packets
y=interface number

Enable the firewall on this interface
Enable DNS inbound blocking

Enable DMNR advertisement from this
subnet

Remote management access

0=No restrictions

1=Disable management

2=Disable return RST

3=Disable management and return RST
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mhome 0-255 Multihome additional consecutive
addresses
eth n igmp 0,1 Enable IGMP on this interface
eth n bridge 0,1 Enable Bridge on this interface
eth n heartbeatip | IP address Send Heartbeat messages to IP address

a.b.c.d every h hrs m mins s seconds

eth n hrtbeatint 0-86400 Send Heartbeat messages to IP address
a.b.c.d every h hrs m mins s seconds
This CLI value is entered in seconds only.

eth n hbipent blank, eth, ppp | Use interface x,y for the source IP
address
x=Interface type

eth n hbipadd 0-255 Use interface x,y for the source IP
address
y=interface number

eth n hbroute 0,1 Select the transmit interface using the
routing table

eth n hbimsi 0,1 Include IMSI information in the
Heartbeat message
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Configure Ethernet Quality of Service (QoS) parameters

Web

1. Goto Configuration > Network > Interfaces >Ethernet> ETH n > QoS.
The parameters on the QoS page control the Quality of Service management facility. Each
Ethernet interface has an associated QoS instance, where ETH 0 maps to QoS 5, ETH 1 maps to
QoS 6 and so on. These QoS instances include ten QoS queues into which packets may be
placed when using QoS. Each of these queues must be assigned a queue profile from the
twelve available.

- oS
¢ Enable Qo5 on this interface
Link speed: |54 kbps
Queue Profile Priority
] nr Yery High ¥
1 1 r High r
] 2 r Medium ¥
3 3 ¥ Low ¥
4 4 ¥ Very Low ¥
5 4 ¥ Very Low ¥
B 4 ¥ Very Low ¥
Fj 4 ¥ Very Low ¥
8 4 ¥ Very Low ¥
9 4 ¥ Very Low ¥
10 4 ¥ Very Low ¥
11 4 ¥ Very Low ¥
12 4 ¥ Very Low ¥
13 4 ¥ Very Low ¥
14 4 ¥ Very Low ¥

2. Enter the QoS parameters as needed:

Enable QoS on this interface
When enabled, displays the following QoS configuration parameters:-

Link speed n Kbps

Set this setting to the maximum data rate that this PPP link is capable of sustaining. The
router uses this setting when calculating whether or not the data rate from a queue can
exceed its minimum Kbps setting, as determined by the profile assigned to it and send at a
higher rate (up to the maximum Kbps setting).

Queue n

Below this column heading is a list of ten queue instances. Each instance is associated with the
profile and priority on the same row.
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Profile n

This column contains the profile to be associated with the queue. There are twelve available,
0-11, selected from the drop-down list boxes.

Priority
This column contains drop-down menu boxes for assigning a priority to the selected queue. The
priorities available are Very High, High, Medium, Low, and Very Low.

3. Click Apply.

Command line

linkkbps Integer Link speed n kbps

gos n gOprof 0-11 Queue 0 Profile
qos n qOprio 0-4 Queue 0 Priority

0=Very high

1=High

2=Medium

3=Low

4=Very Low
gos n glprof 0-11 Queue 1 Profile
gos n glprio 0-4 Queue 1 Priority
gos n g2prof 0-11 Queue 2 Profile
qos n g2prio 0-4 Queue 2 Priority
gos n g3prof 0-11 Queue 3 Profile
gos n g3prio 0-4 Queue 3 Priority
gos n g4prof 0-11 Queue 4 Profile
qos n g4prio 0-4 Queue 4 Priority
gos n g5prof 0-11 Queue 5 Profile
gos n g5prio 0-4 Queue 5 Priority
gos n g6prof 0-11 Queue 6 Profile
qos n gé6prio 0-4 Queue 6 Priority
gos n q7prof 0-11 Queue 7 Profile
gos n g7prio 0-4 Queue 7 Priority
gos n g8prof 0-11 Queue 8 Profile
qos n g8prio 0-4 Queue 8 Priority
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q9prof 0-11 Queue 9 Profile

qos n g9prio 0-4 Queue 9 Priority
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Configure Ethernet Virtual Router Redundancy Protocol (VRRP)

VRRP (Virtual Router Redundancy Protocol) allows multiple physical routers to appear as a single
gateway for IP communications in order to provide back-up WAN communications in the event that
the primary router in the group fails in some way. It works by allowing multiple routers to monitor
data on the same IP address. One router is designated as the master of the address and under
normal circumstances it will route data as usual. However, the VRRP protocol allows the other routers
in the VRRP group to monitor the master and if they detect that it is no longer operating, negotiate
with each other to take over the role as owner. The protocol also facilitates the automatic re-
prioritization of the original owner when it returns to operation.

Web

1. Goto Configuration > Network > Interfaces >Ethernet> ETH n > VRRP.

| VRRP |
¥ Enable VRRP aon this interface

VRRP Group ID:|D
WRRP Priority:|0
Send advertisements every |1 seconds when in MASTER mode
Switch to MASTER mode if no advertisements are received within |3 seconds

Delay VRRP startup by |0 seconds after the ethernet interface connects

Boost the priority by |0 for |0 seconds after switching to the MASTER. state
Enable YRRP+ Probing
Adjust priority according to status of another VRRP

2. Enter VRRP parameters:

Enable VRRP on this interface
Enables VRRP on this interface.

VRRP Group ID

The VRRP group ID parameter identifies routers that are configured to operate within the
same VRRP group. The default value is 0 which means that VRRP is disabled on this Ethernet
interface. The value may be set to a number from 1 to 255 to enable VRRP and include this
Ethernet port in the specified VRRP group.

VRRP Priority

The priority level of this Ethernet interface within the VRRP group from 0 to 255. 255 is the
highest priority and setting the priority to this value would designate this Ethernet interface as
the initial master within the group. The value selected for the VRRP priority should reflect the
values selected for other routers within the VRRP group, such as no two routers in the group
should be initialized with the same value.
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Boost the priority by n for s seconds after switching to the MASTER state

Increases the VRRP priority by the specified amount for the specified amount of time when the
router has become the VRRP group master. This option can be used to provide network
stability when the original master cycles between on- and offline, causing repeated VRRP state
switches.

Enable VRRP+ Probing

Enables VRRP+ probing on this Ethernet interface. VRRP+ probing allows a secondary router to
take over as master under a wider range of activity, by dynamically adjusting the VRRP priority
of aninterface and if necessary, changing the status of that interface from master to backup
or vice-versa. It does this by probing an interface, either by sending an ICMP echo request
(PING) or by attempting to open a TCP socket to the specified Probe IP address.

+ Enable VRRP+ Probing

Send ¥ | probe to IP address TCP port |0
every |0 seconds when in Backup state

every |0 seconds when in Master state

Adjust priority by |0 Down ¥ | after |0 probe failures

Reset probe failure count after |0 probe successes

Use interface |Auto r 0 over which to send probe

Get the source IP address from interface |Auto ¥ 0

Send p probe to IP address a.b.c.d TCP port n

Configures VRRP+ to send a probe packet to the appropriate IP address and TCP port. The TCP
port is needed if the probe type is TCP. The routing code determines which interface to use.
This allows the router to test other interfaces and adjust the VRRP priority according to the
status of that interface. For example, the user may wish to configure probing in such a way
that the Digi router WAN interface is tested, and adjust the VRRP priority down if the WAN is
not operational. Another example would be to probe the WAN interface of another VRRP
router, and adjust the local VRRP priority up if that WAN interface is not operational. When
configured to probe in this manner, it is necessary to configure a second Ethernet interface to
be on the same subnet as the VRRP interface. This is because you cannot use the VRRP
interface when it is in backup mode. The probes should be sent on this second interface. The
second interface has the other VRRP router as its gateway. Configure the routing table to
direct packets for the probe address to the desired interface.

every n seconds when in Backup state
The interval between successive probe attempts when the interface is in Backup state.

every n seconds when in Master state
The interval between successive probe attempts when the interface is in Master state.

Adjust priority n dir after x probe failures

Controls by how much and in which direction the VRRP priority is adjusted when the specified
number of probes have failed.
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Reset probe failure count after n probe successes

The number of consecutive successful probes required before the current failure count is reset
to 0.

Use interface x,y over which to send probe
Overrides the routing code and forces the probe packets to be sent out of a specific interface.

Get the source IP address from interface x,y

Enables probe packets having the source IP address from a specific interface, rather than the
interface over which it is being transmitted.

3. Click Apply.

Command line

Command | Instance | Parameter Values Equivalent web parameter
eth n vrrpid 0-255 VRRP Group ID

eth n vrrpprio 0-255 VRRP Priority

eth n vboostprio 0-255 Boost the priority by n for s

seconds after switching to the
MASTER state

eth n vboostsecs Integer Boost the priority by n for s
seconds after switching to the
MASTER state

eth n vprobemode off, TCP,ICMP | Send p probe to IP address
a.b.c.d TCP port n

eth n vprobeip IP Address Send p probe to IP address
a.b.c.d TCP port n

eth n vprobeport 0-65535 Send p probe to IP address
a.b.c.d TCP port n

eth n vprobebackint 0-32767 every n seconds when in
Backup state

eth n vprobemastint 0-32767 every n seconds when in Master
state

eth n vprobead] 0-255 Adjust priority n dir after x
probe failures

eth n vprobeadjup 0=down Adjust priority n dir after x

1=up probe failures
eth n vprobefailcnt 0-255 Adjust priority n dir after x

probe failures
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vprobesuccesscnt 0-255 Reset probe failure count after
n probe successes

eth n vprobeent Auto, ETH, PPP | Use interface x,y over which to
send probe

eth n vprobeadd Integer Use interface x,y over which to
send probe

eth n vprobeipent Auto, ETH, PPP | Get the source IP address from

interface x,y

eth n vprobeipadd Integer Get the source IP address from
interface x,y
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Configure logical Ethernet interfaces

Logical Ethernet interfaces are virtual Ethernet interfaces.

Logical Ethernet interfaces assign extra IP addresses to the router on the same or an alternate
subnet using the same physical Ethernet connection.

You can use Logical Ethernet interfaces as a bridging feature, for example, in a Wi-Fi configuration,
where it is desirable to not use a physical interface for the bridging.

You can configure them similarly to standard Ethernet interfaces, except for the Speed and Duplex
settings, which require a physical interface.

Web

1. Goto Configuration > Network > Interfaces >Ethernet> Logical Ethernet Interfaces.

= Logical Ethernet Interfaces
P ETH 12
ETH 13
ETH 14
ETH 15
ETH 16
ETH 17
ETH 18
ETH 19
ETH 20
ETH 21
ETH 22
ETH 23
ETH 24
ETH 25
ETH 26
ETH 27

T W W W W W W W W W W W w ww

2. Configure the Ethernet settings as needed. For parameter descriptions, see Configure basic
Ethernet IP address parameters, Configure advanced Ethernet parameters, Configure Quality
of Service (QoS), and Configure Ethernet Virtual Router Redundancy Protocol (VRRP).

3. Click Apply.

Command line

Use the eth and qos commands to configure logical Ethernet interfaces, as documented in the
Command line sections of these topics: Configure basic Ethernet IP address parameters, Configure
advanced Ethernet parameters, Configure Quality of Service (QoS), and Configure Ethernet Virtual
Router Redundancy Protocol (VRRP).
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Configure which Ethernet devices can send packets to the router
(MAC filtering)

Ethernet MAC filtering restricts which Ethernet devices can send packets to the router. If MAC filtering
is enabled on an Ethernet interface, only Ethernet packets with a source MAC address that is
configured in the MAC Filter table will be allowed. If the source MAC address is not in the MAC Filter
table, the packet will dropped.

Web

1. Goto Configuration > Network > Interfaces >Ethernet> MAC Filtering.
2. Configure MAC filtering settings:

Enable MAC filtering on Ethernet interfaces
Enables MAC filtering on a specific Ethernet interface.

+ MAC Filtering

Caution: Carefully review settings before applying changes. Incorrect settings can
malke this router inaccessible from the netwark.

Enable MAC filtering on Ethernet interfaces

Interface Enable
ETH O
ETH 1
ETH 2
ETH 3
ETH 4
ETH S
ETH &
ETH 7
ETH 8

MAC Address

The Ethernet source MAC address to allow. It is possible to allow a range of MAC addresses by
configuring only the significant part of the MAC address. such as 00:04:2d will allow all
Ethernet packets with a source MAC address starting with 00:04:2d.

MAC Address
Mo MAC addresses have been added
| Add |
Apply
3. Click Apply.
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Command line

Command | Instance | Parameter Values Equivalent web parameter
eth n macfilt on, off Enable MAC filtering on
Ethernet interfaces
macfilt n mac MAC address with no MAC Address
separators.
Partial MAC address are
allowed.

Digi TransPort® Routers User Guide 204



Configuring network interfaces Configure Ethernet interfaces

Configure an Ethernet bridge between two networks (MAC bridging)

The Ethernet MAC bridge function creates an Ethernet bridge between two physically separate
Ethernet networks. It is possible to allow bridging over DSL, W-Wan, ISDN and PSTN connections but
note that the only restriction on the traffic sent across the link is done via MAC address filtering and
that all Ethernet traffic will be bridged, no firewall restrictions are applied to this traffic.

Once the bridge has been configured, the MAC addresses to bridge need to be configured in the MAC
bridge table.

Web
1. Goto Configuration > Network > Interfaces >Ethernet> MAC Filtering.

+ MAC Bridging

Enable MAC bridging on Ethernet interfaces

Listen
Interface Enable Forward to Host Port on
Port
ETH O 0 0
ETH1 0 0
ETH 2 0 0
ETH 3 0 0
ETH 4 0 0
ETH 5 0 0
ETH & 0 0
ETH 7 0 0
ETH & 0 0
ETH 9 0 0

2. Configure MAC bridging settings:

Enable
Enables MAC bridging on the Ethernet interface.

Forward to Host
The IP address of the remote router to which the Ethernet packets will be bridged.

Port
The TCP port that the remote router is listening on.

Listen on Port
The TCP port that the router will listen on for incoming bridged packet from the remote router.

MAC Address

The Ethernet destination MAC address of packets to be bridged. It is possible to allow a range
of MAC addresses by configuring only the significant part of the MAC address. such as 00042d
will allow all Ethernet packets with a source MAC address starting with 00:04:2d.

3. Click Apply.
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Command line

Command |Instance | Parameter Values
eth n srcbhost IP Address
eth n srchport 0-65535
eth n srcblistenport 0-65535
bridgemac | n mac

separators.

Partial MAC address

are allowed.
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MAC address with no

Configure Ethernet interfaces

Equivalent web parameter
Forward to IP address

Port

Listen on Port

MAC Address
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Configure Rapid Spanning Tree Protocol (RSTP)

RSTP support is available on the WR44 family of devices only. It is not available on WR11, WR21,
WR31, or WR41 devices.

The Rapid Spanning Tree Protocol (RSTP) is a Layer 2 protocol which ensures a loop free topology on a
switched or bridged LAN while allowing redundant physical links between switches. When enabled, the
TransPort device uses RSTP but this is backwards compatible with STP.

If the router is in Port Isolate mode, RSTP is not enabled. If an Ethernet interface is configured with a
hub group, RSTP is disabled on that interface.

Web

Enable RSTP
Enables RSTP on the router.

Priority
The RSTP priority.

Group
The RSTP group that the router is in.

Command line

Command Instance Parameter Values Equivalent web parameter
stp 0 enable on, off Enable RSTP
stp 0 prio 0-65535 Priority
stp 0 group - Group
stp 0 debug 0,1 Not available on the web
interface.
View port status

To view the status of RSTP/STP on a router’s Ethernet ports, use the following commands:

stp show

Port 0, Designated, Forwarding ctrl2:0x6
Port 1, Backup, Discarding ctrl2:0x1
Port 2, Backup, Discarding ctrl2:0x1
Port 3, Disabled, Discarding ctrl2:0x1

The port roles are:
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e o

Disabled There is nothing physically connected to this Ethernet port.

Root Aforwarding port that has been elected for the spanning-tree topology, towards the
root bridge.

Designated | Aforwarding port for every LAN segment, away from the root bridge.
Alternate An alternate path to the root bridge. This path is different than using the root port.

Backup A backup/redundant path to a segment where another bridge port already connects.

The STP port states are:

State Description
Disabled The port is not functioning and cannot send or receive data.
Listening The port is sending and receiving BPDUs and participates in the election process of

the root bridge. Ethernet frames are discarded.

Learning The port does not yet forward frames, but learns source addresses from frames
received and adds them to the MAC address table.

Forwarding | The port receiving and sending data, normal operation. STP still monitors incoming
BPDUs that would indicate it should return to the blocking state to prevent a loop.

Locking A port that would cause a switching loop, no user data is sent or received but it may
go into forwarding mode if the other links in use were to fail and the spanning tree
algorithm determines the port may transition to the forwarding state. BPDU data is
still received in blocking state.

The RSTP port states are:

Role Description

Learning The port does not yet forward frames but it does learn source addresses from
frames received and adds them to the MAC address table. The port processes
BPDUs.

Forwarding | The port receiving and sending data, normal operation. STP still monitors incoming
BPDUs that would indicate it should return to the blocking state to prevent a loop.

Discarding | A port that would cause a switching loop, no user data is sent or received but it may
go into forwarding mode if the other links in use were to fail and the spanning tree
algorithm determines the port may transition to the forwarding state. BPDU data is
still received in blocking state.
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Configure Virtual LAN (VLAN) support

Virtual LANs (VLANSs) allow splitting a single physical LAN into separate Virtual LANs. This is useful for
security reasons, and also helps cut down on broadcast traffic on the LAN.

Web
1. Goto Configuration > Network > Interfaces >Ethernet> VLANS.

- VLANS

Enable VLAN support on Ethernet interfaces

Interface Enable
ETH O
ETH
ETH
ETH
ETH
ETH
ETH
ETH
ETH
ETH

WDO0D s W e W R

2. Configure virtual LAN settings:

Enable VLAN support on Ethernet interfaces
This parameter enables VLAN support on the Ethernet interface.

VLAN ID

The ID of the Virtual LAN. The TCP header uses the VLAN ID to identify the destination VLAN for
the packet.

You can configure up to 20 VLANs

VLAN Ethernet Source
ID Interface Lo IP Address Sooanm oo
Mo VLAM configurations have been added
0T | Add |
Reserve VLAM ID O for system usage
| Apply

Ethernet Interface
The Ethernet port that tags the outgoing packets. Packets sent from this interface have VLAN
tagging applied.
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IP Address

The destination IP address. This parameter is optional. If configured, only packets destined for
this IP address have VLAN tagging applied.

Mask

The destination IP subnet mask. This parameter is optional. If configured, only packets
destined for this IP subnet mask have VLAN tagging applied.

Source IP Address

The source IP address. This parameter is optional. If configured, only packets from this IP
address have VLAN tagging applied.

Source Mask

The source IP subnet mask. This parameter is optional. If configured, only packets from this IP
subnet mask have VLAN tagging applied.

3. Click Apply.

Command line

Command Instance Parameter Values Equivalent web parameter

eth n vlan on, off Enable VLAN support on Ethernet
interfaces

vlan n vlanid 0-4095 VLAN ID

vlan n ethctx Integer Ethernet Interface

vlan n ipaddr IP Address IP Address

vlan n mask IP Mask Mask

vlan n srcipaddr IP Address Source IP Address

vlan n srcmask IP Mask Source Mask
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Configure Wi-Fi interfaces

The Configuration > Network > Interfaces > Wi-Fi section of the web interface that contains the
configuration options required to configure and enable the Wi-Fi features.
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Configure global Wi-Fi settings

Because of national restrictions on the channels available for use, the correct country should be
selected from the drop down list to restrict the channels that are legal to use by the router. If
required, a specific channel can be selected to override the auto selection. The Antenna setting is not
available on some but not all TransPort WR routers.

Web

1. Goto Configuration > Network > Interfaces > Wi-Fi > Global Wi-Fi Settings.

I!'nu!igurntinu Network > Interfaces > Wi-Fi > Glabal Wi-Fi Settings

w Interfaces
» Ethernet
- Wi-Fi
= Global Wi-Fi Settings

Country: | United States r
Ramote managemeant access: | No restrictions bl
Hetwork Mode: |B/G/N v
Channel:  Auto ¥

Antenna: | Auto ¥

b Advanced
F Wi-Fi Hotspot
F Wi-Fi Filtering

2. Configure global Wi-Fi settings:

Country

Selecting a country from the drop down list restricts the channels that the router will use. See
for more info on licensed channels.

Network Mode

Select your chosen mode of operation from the drop down list. The available options vary by
router, and some operation modes may not be available on some models.

Channel

Selecting Auto allows the router to scan for a free channel within the range of legal channels
for the selected country. It is possible to manually select a specific channel to use, but make
sure the selected channel is legal to use in the country.

3. Click Apply.
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Command line

Command | Instance Parameter Values Equivalent web parameter
wifi 0 country Country name Country

wifi 0 chanmode a, an, anac, bg, bgn Network Mode

wifi 0 channel auto, 1-14, 36,40, 44, Channel

48,56, 60, 64, 149,
153,155,157, 161,
165

wifi 0 nocfg 0 - No restrictions Remote Management access
1 - Disable
management
2 - Disable return
RST
3-Disable
management and
return RST

wifi 0 antenna 0 - Auto Antenna
1-Primary
2 - Secondary

Restricting Wi-Fi channels by country

The web interface Country setting and CLI wifi country parameter allow specifying a country name to
restrict the number of channels the router uses according to the channels supported in a particular
country. Following is a list of the countries that are currently supported:
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Albania
Algeria
Argentina
Armenia
Australia
Austria
Azerbaijan
Bahrain
Belarus
Belgium
Belize
Bolivia
Brazil
Brunei
Bulgaria
Canada
Chile
China
Colombia
Costa Rica
Croatia
Cyprus
Czech Republic
Denmark
Dominican Republic
Ecuador
Egypt

El Salvador
Estonia
Faroe Islands
Finland
France
Georgia
Germany
Greece

Guatemala
Honduras
Hong Kong
Hungary
Iceland
India
Indonesia
Iran

Iraq

Ireland
Israel

Italy
Jamaica
Japan
Jordan
Kazakhstan
Kenya
North Korea
South Korea
Kuwait
Latvia
Lebanon
Libya
Liechtenstein
Lithuania
Luxembourg
Macau
Macedonia
Malaysia
Mexico
Monaco
Morocco
Netherlands
New Zealand
Nicaragua
Norway

Configure Wi-Fi interfaces

Oman
Pakistan
Panama
Paraguay
Peru
Philippines
Poland
Portugal
Puerto Rico
Qatar
Romania
Russia

Saudi Arabia
Singapore
Slovak Republic
Slovenia
South Africa
Spain
Sweden
Switzerland
Syria

Taiwan
Thailand
Trinidad and Tobago
Tunisia
Turkey

U.AE.
Ukraine
United Kingdom
United States
Uruguay
Uzbekistan
Venezuela
Vietham
Yemen
Zimbabwe

Licensed channels when channel number is set to Auto

When the channel number is Auto, the licensed channels the router uses are:

EMEA (excluding France)

France

Americas (excluding Mexico)

Mexico
Israel
China

Japan
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1-13

10-13

1-11

1-8 Indoor, 9-11 outdoor
3-9

1-11

1-14

36,40, 44, 48
36, 40, 44, 48

36,40, 44, 48, 149, 153, 157, 161, 165
36,40, 44, 48, 149, 153, 157, 161, 165
36,40, 44, 48, 149, 153, 157, 161, 165
149,153, 157,161, 165

36,40, 44,48
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It is illegal to use restricted channels in certain countries.
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Configure advanced global Wi-Fi settings

The Advanced Global Wi-Fi settings control the behavior of the protocols used in Wi-Fi communications
at a more detailed level.

Web

1. Goto Configuration > Network > Interfaces > Wi-Fi > Global Wi-Fi Settings > Advanced.
2. Configure advanced global Wi-Fi settings as needed:

EAP Timeout

An inactivity timeout during enterprise mode authentication. This parameter is used when the
device is configured as an Access Point.

EAP Identity Request Timeout

When the device is configured as an Access Point, this parameter sets the time the device
waits after sending an ID request to the Wi-Fi client.

Noise floor offset

This parameter applies to TransPort WR44v2 models with a Wi-Fi a/b/g/n module only.
Normally, users do not need to change this parameter.

An offset, specified in dBm, that is added to the noise floor calculated by the Wi-Fi module and
used in clear-channel assessment when frames are transmitted, and in determining the signal
strength of clients. Using this parameter can address problems in noisy environments where
the Wi-Fi module may calculate the noise floor as too low, which can result in a breakdown in
Wi-Fi communications. Note, however, that a higher noise floor offset value can result in
decreased sensitivity (range).

CAUTION! Changing this value from its default of 0 dBm can severely impact device
performance. Change this setting only under the direction of Digi Technical Support.

3. Click Apply.

Command line

wifi eapto <seconds>; EAP Timeout
default is 30
seconds

wifi 0 eapidreqto <seconds>; EAP Identity Request Timeout
default is 30
seconds

wifi 0 noise_floor_offset | <integer value> Noise floor offset
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Configure a Wi-Fi node as a hotspot
The Wi-Fi Hotspot settings apply to using any Wi-Fi node as a hotspot.

Web

1. Goto Configuration > Network > Interfaces > Wi-Fi > Global Wi-Fi Settings > Wi-Fi
Hotspot.

2. Configure Wi-Fi hotspot settings:

Enable Wi-Fi Hotspot on
Enables or disables Wi-Fi Hotspot support on a particular Wi-Fi node.

Splashscreen filename

Selects an ASP web file that will be presented to the client’s internet browser when they
connect for the first time.

Each client can connect for h hrs m mins

The amount of time that a Wi-Fi client can use the Wi-Fi hotspot before having to re-
authenticate.

Require Wi-Fi client authentication

If enabled, specifies that Wi-Fi hotspot authentication is required for Wi-Fi clients. You can then
select the RADIUS configuration to use.

Hotspot Exceptions

It is possible to configure a number of web locations for which authentication is not required.
These settings allow the splashscreen to access these locations in order to display them to the
client when authenticating.

3. Click Apply.

Command line

Command | Instance | Parameter Values Equivalent web parameter

wifinode | n hotspot on, off Enable Wi-Fi Hotspot on

wifi 0 hotspot_fname Filename Splashscreen filename

wifi 0 hotspot_lifetime | Integer Each client can connect for h hrs m
mins.The CLI value is entered in seconds
only.

wifi 0 hotspot_auth on, off Require Wi-Fi client authentication

wifi 0 hotspot_ 0,1 Use RADIUS instance

radiuscfg
hshosts n host Hostname | Hotspot Exceptions
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Configure Wi-Fi filtering

You can restrict access to the router via Wi-Fi. When the filtering is enabled, only MAC addresses
configured in the table will be allowed to connect to the router.

Web
1. Goto Configuration > Network > Interfaces > Wi-Fi > Global Wi-Fi Settings > Wi-Fi
Filtering.
2. Configure Wi-Fifiltering settings:

Enable Wi-Fi filtering

Enable Wi-Fi filtering so that only clients who have their Wi-Fi MAC address configured in the
MAC address table will be allowed to connect.

MAC Address
MAC addresses of Wi-Fi client that you wish to allow access to.

Avalid MAC address has the format: 11:22:33:44:55:66. When entering this parameter, omit
the : separators. For example, 112233445566.

Carefully review settings before applying changes. Incorrect settings can make the
TransPort device inaccessible from the Wi-Fi network.

3. Click Apply.

Command line

Command | Instance | Parameter Values Equivalent web parameter
wifinode | n macfilter on, off Enable Wi-Fi filtering

wifi 0 mac MAC address MAC Address
with no
separators,
such as
112233445566
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Configure a Wi-Fi node

When a Wi-Fi interface is configured to be an Access Point, an SSID must be configured for a Wi-Fi
interface to operate.

To forward packets to and from a Wi-Fi interface, the Wi-Fi interface must be bridged to a configured
Ethernet interface. The Wi-Fi interface and Ethernet interface must be in the same Bridge instance.

If a DHCP server is required to run on the Wi-Fi interface, the DHCP server instance corresponding
bridged Ethernet interface should be configured.

In some cases, it may be necessary to bridge multiple Ethernet instances to a single Wi-Fi instance. If
this is required, only one Ethernet instance should be configured.

Web

1. Goto Configuration > Network > Interfaces > Wi-Fi > Wi-Fi Node n.
2. Configure the Wi-Fi node settings:

Enable this Wi-Fi interface

Enables or disables the Wi-Fi interface.

Description
A descriptive name for the Wi-Fi interface to make it easier to identify.

SSID

When the Wi-Fi interface is configured to be an Access Point, this is the SSID that is advertised
to the Wi-Fi clients.

When the Wi-Fi interface is configured to be a Client, this is the SSID of the Access Point to
which you wish to connect.

Mode

The Wi-Fiinterface can run in various modes. The options are:
m  Access Point
m Client

Rogue Detection (Scan for unauthorised Access Points)

This Wi-Fi interface is a member of Bridge instance n and therefore bridged to the following
interfaces. The options are:

m Access Point. When the Wi-Fi interface is configured to be an Access Point, to forward
packets to and from the Wi-Fi interface, it must be bridged with an Ethernet interface
using a Bridge instance.

m Client
Interface

Interfaces that are currently members of the selected Bridge instance. Note that multiple Wi-Fi
interfaces can be members of the same Bridge instance.
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Link this Wi-Fi client interface with Ethernet n

When the Wi-Fi interface is configured to be a client, it must be bridged to a particular Ethernet
interface.

This Wi-Fi rogue scanner will use Ethernet n

When the Wi-Fi interface is configured to be a rogue scanner, it uses the selected Ethernet
interface.

Hide SSID

When enabled, the SSID is not included in the beacon messages transmitted by the Wi-Fi
interface when in Access Point mode. This means that Wi-Fi clients cannot auto-detect the
Access Point.

Enable station isolation

When enabled, connected Wi-Fi clients cannot communicate with other Wi-Fi clients or Ethernet
hosts connected to this Access Point.

Click here to assign a timeband to this interface

You can optionally assign a time band to the Wi-Fi interface. Time bands determine periods of
time during which the router allows activating PPP or Wi-Fi interfaces or prevents them from
activating. The Configuration > Network > Timebands

page opens with a list of interfaces. Go to the Wi-Fi interface list and enable time bands as
desired. See Configure a time band for more information.

3. Inthe Security section, configure Wi-Fi security for the node:

If you are using multiple Wi-Fi interfaces at the same time, the interfaces must use the same
security settings, except for the pre-shared key (PSK). The only alternative is to use Wi-Fi with
no security.

Use the following security on this Wi-Fi interface
Selects the security on this Wi-Fi interface. The options are:

m None

s WEP

= WPA-Personal

m WPA2-Personal

m WPA-Enterprise

m WPA2-Enterprise

WEP Settings

The various WEP security settings for both Access Point and Client modes.

WEP Key size
The WEP key size to use.
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WEP Key index

The WEP key index number. This needs to match the index selected on the connecting Wi-Fi
clients or Access Points that this router wishes to connect to.

WEP Key / Confirm WEP Key

If the WEP key size is 64 bits, the key should be 5 characters long. If the WEP key size is 128
bits, the key should be 13 characters long.

WPA-PSK / WPA2-PSK
The various WPA-PSK / WPA2-PSK security settings for both Access Point and Client modes.

WPA Encryption

The encryption algorithm to use. The options are:
m TKIP
m AES (CCMP)

WPA pre-shared key / Confirm WPA pre-shared key
The pre-shared key (PSK) to use. It must be between 8 and 63 characters long.

WPA-RADIUS / WPA2-RADIUS

The various WPA-RADIUS / WPA2- RADIUS security settings for both Access Point and Client
modes.

WPA Encryption

The encryption algorithm to use. The options are:
m TKIP
m AES (CCMP)

RADIUS NAS ID
The NAS ID of the RADIUS server.

RADIUS Server IP Address
The IP address of the RADIUS server

RADIUS Server Password / Confirm RADIUS Server Password
The password of the RADIUS server.
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4. To connect the Wi-Fi node to an existing Wi-Fi Access Point, click Network Scanning and click
Perform Network Scan. The router scans the local airwaves for any Access Points that are

present, and lists the results in a table:
* Wi-Fi Node 0

* Network Scanning

| Perform Metwork Scan |

S5ID MAC Security
NISEET 00:14:78:D9:84:44 WPAZ2 Personal
wu24hz ©0:E7:01:C4:28:B0  WPA2 Personal
NISBET AO:F32:C1:E4:9F:89 WPAZ Personal
NISBET 00:18:E7:FC:AD:EC WPAZ2 Personal
Finished MNetwork Scan.

Wireless Networks

WPA Type Signal Channel

AES good 1
AES good 1
AES good 6
AES excellent 12

Click Connect to connect to one of the Access Points.
5. Click Apply.

Command line

Basic Wi-Fi node settings

Command | Instance | Parameter Values
wifinode 0 enabled on, off
wifinode 0 descr String
wifinode 0 ssid String up to 32
characters
wifinode 0 mode ap, client,
rogue
wifinode o) bridge_inst 0-3
eth n bridge_inst 0-3
eth n wificli on, off
eth n wificli_add Integer
wifinode 0 broadcastssid on, off
wifinode 0 isolation on, off
wifinode n roam_threshold | RSSI value
wifinode n roam_timeout | Seconds
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Equivalent web parameter
Enable this Wi-Fi interface
Description

SSID

Mode

This Wi-Fi interface is a member of
Bridge instance n and therefore
bridged to the following interfaces

Interface

Link this Wi-Fi client interface with
Ethernet n

Link this Wi-Fi client interface with
Ethernet n

Hide SSID
Enable station isolation
None; command-line only

None; command-line only
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The roam_threshold and roam_timeout parameters can impact monitoring. If roam_threshold
and roam_timeout are both non-zero, and the Wi-Fi node is configured in client mode, monitoring of
the signal strength of the link to the currently associated Access Point starts as soon as the client has
successfully connected to that Access Point. Signal strength monitoring stops at any time the client
disconnects from the Access Point. If the RSSI of frames received from the Access Point stays below
the roam_threshold for roam_timeout consecutive seconds, monitoring stops and the client starts
scanning for Access Points.

Wi-Fi node security settings

Command Instance Parameter Values Equivalent web parameter
wifinode 0 security none Use the following security on this
wep Wi-Fi interface
wpapsk
wpa2psk
wparadius
wpa2radius
wifinode 0 weptype open, Not available on the WEB.
sharedkey
wifinode 0 wepkeylen 64,128 WEP Key size
wifinode 0 wepkeyindex | 1-4 WEP Key index
wifinode 0 wpatype tkip, aes WPA Encryption
wifinode 0 sharedkey text WEP Key/WPA pre-shared key
radcli n* nasid String RADIUS NAS ID
radcli n* server IP Address RADIUS Server IP Address
radcli n* password String RADIUS Server Password

* The Wi-Fi interfaces each use a fixed RADIUS client. For example:

m  Wi-FiO uses radcli 1
m Wi-Fi 1 uses radcli 2

m  Wi-Fi 2 uses radcli 3, and so on.

The following table details the authentication and encryption algorithms and the CLI commands
needed to configure them.

Network Authentication Data Encryption CLI Commands

Open Disabled wifinode 0 security none

Shared Disabled Not supported
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Network Authentication Data Encryption CLI Commands

Open WEP
Shared WEP
WPA TKIP
WPA2 TKIP
WPA-PSK TKIP
WPA2-PSK TKIP
WPA AES
WPA2 AES
WPA-PSK AES
WPA2-PSK AES
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wifinode 0 security wep

wifinode 0 weptype open

wifinode 0 wepkeylen <64 | 128>
wifinode 0 wepkeyindex <1..4>

wifinode 0 sharedkey <5 or 13 char key>

wifinode 0 security wep

wifinode 0 weptype sharedkey

wifinode 0 wepkeylen <64 | 128>
wifinode 0 wepkeyindex <1..4>

wifinode 0 sharedkey <5 or 13 char key>

wifinode 0 security wparadius
wifinode 0 wpatype tkip
wifinode 0 radiuscfg 1

wifinode 0 security wpa2radius
wifinode 0 wpatype tkip
wifinode 0 radiuscfg 1

wifinode 0 security wpapsk
wifinode 0 wpatype tkip
wifinode 0 sharedkey <8..63 char key>

wifinode 0 security wpa2psk
wifinode 0 wpatype tkip
wifinode 0 sharedkey <8..63 char key>

wifinode 0 security wparadius
wifinode 0 wpatype aes
wifinode 0 radiuscfg 1

wifinode 0 security wpa2radius
wifinode 0 wpatype aes
wifinode 0 radiuscfg 1

wifinode 0 security wpapsk
wifinode 0 wpatype aes
wifinode 0 sharedkey <8..63 char key>

wifinode 0 security wpa2psk
wifinode 0 wpatype aes
wifinode 0 sharedkey <8..63 char key>
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Perform a rogue scan

Wi-Fi-equipped TransPort routers can perform a rogue scan to scan the Wi-Fi channels and will which
Wi-Fi Access Points it detects. You can use rogue scans to detect unauthorized Access Points that
might be trying to get unsuspecting Wi-Fi clients to connect them. When the router detects an
authorized Access Point, the router creates an event log entry. In addition, you can configure
triggering an alarm notification, such as email, SMS message, or SNMP trap. From the rogue scan
results, you can save a list a list of the MAC addresses of the authorized Access Points that will not be

reported when detected.

—— Web

1. Goto Configuration > Network > Interfaces > Wi-Fi > Rogue Scan.

+ Rogue Scan

Do not flag as rogue the following &4PMs
{(vou may specify up to 4 addresses).

A valid MAC address has the format 11:22:33:44:55:66
(@ hyphen '-' is also accepted as the separator].

MAC Address
Mo MAC addresses have been added

Add

Perform Rogue Scan

2. Inthe MAC Address field, enter The MAC address of an authorized Access Point

3. Click Add to add the authorized Access Point to the list of authorized Access Points.

4. Click Perform Rogue Scan. The router scans the Wi-Fi channels to detect unauthorized Access
Points.

5. Click Apply.
Command line

Equivalent web
Command | Instance | Parameter | Values parameter

macrogue | n mac MAC address with no separators, for MAC Address
example 112233445566
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Configure mobile (cellular) interfaces

Configuration parameters required from your mobile network

Before attempting to connect to a wireless service, you must set several parameters specific to your
mobile network operator. Have the following information on hand:

m The assigned APN (Access Point Name), unless the router is configured to select the APN
automatically.

For more information about automatic APN selecton, see Automatic APN configuration.
= PIN Number for your SIM card (if any)
m Username and password (if any)
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Supported cellular modules in Digi TransPort products

For the TransPort product family, Digi continues to add support for cellular modules as vendors make
updates and improvements to support the latest chipsets and cellular technology. Digi provides the
following support and testing for cellular modules:

= Full support for cellular modules currently shipping in Digi products. Digi verifies that these
modules are running the latest module firmware, that this latest firmware is compatible and
functions properly.

= Partial support for cellular modules that have shipped in Digi TransPort products previously but
are no longer actively supported by the module vendor. Firmware testing no longer includes
these modules, however every attempt is made to maintain support as features and
improvements are implemented. Any issues with these modules that arise are verified, scoped,
and either scheduled to be fixed or a newer, supported module offered as an upgrade option.

m Limited support for cellular modules that have never shipped in Digi TransPort products, and
have never been part of firmware testing and verification efforts. These modules may be
similar to fully- or partially-supported modules by the same vendor and may even have been
informally tested and shown to work in Digi products. Any operational and performance issues
with these modules are evaluated and scoped to be fixed on a business case basis.

For the current list of cellular modules for which Digi provides full, partial, and limited support, see the
Release Notes for the most recent Digi TransPort firmware. The release notes are available on the
Product Support page for your Digi TransPort product, under General Firmware.
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Configure SIMs

1. Goto Configuration > Network > Interfaces > Mobile. At the top of the Mobile settings are
several settings for configuring the SIM or SIMs for the cellular service.

Select a SIM to configure from the list below

Settings on this page apply to the selected SIM
SIM: 1 (PPP1) ¥
IMSI:311480210983654

2. Select a SIM to configure. SIM 1 specifies the SIM card fitted to the slot marked SIM 1 in the
router’s SIM card slots. SIM 2 specifies the SIM card fitted to the slot marked SIM 2.

When using a single SIM card, the default action is for the router to use PPP 1 as the

mobile interface. To configure dual SIMs for fail-over, go to Configuration > Network >
Interfaces > Mobile > SIM Selectionto launch the Dual SIM wizard. See Configure SIM failover.
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Configure mobile connection settings

Select the service plan and connection settings for connecting to the mobile network.

Web

1. Goto Configuration > Network > Interfaces > Mobile > Mobile Settings. The Mobile
Settings page has several groups of settings. These settings vary depending on the cellular
module in your router.

2. Configure the mobile service provider settings:

~ Mobile Settings
Select the service plan and connection settings used in connecting to the mobile network.

Mobile Service Provider Settings
Service Plan / APN:
# Select APM automatically

Use backup APM Retry the main APN after O minutes
SIM PIN: (Optional}
Confirm SIM PIN:
Username: {Optional)
Password: (Optional}

Confirm Password:

Service Plan /[ APN
Enter an Access Point Name (APN) to overwrite the built-in default.

Select APN automatically

Only available for routers with one of the following module types:
m SIERRA_LTE
m TELIT_LTE_V2

For more information, see Automatic APN configuration.

SIM PIN (optional)

Some SIM cards are locked with a Personal Identification Number (PIN) code to prevent
misuse if they are lost or stolen. The cellular service provider should be able to confirm if the
SIM requires a PIN code. If you enter a PIN code in this field, the router will try to unlock the
SIM before attempting to connect to the network.

Confirm SIM PIN
Enter the PIN again in this field to confirm it.

Mobile Connection Settings
# Re-establish connection when no data is received for a period of time
Inactivity Timeout: |0 hrs |0 mins |0 seconds

Re-establish connection when no data is received for a period of time.

Sets up an inactivity timer to trigger a reconnection when no packets are received for a period
of time.
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Inactivity Timeout: h hrs m mins s seconds

The amount of time the router waits without receiving any PPP packets before disconnecting.
This inactivity timeout is reset with each received PPP packet.

5. Configure the mobile network settings:

Mobile Network Settings

¥ Enable MAT on this interface
* IP address IP address and Port

+ Enable IPsec on this interface
Keep Security Associations (SAs) when this Mobile interface is discoannected

Use interface |Default ¥ | |0 for the source IP address of IPsec packets

* Enable the firewall on this interface

Enable NAT on this interface

Enables or disables IP Network Address Translation (NAT) on the mobile interface. When
enabled, displays the following options:-

IP Address
Enables standard Network Address Translation (NAT).

IP address and Port
Enables Network Address and Port Translation (NAPT).

Enable IPsec on this interface

Enables or disables IPSec processing on the mobile interface. If enabled, packets sent or
received on this interface must pass through the IPSec code before being transmitted. IPSec
may drop the packet, pass it unchanged, or encrypt and encapsulate within an IPSec packet.
When enabled, displays the following parameters:-

Keep Security Associations (SAs) when this Mobile interface is disconnected

Configures the router to keep any existing IKE and IPsec associations should the link drop. This
is usually applied on head-end routers with fixed IP addresses.

Use interface X, Y for the source IP address of IPsec packets

By default, the source IP address for an IPSec eroute will be the IP address of the interface on
which IPSec was enabled. By setting this parameter to either a PPP or Ethernet interface, the
source IP address IPSec uses will match that of the Ethernet or PPP interface specified.

Enable the firewall on this interface
Enables or disables the firewall script processing for the mobile interface.

If the firewall is enabled on an interface and with the absence of any firewall rules, the
default action is to block ALL traffic.

6. Click Apply.
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Command line

Configure mobile service provider settings commands for SIM 1 (PPP 1)

Command | Instance Parameter Values Equivalent web parameter
modemcc | 0 apn Free text field | Service Plan/ APN:
modemcc 0 autoapn on/off Checkbox (Select APN automatically)
modemcc | 0 usebuapn on/off Checkbox (Use Backup APN)
modemcc | 0 buapn Free text field | Use backup APN
modemcc | 0 pin SIM PIN SIM PIN:/Confirm SIM PIN

number
ppp 1 username Free text field | Username:
pPPpP 1 password Free text field | Password:/Confirm Password

Configure mobile service provider settings commands for SIM 2 (PPP 1)

Command | Instance Parameter Values Equivalent web parameter
modemcc | 0 Apn_2 Free text field | Service Plan / APN:
modemcc 0 autoapn_2 on/off Checkbox (Select APN automatically)

modemcc | 0 Usebuapn_2 | on/off Checkbox (Use Backup APN)

modemcc | 0 Buapn_2 Free text field | Use backup APN

modemcc 0 Pin_2 SIM PIN SIM PIN:/Confirm SIM PIN
number

pPpp 1 username Free text field | Username:

ppp 1 password Free text field | Password:/Confirm Password

Configure mobile connection settings

rxtimeout off, on Re-establish connection when no data is
received for a period of time.
pPpp 1 rxtimeout 0-86400 Inactivity Timeout: h hrs m mins s seconds
(seconds)
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Configure mobile network settings

Command | Instance Parameter Values Equivalent web parameter
ppp 1 do_nat 1 Enable NAT on this interface

IP Address
ppp 1 do_nat 2 Enable NAT on this interface

IP Address and Port
ppp 1 ipsec 1 Enable IPsec on this interface
ppp 1 ipsec 2 Keep Security Associations (SAs)

when this Mobile interface is
disconnected

ppp 1 ipsecent blank,ETH,PPP Use interface X, Y for the source IP
address of IPsec packets
x=Interface type

pPpp 1 ipsecadd 0-255 Use interface X, Y for the source IP
address of IPsec packets
y=interface number

pPpp 1 firewall off, on Enable the firewall on this interface

Automatic APN configuration

Certain variants of Digi TransPort routers include support for automatically configuring an Access
Point Name (APN). This functionality is only available for routers with the following cellular module

types:
m SIERRA_LTE
m TELIT_LTE_V2
Automatic APN configuration is enabled on these routers only when Select APN automatically is

enabled and Service Plan / APN is empty. These can also be set at the command line with the
modemcc command:

modemcc @ autoapn on
modemcc @ apn none

To configure the APN, the router uses an IMSI to APN assignments file, imsi.txt. The imsi.txt file maps
ICCID and IMSI prefixes to APN values. For more information about updating and editing the imsi.txt
file, see imsi.txt.

Getting Started Wizard

Automatic APN selection is initially configured in the Getting Started Wizard on the Cellular
connectivity page, by using the Allow automatic APN detection? option. If the router detects a
supported cellular module and can determine the APN, this option will default to Yes. This will set the
APN name to None, which allows the router to automatically detect the name.
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Web Ul

The Mobile Settings page of the Web Ul (Configuration > Network > Interfaces > Mobile > Mobile
Settings) includes the Select APN automatically checkbox. This checkbox is automatically enabled if
APN detection was enabled in the Getting Started Wizard.

If automatic APN selection is enabled in either the Getting Started Wizard or the Web Ul, but the
router cannot determine the APN, the APN will be set to None.

imsi.txt

Digi TransPort routers that support the automatic assignment of APNs use a text file, imsi.txt, to
configure APNs. The TransPort device compares the IMSI and ICCID values read from the modem with
the prefixes in the entries in imsi.txt, and will use the APN associated with the first match found in
imsi.txt to configure the APN for the selected SIM. If no match is found, the APN will be left
unchanged.

The imsi.txt file may be periodically updated by Digi personnel, and can be updated as part of the
standard carrier firmware update procedures. For more information about updating your carrier
firmware, see Update carrier firmware. You can also edit the imsi.txt to include additional ICCID and
IMSI prefixes and corollary APNs. To edit the imsi.txt file:

1. Open the file in the File Editor (Administration > File Management > File Editor). See Manage
files for further information.
2. For the Filename field, select imsi.txt.

The file format used by the imsi.txt consists of three comma and space separated elements:
the ICCID Fragment, the IMSI fragment, and the APN:

ICCID fragment |
IMSI fragment
B

|E§91223;I|3E3222E353?B| mZ2mijde.telus.com # IMSI 382228537@%%%=
891223, 3822285371, m2m-east.telus.iot # IMSI 3822285371%%=%=
891223, 3822285372, m2m-east.telus.iot # IMSI 3822285372%%%=

3. Add additional ICCID and IMSI fragments and APNs as necessary, using this format.

If there are multiple occurrences of the same ICCID and IMSI fragments, the device will
use the APN associated with first occurrence of the ICCID and IMSI fragments in the file.

4. Click Save file.
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Configure SIM failover

For TransPort routers equipped with dual SIMs, you can configure the router to fail over from one
SIM to another.

A SIM failover configuration will failover to a temporary “on demand” cellular connection using the
second SIM card. When the second SIM card is in use, after a specified period of inactivity or after a
maximum amount of time has been reached or the inactivity timeout is reached, the backup link will
deactivate and the TransPort will attempt to use the first SIM card again. This method is useful when
it is not desirable to use the second SIM card indefinitely, for example, if some functionality is lost or
the data charges are higher.

Web

1. Goto Configuration > Network > Interfaces > Mobile > SIM Selection. You can also launch
the SIM selection wizard from Wizards > Dual SIM wizard > Next.

Click the link text here to launch the Dual SIM wizard.

3. Follow the prompts of the wizard.
The wizard configures the basic failover SIM failover settings. You may need to perform
additional configuration after the wizard completes. See these application notes for more
information:

m Application Note 14: Configure a Dual SIM cellular router to automatically failover to a
second SIM card and revert back to the original SIM after a specified amount of time

m Application Note 15: Configure a Dual SIM cellular router to automatically failover to the
second SIM card and remain on SIM 2 until a failure is detected, then revert to SIM 1
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Configure advanced mobile parameters

It is recommended that you have the advanced mobile settings remain at their defaults.

Web
1. Goto Configuration > Interfaces > Mobile > Advanced.

* Advanced
SIM PUK: (Optional)
Confirm SIM PUK:

Initialisation string 1:+CGQREQ=1
Initialisation string 2:
Initialisation string 3:
Hang-up string:
Post hang-up string:

Wait [0 seconds between hanging up and allowing another call

Wait |0 seconds between attachment attempts

Reset the module after (10 unsuccessful connection attempts

Reset the module after 30 unsuccessful status retrieval attempts

Create a signal strength event every |0 minutes

If registration is lost for 5 minutes| reset the module if the GPRS reagistration is lost ¥
2. Enter the advanced mobile parameters:

SIM PUK

(Optional) If known, the SIM PUK code can be entered in these fields. If the router detects that
a PUK is required due to a locked SIM, this number will be sent to the SIM. A SIM PIN must also
be configured for the PUK parameter to take effect.

Confirm SIM PUK
Enter the PUK code again in this field to confirm it.

Initialisation string <n>

These parameters (Initialisation string 1, Initialisation string 2, Initialisation string 3)
specify a number of command strings that are sent to the wireless module each time a
wireless connection is attempted. You can use these parameters to set non-standard wireless
operating modes.

Before being sent to the wireless module, each string is prefixed with the characters AT, then
sent to the wireless module in the order specified until an empty string is encountered. For
example, Initialisation string 3 is not sent unless Initialisation string 1 and Initialisation string 2
are both specified. Initialisation strings are not normally required for most applications as the
router will normally be preconfigured for correct operation with most networks.
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Hang-up string

In a typical wireless application, the connection to the network is always on and under normal
circumstances it is not necessary to hang-up the wireless module. Under certain
circumstances however, the router may use the ATH command to try and disconnect the
wireless module from the network, such as if an incorrect APN has been specified and the
module is unable to attach to the network correctly.

This parameter specifies an alternative hang-up string that is sent to the wireless module
when disconnecting a call. As with the Initialisation strings, it is not necessary to include the AT
as this is inserted automatically by the router

Post Hang-up string

Additional AT commands that are sent to the wireless module after it has been disconnected.
As with the Initialisation strings, it is not necessary to include the AT as this is inserted
automatically by the router.

Wait n seconds between hanging up and allowing another call

The length of time, in seconds, that the router will wait after hanging up the wireless module
before initiating another call attempt.

Wait n seconds between attachment attempts

The number of seconds between network attachment attempts, some networks require 60
seconds between attempts to attach to the wireless network.

Reset the module after n unsuccessful connection attempts

The router will normally make multiple attempts to connect to the wireless network in the
event that the signalis lost. In some cases, this can result in a lock-up situation where the
wireless network is unable to attach the wireless device due to the multiple attempts. This
parameter specifies the number of attempts at connection that the router should make before
power cycling the internal wireless module. Power cycling the wireless module forces it to re-
register and reattach to the network. The default value varies depending on the router's
cellular module . Using the default value is recommended. Setting this parameter to 0 prevents
the router from power-cycling the wireless module if it cannot obtain an IP address.

Reset the module after n unsuccessful status retrieval attempts

The router periodically collects status information from the internal wireless module. This
information, which may be viewed on the Management > Network Status > Interfaces >
Mobile web page, includes details of the signal strength and network attachment status. As a
safeguard against problems communicating with the wireless module, you can use the status
retries parameter to specify the number of unsuccessful attempts to retrieve status
information from the wireless module before power cycling it. The default setting of 30 is the
recommended value. Setting this parameter to 0 prevents the router from power-cycling the
wireless module if it cannot read the wireless status information.

Create a signal strength event every n minutes
Configures the router to write the signal strength to the Event Log every n minutes.

If registration is lost for 5 minutes

Controls whether the router will power cycle the wireless module after the network
registration has been lost for 5 minutes. Setting this parameter to do not reset the module
will never recycle the wireless module, setting to reset the module if GSM registration is
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lost will power cycle the module after 5 minutes loss of GSM registration, and setting to reset
the module if GPRS registration is lost will power cycle the module after 5 minutes loss of
GPRS, 4G/LTE, 3G, or HSPA registration.

Preferred System

Controls which mobile technology is the preferred system (2G/3G).
= When set to Auto, the cellular module chooses the fastest technology available.
m When set to GSM, the cellular module tries GSM (GPRS/EDGE) technology first.

m When set to WCDMA, the cellular module tries WCDMA (UMTS/HSPA) technology first.
For CDMA: select CDMA for 2G (1xRTT) or EVDO for 3G.

m When set to 4G/LTE, the cellular module tries 4G/LTE technology first.
3. Inthe Mobile Network Settings section, enter the mobile network settings.:

Mobile Network Settings

Metric: |1

¥ Generate Heartbeats on this interface
Send Heartbeat messages to IP address every |0 hrs |0 mins |0 SECS
Use interface |[Default ¥ | D for the source IP address

Select transmit interface using the routing table
Include IMSI information in the Heartbeat message
Include GPS information in the Heartbeat message

Generate Ping packets on this interface

Metric

The connected metric of the mobile interface. The default metric of a connected interface is 1.
By allowing the interface to have a higher value (lower priority), static routes can take
preference to interfaces. For normal operation, leave this value unchanged.

Generate Heartbeats on this interface

Heartbeat packets are UDP packets that contain status information about the router that you
can use to locate a remote unit’s current dynamic IP address. When enabled, displays the
following parameters:

Send Heartbeat messages to IP address a.b.c.d every h hrs m mins s secs

If these parameters are set to a non-zero value, the router will transmit heartbeat packets to
the specified IP address/hostname at the specified interval.

Use interface x,y for the source IP address

Allows the selection of the source interface for the UDP heartbeats. For example, it may be
required to send the heartbeat packets down a VPN tunnel. And in order to match the
corresponding subnets of the VPN, it might require changing the source IP to match an inside
Ethernet interface.

For normal operation, using the mobile interface as the source IP address, leave this value
unchanged.

Select transmit interface using the routing table

When enabled, the UDP heartbeats chooses the best route from the routing table. If disabled
the exit interface will be interface on which the heartbeat is configured.
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Include IMSI information in the Heartbeat message
When enabled, the heartbeat includes the IMSI of the wireless module.

Include GPS information in the Heartbeat message
When enabled, the heartbeat includes the GPS co-ordinates of the router.

Generate Ping packets on this interface

This section relates to monitoring pings which can be sent from the mobile interface. For more
details, refer to Application Note 7: Wireless WAN problem Detection and Recovery. When
enabled, displays the following parameters:

+ Generate Ping packets on this interface

Send [0 byte pings to IP host every |0 hrs [0 mins |0
Send pings every [0 hrs |0 mins |0 secs if ping responses are not being received
Switch to sending pings to IP host after |3 failures

Ping responses are expected within |0 seconds

Only send Pings when this interface is "In Service"

Mew connections to resume with previous Ping interval
Reset the link if no response is received within |0 seconds

se the ETH 0 IP address as the source IP address

Defer sending pinas if IP traffic is being received

Send n byte pings to IP host a.b.c.d every h hrs m mins s secs

If this parameter is set, the router automatically generates a ping of n size to the IP host
specified (IP address or hostname) at the interval specified. Deleting the IP host value disables
the monitoring ping facility.

This parameter in conjunction with Reset the link if no response is received within s
seconds, configures the router to use a back-up interface automatically should there be a
problem with this interface.

The n parameter specifies the ping size when using monitoring ping feature. The size
indicates how large the ICMP packet should be excluding the size of the IP header.

Send pings every h hrs m mins s secs if ping responses are not being received

When set, the router uses this value as the interval to ping at when more than one ping
request sent out the PPP interface is outstanding. This should be set to a shorter interval than
the above ping request interval so that the router may more quickly react to a broken PPP link.

Switch to sending pings to IP host a.b.c.d after n failures

Allows a for more reliable problem detection before fail over occurs by testing connectivity to 2
IP addresses/hostnames. If an IP address or host name is entered and the n parameter has a
value greater than 0, when a ping failure is detected on the primary IP address, pings are sent
to this second IP address/hostname. This ensures that if the main IP address becomes
unavailable for any reason and stops responding to ICMP requests, the router will check
another IP address before starting fail over procedures.
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Ping responses are expected within n seconds

When set to a non-zero value, the router waits for the interval specified for a response from a
PING request before applying the Send pings every h hrs m mins s secs if ping responses
are not being received. If this parameter is set to 0 (default), the time specified in the in Send
n byte pings to IP host a.b.c.d every h hrs m mins s secs is allowed before applying the
Send pings every h hrs m mins s secs if ping responses are not being received.

Only send Pings when this interface is “In Service”

When enabled, the interface sends ICMP echo requests only when it is in service. The default
setting is off, and ICMP echo requests are sent when the interface is in service and out of
service.

New connections to resume with previous Ping interval

When enabled, this parameter controls the ping interval after deactivating and subsequently
reactivating the mobile interface. It sets the ping interval to the same interval in use when the
mobile link last disconnected.

Reset the link if no response is received within s seconds

An amount of time after which the device does not receive any ping response, the router
terminates the mobile connection in an attempt to re-establish communications. Because by
default the mobile link is always on, the router automatically attempts to re-establish a PPP
connection that has been terminated.

Use the ETH 0 IP address as the source IP address

When enabled, the router uses the IP address of ETHO instead of the current IP address of the
mobile interface as the source address for the auto ping packets.

This parameter is useful to send the monitoring pings down a VPN tunnel where the
source |IP address needs to match the LAN. Defer sending pings if IP traffic is being received

When enabled, the timer configured in the Send n byte pings to IP host a.b.c.d every h hrs
m mins s secs parameter is reset if IP data is sent across the mobile link.

4. Click Apply.

Command line

Advanced mobile parameters for SIM Slot 1 (PPP 1)

modemcc | 0 sim puk code SIM PUK/Confirm SIM PUK
modemcc | 0 init_str Free text field Initialisation string 1
modemcc | 0 init_strl Free text field Initialisation string 2
modemcc | 0 init_str2 Free text field Initialisation string 3
modemcc | 0 hang_str Free text field Hang-up string:
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modemcc

modemcc

modemcc

modemcc

modemcc

modemcc

modemcc

modemcc
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posthang_
str

Free text field

intercall_idle | 0-2147483647

att_interval

link_retries

stat_retries

ss_interval

check_reg

psys

0-2147483647

0-2147483647

0-2147483647

0-2147483647

0,1,2

0,1,2,2G, 3G,
4G, 4G3G2G,

4G3G, 4G2G3G,
4G2G, 3G4G2G,
3GA4G, 3G2GA4G,
362G, 2G4G3G,
2G4G, 2G3G4G,

2G3G

Post Hang-up string:

Wait n seconds between hanging up and
allowing another call

Wait n seconds between attachment
attempts

Reset the module after n unsuccessful
connection attempts

Reset the module after n unsuccessful
status retrieval attempts

Create a signal strength event every n
minutes

If registration is lost for 5 minutes
0=do not reset the module
1=reset the module if the GSM
registration is lost

2=reset the module if the GPRS
registration is lost

Preferred System.

This parameter allows the module to
“lock” to a particular connection type.
Possible values include:

0=Auto. Uses default setting, may be set
by the carrier in the SIM

1=GSM

2=WCDMA

2G=2G only

3G=3G only

4G=4G only

4G3G2G=4G, 3G, or 2G only

4G3G=4G or 3G only

4G2G3G= 4G, 2G, 3G only

4G2G=4G, or 2G only

3G4G2G=3G, 4G, or 2G only

3G4G=3G or 4G only

3G2G4G=3G, 2G, or 4G only

3G2G=3G or 2G only

2G4G3G= 2G, 4G, or 3G only
2G4G=2G or 4G only

2G3G4G=2G, 3G, or 4G only

2G3G=2G or 3G only
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Advanced mobile parameters-for SIM Slot 2 (PPP 1)

Command | Instance | Parameter | Values Equivalent web parameter

modemcc | 0 Puk_2 sim puk code SIM PUK/Confirm SIM PUK

modemcc | 0 init_str_2 | Free text field Initialisation string 1

modemcc | 0 init_strl_2  Free text field Initialisation string 2

modemcc | 0 init_str2_2 | Free text field Initialisation string 3

modemcc |0 hang_str_ | Free text field Hang-up string:
2

modemcc |0 posthang_ | Free text field Post Hang-up string:
str_2

modemcc |0 intercall_ | 0-2147483647 Wait n seconds between hanging up and
idle_2 allowing another call

modemcc 0 att_ 0-2147483647 Wait n seconds between attachment
interval_2 attempts

modemcc | 0 link_ 0-2147483647 Reset the module after n unsuccessful
retries_2 connection attempts

modemcc |0 stat_ 0-2147483647 Reset the module after n unsuccessful
retries_2 status retrieval attempts

modemcc |0 SS_ 0-2147483647 Create a signal strength event every n
interval_2 minutes

modemcc | 0 check_ 0,1,2 If registration is lost for 5 minutes
reg_2 0=do not reset the module

1=reset the module if the GSM
registration is lost

2=reset the module if the GPRS
registration is lost
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modemcc Psys_ 0,1,2,2G, 3G, 4G, Preferred System
4G3G2G, 4G3G, 0=Auto
4G2G3G, 4G2G, 1=GSM
3G4G2G, 3G4G, 2=WCDMA
3G2G4G, 3G2G, 2G=2G only
2G4G3G, 2G4G, 3G=3G only
2G3G4G, 2G3G 4G=4G only

4G3G2G=4G, 3G, or 2G only
4G3G=4G or 3G only
4G2G3G= 4G, 2G, 3G only
4G2G=4G, or 2G only
3G4G2G=3G, 4G, or 2G only
3G4G=3G or 4G only
3G2G4G=3G, 2G, or 4G only
3G2G=3G or 2G only
2G4G3G= 2G, 4G, or 3G only
2G4G=2G or 4G only
2G3G4G=2G, 3G, or 4G only
2G3G=2G or 3G only

Mobile network settings

Equivalent web
Command Parameter Values parameter

ppp 1

ppPpP 1

pPP 1

ppp 1

ppp 1

ppPpP 1
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metric

hrtbeatip

hrtbeatint

hbipent

hbipadd

hbroute

0-256

off, on

IP address

0-2147483647
(seconds)

Default,PPP,Ethernet

number

on/off

Metric

Generate Heartbeats
on this interface

Send Heartbeat
messages to IP
address a.b.c.d every
h hrs m mins s secs

Send Heartbeat
messages to IP
address a.b.c.d every
h hrs m mins s secs

Use interface x,y for
the source IP
address

Use interface x,y for
the source IP
address

Select transmit
interface using the
routing table
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ppp

ppPpP

pPP

ppp

ppp

ppPpP

pPP

ppp

ppp

ppPpP

pPP

ppp
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hbimsi

hbgps

pingsiz

pingip

pingint

pingint2

pingip2

ip2count

pingresp

pingis

ping2cont

pingdeact

Configure mobile (cellular) interfaces

Equivalent web
Command Parameter Values parameter

on/off

on/off

off, on

number

IP address

0-2147483647

(seconds)

0-2147483647

(seconds)

IP address

number

0-2147483647

on/off

on/off

0-2147483647

Include IMSI
information in the
Heartbeat message

Include GPS
information in the
Heartbeat message

Generate Ping
packets on this
interface

Send n byte pings to
IP host a.b.c.d every
h hrs m mins s secs

Send n byte pings to
IP host a.b.c.d every
h hrs m mins s secs

Send n byte pings to
IP host a.b.c.d every
h hrs m mins s secs

Send pings every h
hrs m mins s secs if
ping responses are
not being received

Switch to sending
pings to IP host
a.b.c.d after n failures

Switch to sending
pings to IP host
a.b.c.d after n failures

Ping responses are
expected within n
seconds

Only send Pings
when this interface is
In Service

New connections to
resume with previous
Ping interval

Reset the link if no
response is received
within s seconds
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Equivalent web
Command Parameter Values parameter

pingfreth0 on, off Use the ETH O IP
address as the
source |P address

pPpPpP 1 pingresetint on, off Defer sending pings if
IP traffic is being
received
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Configure sending and receiving SMS messages

You can configure the mobile routers to send and receive SMS messages. The sending of SMS
messages could for example be in conjunction with sending alarms and received messages for
configuration changes, or status requests.

SMS messaging is supported in some, but not all, cellular modules in Digi TransPort routers.

Web

1. Goto Configuration - Network > Interfaces > Mobile > SMS Settings.

* SMS Settings
# Poll far incoming SMS messages
every (1 minutes
+ Send received SM5 messages to the command interpreter
+ Enable command replies via SMS
# Concatenate replies
Use this SMS message centre number instead of the network default

SMS access level: | Super ¥

Use as a command separator (default is CR)

Allow CLI commands from the following 5MS numbers.
¥ou may specify up to 10 numbers. Specifying * permits commands from any SMS number.

0523935841 Delete
19523935841 Delete
Add

2. Enter the SMS settings:

Poll for incoming SMS messages
When enabled, displays the following parameter:-

Every n minutes

The interval, in minutes, that the router will wait in between checks for incoming SMS
messages. Setting this interval to 0 turns off checking.

Send received SMS messages to the command interpreter
If enabled, any received SMS messages are sent to the command interpreter.

Enable command replies via SMS
Enables or disables replies to SMS commands.

Digi TransPort® Routers User Guide 245



Configuring network interfaces Configure mobile (cellular) interfaces

Concatenate replies

Normally an SMS message is limited to 160 characters. However, the ETSI standard specifies a
way to allow a number of SMS messages to be linked together by the sender (in this case the
router). This enables the router to reply with long responses to SMS commands of longer than
160 characters. The reply comes back as a series of linked SMS messages which the phone
reassembles and displays as one big message.

The routers cannot handle received concatenated SMS messages, it can only transmit
concatenated SMS messages

Use this SMS message centre number n instead of the network default

This setting is optional. It is the number of the SMS message center (sometimes referred to as
the Service Centre Address), for relaying SMS messages or alarms. This number must include
the international dialing code, such as 44 for the UK, but not the + prefix or leading zeros, such
as 44802000332. SMS alarms are generated when the SMS trigger priority is greater than 0
and an event of this priority or higher occurs. SMS alarms may be configured using the
Configuration > Alarms > Event Settings > SMS web page. If no number is specified, it is
possible that the router operates using the default message centre for the GSM service to
which you have subscribed.

SMS access level

The access level for SMS commands. The access level set here needs to match the level
required by the command sent by SMS for the command to be accepted.

Use x as a command separator (default is CR)

The character for separating multiple command lines when a remote SMS sender is controlling
the router. The default separator is <CR>. As some SMS capable devices are not equipped with
<CR> keys, an additional means of separating multiple lines is required.

Allow CLI commands from the following SMS numbers.

You can specify up to 10 numbers. Specifying * permits commands from any SMS number.
Numbers are applied in the following input box. Click Add to submit.

Command line

Commands-for SIM Slot 1 (PPP 1)

modemcc Poll for incoming SMS messages:-
mterval Every n minutes
modemcc | 0 sms_ on/off Enable command replies via SMS
replies
modemcc | 0 sms_ Number Concatenate replies
concat 0=off
10=default

when enabled
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modemcc Free text field | Use this SMS message centre number n
instead of the network default

modemcc | 0 sms_ 0=Super SMS access level:
access (default)
1=High
2=Medium
3=Low
4=None
5=HighLow
6=HighMedium
7=CheckPar
modemcc | 0 sms_cmd_ | Free text field | Use as a command separator (default is CR)
sep
modemcc | 0 sms_ Mobile Allow CLI commands from the following SMS
callerid telephone numbers.
number (First SMS number)
modemcc | 0 sms_ Mobile Allow CLI commands from the following SMS
callerid_1 | telephone numbers.
to9 number (additional SMS numbers 1 to 9)

Commands-for SIM Slot 2 (PPP 1)

Equivalent web

Command | Instance | Parameter Values parameter

modemcc | 0 sms_interval_2 Poll for incoming
SMS messages:-
Every n minutes

modemcc | 0 sms_replies_2 on/off Enable command
replies via SMS
modemcc 0 sms_concat_2 Number Concatenate replies
0=off
10=default when
enabled
modemcc 0 Sca_2 Free text field Use this SMS

message centre
number n instead of
the network default
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Equivalent web
Command Parameter Values parameter

modemcc sms_access_2 0=Super (default) = SMS access level:
1=High
2=Medium
3=Low
4=None
5=HighLow
6=HighMedium
7=CheckPar
modemcc | 0 sms_cmd_sep Free text field Use as a command
separator (default is
CR)
modemcc 0 sms_callerid Mobile telephone | Allow CLI
number commands from the
following SMS
numbers.

(First SMS number)

modemcc 0 sms_callerid_1to9 Mobile telephone | Allow CLI
number commands from the
following SMS
numbers.

(additional SMS
numbers 1 to 9)
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Verify mobile connectivity and check mobile status

Once the router is correctly configured for mobile service, verify that it has obtained an IP address
from the mobile network, that the SIM is working correctly, and check the status of the mobile
connection.

Web

Go to Management > Network Status > Interfaces > Mobile.

2. Inthe Mobile Statistics section, check the IP address value. It should contain an IP address
other than 0.0.0.0 or 1.2.3.4.

Mobile Statistics

| 1P Address: 100.76.191.24 |
Primary DNS Address: 198.224.149.135
Secondary DNS Address: 198.224.148.135
Data Received: 620 bytes
Data Sent: 436 bytes

3. Inthe Mobile Information section, view the SIM status field to verify that the SIM is working
correctly.

4. View the Signal strength field to check the signal strength.

Mobile Information
Results of Last Module Status Poll at 30 Jan 2018 13:50:34
Outcome: Got modem status OK

SIM status: Ready
Signal strength: -70 dBm
Radio technology: LTE

_ RSSI -70 dBm, RSRP -102 dBm, RSRQ -11 dB,
" SINR 3.4 dB

Signal quality (LTE)

For more information about the fields on the mobile status page, see Show mobile status and
statistics.

Command line

1. Enter the command pppstat n, where n is the number of the PPP interface the mobile
interface uses. Check the IP Address value.

pppstat 1
Name: W-WAN
Interface mode: NDIS
Link Active With: USBHOST 0
IP Address: 100.75.30.168
DNS Server Address: 198.224.149.135
Secondary DNS Server Address: 198.224.148.135
Outgoing Call To: x98x3#
Uptime: 1 Hrs 24 Mins 27 Seconds
OK

2. Enter the command modemstat 2. In the output, check the SIM status and Signal strength
fields.
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modemstat ?

Outcome: Got modem status OK:

Time: 30 Jan 2018 14:05:37

SIM status: Ready

Signal strength: -70 dBm

Radio technology: LTE

Signal quality (LTE): RSSI -70 dBm, RSRP -102 dBm, RSRQ -15 dB, SINR 5.2 dB
Radio band: E-UTRA Operating Band 4

Channel: 2050

Manufacturer: Sierra Wireless, Incorporated

Model: MC7455

IMEI: 359072060221435

MEID: 35907206022143

IMSI: 311480264291718

MDN: 6122573855

MIN: 6123322024

ICCID: 89148000002636797505

Firmware: SWI9X30C_02.24.05.06 r7040 CARMD-EV-FRMWR2 2017/05/19 06:23:09
Bootcode: SWI9X30C_02.24.05.06 r7040 CARMD-EV-FRMWR2 2017/05/19 06:23:09
Hardware version: 1.0

Firmware Carrier ID: VERIZON_002.034_000

APN in use: Context 3: vzwinternet

Registration State: Registered tac:BE43 ci:02E90520

Attachment status: Attached

Network: VZW, 311480

Preferred system: Auto

Network Technology: LTE

Temperature: 39C

OK
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Automatic SIM detection

Newer cellular modules in TransPort routers use a SIM-based image switching feature, called
automatic SIM detection, which allows the module to automatically switch between carrier-approved
firmware. Automatic SIM detection is currently supported in the following cellular module types:

m Sierra Wireless modules MC7430 and MC7455

m Telit modules LE910-NA1, LE910-EU1, LE910-NA V2, LE910-EU V2, LE910C1-NS, LE910C1-AP
To determine whether your router supports automatic SIM detection, enter the command modemcc

0 auto_sim ?. The response will display on if automatic SIM detection is supported, or off if not
supported.

When a Transport router equipped with automatic SIM detection boots, the cellular module checks
the SIM's MCC/MNC or ICCID, and checks the list of cached images for a "best match:"
m If an exact or acceptable match is found, the router uses that image for the carrier firmware
switch.
m [f there is no exact or acceptable matching image, the router uses the Generic carrier firmware
image, if available.
Otherwise, if there is no match, and no Generic carrier firmware image is available, no firmware image
switch occurs, and the module continues to use the current configuration.
You can disable automatic SIM detection if desired.

Disable automatic SIM detection

If you want to switch carriers by using the carrier command (see Switch the cellular carrier firmware),
you need to first disable automatic SIM detection.

Command line
To disable automatic SIM detection, use the modemcc 0 auto_sim off command:

modemcc 0 auto_sim off
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Determine the cellular module type and carrier firmware version

The capabilities and options available for carrier switching and carrier firmware updates can vary by
cellular module. You can determine the cellular module type and current carrier firmware version
running on the cellular module from the router's web and command-line interfaces.

For more information on carrier switching, see Switch the cellular carrier firmware. For more
information on carrier firmware updates, see Update carrier firmware.

Web

1. Goto Management > Network Status > Interfaces > Mobile.

2. Onthe mobile status display, check these fields:

m  Manufacturer: The manufacturer of the cellular module.
m  Model: The cellular module type.

m Firmware Carrier ID: The current carrier firmware running on the cellular module, and its
version number.

Command line

1. Enter the command modemstat ?

2. Inthe output, check these fields:
m  Manufacturer: The manufacturer of the cellular module.
m Model: The cellular module type.

= Firmware Carrier ID: The current carrier firmware running on the cellular module, and
its version number.
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Switch the cellular carrier firmware

You can switch the cellular carrier firmware for the router's cellular module.

Depending on the cellular module running on the router, there are several methods available for
switching cellular carrier firmware. See Determine the cellular module type and carrier firmware
version.

m  Some cellular modules require using the Carrier Switching Wizard in the web interface to
switch carrier firmware.

m Some cellular modules, such as the Sierra Wireless MC7455, have all supported carrier
firmware available on the module. For these modules, use the carrier command to switch
carrier firmware.

Using the Carrier Switching Wizard

Web
Older cellular modules that do not support automatic SIM detection perform carrier switching through
the Carrier Switching Wizard in the web interface.

1. If necessary, verify which carrier firmware is currently running on the cellular module. See
Determine the cellular module type and carrier firmware version.

2. Verify that the router has enough available flash space to receive the firmware files.

(Optional) Depending on available router flash space, delete any unused *.cwe files to free up
space in the flash directory. Use the del command to delete files. For example:

= Go to Administration > File Management > FLASH Directory.
m Select the file or files to delete.
m Click Delete Selected Files.

4. Load the carrier firmware images for the carrier in flash or USB drive, if they are not already
loaded there.

5. Go to Wizards > Carrier Switching Wizard and click Next.

| User : username | Configuration - Network > Interfaces

@ Select the wizard you wish o run
mligatation

Quick Start Wizard

Wizards

MNetwork
Alarms Serial interface wizard
System i = g mode LAN to LAN IPsec tunnel
Remote Management SureLink wizard
Securnty & Carrier switching wizard
Position
Applications
Basic
Python
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6. Select the required carrier and click Next.

| User - ueermame |

Carnier switching wizard

Home

Wizards

. ' This wizard allows you to download and switch carmier.
Configuration

Metwork The router is currently configured to carrier: ATET
Alarms
System Please choose the carrier applicable to this unit
Remate Management ATET
Security Verizon
Positon Talus
Applications Rogers
Basic
Python Spnnt

The firmware update begins.

The update process takes several minutes. Do not power-cycle the router until the
process is complete.

I User ; usemame .|

Carrier swilching wizard Status

Home

Wizards

. Do mot reboot the unit until this wizard is completed

Configuration
MNetwork
Alarms Carner status: Downloading FW...26%

= W

ote Management

7. Once the firmware update is complete, you may need to update the modem parameters, such
as APN, for the carrier. To do this, click on the link in Click here to update Mobile Settings on
the final wizard page.

Carrier switching wizard Done

Homa

Wizards

- . ar status: Complete. Carrie EFIZON
Configuration

MNebwork

ck here to update Mobile setting

Alarms Note

Fthe Mobile service provider settings

The modem will reset self,

- urity
Posibon

Using the "carrier" command

Newer cellular modules that support automatic SIM detection perform carrier switching through the
carrier command. The carrier command has several command variants; the availability of which
depends on the cellular module.

Digi TransPort® Routers User Guide 254



Configuring network interfaces

"carrier" command variant

carrier ?

carrier carrier optional msl

carrier carrier optional msl -ftp

carrier ftp-carrier-info

carrier switch {autolcarrier}

carrier all

carrier status

Configure mobile (cellular) interfaces

Displays help text for the carrier command. In
the help text, the available carriers are listed
under the Parameters: heading. Available
command variants are listed under the Syntax:
heading.

Downloads the carrier firmware files to the
cellular modem. The carrier firmware file must
be in flash or on a USB stick. You can also
specify a Master Subsidy Lock (MSL) code, if the
carrier requires it.

Downloads the carrier firmware files from the
Digi FTP repository for the cellular modem's
firmware to the cellular modem. You can also
specify a Master Subsidy Lock (MSL) code, if the
carrier requires it.

Downloads the specific carrier firmware for the
carrier that is active on the module.

Switch to automatic SIM selection or a
preloaded carrier image.

Supported for Telit cellular modules only. Loads
all available carrier firmware onto the cellular
module.

Show status of the current carrier firmware
download operation.

1. Enter carrier ? to verify which carrier firmware is currently running on the cellular module.

2. Verify that the router has enough available flash space to receive the firmware files.

carrier ?
Current images:

FW dimage: unique ID
PRI image: unique ID

002.009_001 build ID = 02.08.02.00_ATT
002.009_001 build ID = 02.08.02.00_ATT

Available carriers <att|verizon|telus|rogers|bell|sprint|generic>

Parameters:
att - AT&T

verizon - Verizon

telus - Telus
rogers - Rogers
bell - Bell

sprint - Sprint
generic - Generic

Syntax:
carrier <carrier> <optional msl> Download firmware to the modem, must
be in flash or USB stick
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carrier <carrier> <optional msl> -ftp FTP and download firmware to the
modem

carrier ftp-carrier-info FTP latest carrier
information file

carrier switch <carrier> Switch to preloaded carrier
image

carrier status Status of the current
download

msl - Enter Master Subsidy Lock Code for Sprint
OK

3. (Optional) Depending on available router flash space, delete any unused *.cwe files to free up
space in the flash directory. Use the del command to delete files. For example:

del att.cwe
4. Disable automatic SIM detection using the modemcc command:
modemcc 0 auto_sim off

5. Depending on the carrier command options available for the cellular module, enter the carrier
command. For example, to switch the carrier firmware to Verizon, enter:

carrier verizon

Checking the firmware and the carrier
Waiting for the modem........... ..o,
Downloading verizon.cwe file 100%

Download speed: 2702400 bps time 102720ms
Downloading verizon.nvu file 100%

Download speed: 2403200 bps time 250ms
Waiting modem to complete firmware download
Firmware download completed

Done.

Modem will be reset

The update process takes several minutes. Do not power-cycle the router until the
process is complete.

6. Once the module’s firmware image has been updated, you may need to configure the modem
parameters for the carrier, for example, the APN value.

7. Enable automatic SIM detection using the modemcc command:

modemcc O auto_sim on

Additional model-specific carrier-switching documentation

For additional information on switching carriers on the cellular module, see these Digi TransPort
application notes:

m Quick Note 39: Carrier Switching with the Sierra Wireless MC7354 Cellular Module (L5 models)
m Quick Note 58: MC7455 Firmware update/SIM Switching
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Update carrier firmware
Depending on the cellular module in the router, there are several options available for handling carrier
firmware updates. See Determine the cellular module type and carrier firmware version.

m Using the Configuration > Network > Interfaces > Mobile > Mobile Firmware (OTA) Update
page in the web interface. Currently available on select newer cellular modules only. If you do
not see this settings group on the Mobile page for your device, the cellular module does not
support this option.

m Using the carrier -ftp command. Available for all newer cellular modules.
The carrier firmware over-the-air update process is automated. It pulls the required firmware files

from Digi's FTP site for TransPort WR routers, and performs the update. This update occurs for the
active carrier only.

About carrier firmware files
While firmware files and file types can vary among manufacturers and model types, in general, carrier
firmware files involve these file types:

m Atext file that cross-references the carrier to the corresponding firmware and configuration
files. Depending on the cellular module, this file may be named carrier.txt or have a more
module-specific name, such as car_7455.txt for the Sierra Wireless MC7455 module.

m Acellular modem firmware file. The size of this file can vary among carriers. This file typically
has the format *.cwe

m A carrier-specific configuration file, again with a file size that can vary in size by carrier. This file
typically has the format *.nvu.

Web

1. Verify that the router has enough available flash space flash space for the carrier firmware
files.

2. (Optional) Depending on available router flash space, delete any unused *.cwe files to free up
space in the flash directory:

= Go to Administration > File Management > FLASH Directory.

m Select the file or files to delete.

m Click Delete Selected Files.
3. Go to Network > Configuration > Interfaces > Mobile > Mobile Firmware (OTA) Update.
4. Click Start.

Command line

1. Verify that the router can ping to the location ftp1.digi.com.

2. Verify that the router has enough available flash space flash space for the carrier firmware files
(around 40 MB) .

3. (Optional) Depending on available router flash space, delete any unused *.cwe files to free up
space in the flash directory. Use the del command to delete files. For example:
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del att.cwe

4. Use the carrier carrier_name or carrier carrier_name -ftp command to load the carrier
firmware images onto the router.
The carrier carrier_name command checks for the carrier firmware on a USB stick or in flash
and loads it onto to the router.
The carrier carrier_name -ftp command performs the following actions:

m Downloads the latest firmware files for the current carrier from the Digi FTP site to
flash.

m Checks to see if a firmware download is required (a newer version is available)
m Downloads the files from flash to the MC7354.
m Reboots the cellular module.

For example, to update the carrier firmware for AT&T, enter:

carrier att -ftp

Checking the firmware and the carrier
Please wait while retrieving the file.....
OK

config 0 save

Please wait...

Power Up Profile: 0

OK

Downloading att.cwe file 100%

Download speed: 7473600 bps time 37240ms
Waiting modem to complete firmware download
Firmware download completed

Resetting modem...

Done.

OK

The download operation requires several minutes.
Do not reboot the TransPort during the process.

5. Check the event log for the following messages when firmware is successfully downloaded; the
message firmware download complete indicates a successful firmware download:

13:51:33, 07 Apr 2017,GOBI Modem enable

13:51:33, 07 Apr 2017,GOBI firmware download complete

13:51:33, 07 Apr 2017,GOBI file att.cwe download complete (34790809 bytes)
13:51:31, 07 Apr 2017,GOBI write unframed response timeout

13:51:23, 07 Apr 2017,GOBI write unframed response timeout

13:50:56, 07 Apr 2017,GOBI firmware download start

Done.

OK

Troubleshooting carrier firmware updates

If the carrier firmware file download fails and an error message is displayed, check the following
things:
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carrier download fails and an error message is displayed, try checking the following things:

Check for errors in the event log; verify that the FTP download did not report errors.

If using FTP, verify that enough flash space is available. Required size varies by carrier; you may
need anywhere from 40 to 62 MB available.

If using FTP, verify that you can ping the location ftp1.digi.com.

If not using FTP, verify that the images are available in flash or USB. For example, for updating
the Verizon carrier firmware on a Sierra Wireless MC7455 module, the files car_7455.txt,
verizon.cwe, and verizon.nvu must be available.
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Configure DSL interfaces

Router models incorporating a DSL broadband interface includes a configuration page having the title
shown above. By default, the configuration in this section is suitable for the majority of ADSL service
providers in the UK. However, advanced users or users outside of the UK may want or need to adjust
some of the parameters.

Web

1. Goto Configuration > Network > Interfaces > DSL.

2. Configure the DSL parameters as needed:

Enable DSL
Enables or disables the use of DSL/ADSL functionality on the router.

Configure PVC

Select the required PVC instance from the drop-down selection box. Subsequent settings
applies to the selected instance. See additional topics in this section.

3. Click Apply.
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Configure permanent virtual circuit (PVC) parameters

Web

1. Goto Configuration > Network > Interfaces > DSL > PVC.

2. Configure PVC parameters as needed:

Enable this PVC
Check this box to enable PVC settings.

Encapsulation

The method of encapsulation to use when transporting data over this APVC. The appropriate
value can be selected from a drop list which includes the following options:

Option Description

PPPoA VC-Mux RFC 2364 VC-multiplexed PPP over AAL5
PPPOA LLC RFC 2364 LLC encapsulated PPP over AAL5
PPPoE VC-Mux RFC 2516 VC-multiplexed PPP over Ethernet
PPPoOE LLC RFC 2516 LLC encapsulated PPP over Ethernet
Bridged Ethernet VC-Mux RFC 2684 VC-multiplexed bridged Ethernet
Bridged Ethernet LLC RFC 2684 LLC encapsulated bridged Ethernet
Routed IP VC-Mux RFC 1483 VC multiplexing routed IP over ATM
Routed IP LLC RFC 1483 LLC encapsulated routed IP over ATM

To use PPPoA or PPPoE encapsulation, one of the available PPP instances must first be
configured to use this APVC instance as its Layer 1 interface on the associated Configuration
> Interfaces > PPP > PPP n > Advanced page.

VPI
The Virtual Path Identifier for this APVC in the range 0-255.

VCI
The Virtual Channel Identifier for this APVC in the range 0-65535.
3. Click Apply.

Command line

Command | Instance Parameter Values Equivalent web parameter
apvc 0 0-255 VPI
apvc 0 0-65535 VCI
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Configure DSL network settings

Web

1. Goto Configuration > Network > Interfaces > DSL > Network Settings.

2. Configure the DSL parameters as needed:

This DSL PVC is using PPP 1
The default interface for DSL. The default interface for DSLis PPP 1.

Description
A description for the DSL. This field is optional.

Username
The ADSL username.

Password
The password for the DSL account.

Confirm password
Enter the password for the DSL account again.

Enable NAT on this interface

Enables or disables IP Network Address Translation (NAT) or Network Address and Port
Translation (NAPT) at the Ethernet interface. When the parameter is set to disabled, no NAT
occurs. When this parameter is enabled, the extra options described below are displayed.

NAT and NAPT can have many uses, but they are generally employed to allow a number of
private IP hosts (PCs for example) to connect to the Internet through a single shared public IP
address. This has two main advantages, it saves on IP address space (the ISP only need assign
you one IP address), and it isolates the private IP hosts from the Internet, effectively providing
a simple firewall because unsolicited traffic from the Internet cannot be routed directly to the
private IP hosts.

To use NAT or NAPT correctly in the example of connecting private hosts to the Internet,
enable NAT or NAPT on the router’s WAN side interface and disable NAT or NAPT on the
router’s LAN-side interface.

IP address

Enable standard Network Address Translation (NAT)

When a private IP host sends a UDP or TCP packet to an Internet IP address, the router
changes the source address of the packet from the private host IP to the router’s public IP
address before forwarding the packet onto the Internet host. Additionally it will create an
entry in a NAT table containing the private IP source address, the private IP port number, the
public IP destination address and the destination port number. Conversely, when the router
receives a reply packet back from the public host, it checks the source IP, source port number
and destination port number in the NAT table to determine which private host to forward the
packet to. Before it forwards the packet back to the private host, it changes the destination IP
address of the packet from its public IP address to the IP address of the private host.

Digi TransPort® Routers User Guide 262



Configuring network interfaces Configure DSL interfaces

IP address and Port

Enable Network Address and Port Translation (NAPT).

This mode behaves like NAT but in addition to changing the source IP of the packet from the
private host it can also change the source port number. This is required if more than one
private host attempts to connect using the same local port number to the same Internet host
on the same remote port number. If such a scenario were to occur with NAT the router would
be unable to determine which private host to route the returning packets to and the
connection would fail.

NAT Source IP address

If specified, and NAT mode is set to NAT or NATP for this interface, then the source address of
packets being sent out this interface is changed to this address, rather than the interface
address.

Enable IPsec on this interface

The IPSec parameter enables or disables IPSec processing on this interface. If this box is
checked, packets sent or received on this interface must pass through the IPSec code before
being transmitted. IPSec may drop the packet, pass it unchanged, or encrypt and encapsulate
within an IPSec packet.

Keep Security Associations (SAs) when this Mobile interface is disconnected

Configures the router to keep any existing IKE and IPsec associations should the link drop. This
is usually applied on head-end routers with fixed IP addresses.

Use interface X, Y for the source IP address of IPsec packets

By default, the source IP address for an IPSec Eroute is the IP address of the interface on
which IPSec was enabled. By setting this parameter to either a PPP or Ethernet interface, the
source IP address IPSec uses will match that of the Ethernet or PPP interface specified.

Enable the firewall on this interface

Turns Firewall script processing On or Off for this interface. If the firewall is enabled on an
interface and with the absence of any firewall rules, the default action is to block ALL traffic. To
configure the firewall, see the Firewall section.

Limit the data transmitted over this interface

On W-WAN networks (where charging is based on the amount of data transferred as opposed
to time spent on-line), this parameter specifies a data limit after which the router will create
an entry in the event log to indicate that this amount of data has been transferred. For
example, if your monthly tariff includes up to 5 MB of data before you are charged an excess,
you might set the Data limit warning level to 4000. This would cause the router to place a
warning entry in the event log once you had transferred 4 MB. You could use this event to
trigger an email alert message, SNMP trap or SMS alert message.

Issue a warning event after

The maximum data to be transmitted before a warning entry is generated in the Event Log.
You can select kilobytes, megabytes or gigabytes via the drop-down box.
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Stop data from being transmitted after

The maximum amount of data that may be transferred before the router locks the interface
and prevent further transfer. Along withthe Issue a warning event after parameter,
networks use this setting when the tariff is based on the amount of data transferred to help
prevent excess charges being incurred. You can select kilobytes, megabytes or gigabytes via
the drop-down box.

Reset the data limit on the x day of the month

If you wish to automatically unlock a locked interface at the start of a new billing period, set
this parameter to the appropriate day of the month (from 1 to 28). When this date is reached
the router will unlock the interface and data transfer may resume. If the parameter is set to 0,
automatic unlocking will not occur and manual unlocking will be necessary (by clicking on the
Clear Total Data Transferred button on the appropriate Diagnostics-Statistics > PPP > PPP n
page. This parameter will also reset the statistics for the data limit warning level (in kilobytes).
The factory default does not include any DSL settings and so when the router is first installed,
the following message appears:

This DSL PVC is not assigned to any PPP interface.

Click here to jump to the PPP Mapping page.

When clicked, this link redirects the browser to the
Configuration > Network > interfaces > Advanced > PPP Mappings page. From this page,
select the desired PPP instance.

3. Click Apply.

Command line

description Free text Description

ppp 1 username Free text Username

ppp 1 password Free text Password

pPPP 1 do_nat 1 on Enable NAT on this interface
(IP Address)

pPpp 1 do_nat 2 on Enable NAT on this interface
(IP Address and port)

pPpp 1 natip IP Address NAT Source IP Address

s]e]s) 1 ipsec on, off Enable IPSec on this interface

ppPp 1 firewall on, off Enable the firewall on this
interface

pPPP 1 dlwarnkb Kbytes/Mbytes/GBytes | Issue a warning event after

pPPP 1 distopkb Kbytes/Mbytes/GBytes | Stop data from being

transmitted after x Bytes data
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dlrstday 1-28 Reset the data limit on the nth
day of the month
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Configure PVC traffic shaping parameters

Web

Service category
You can configure Each ATM PVC with a service category:

= UBR (unspecified bit rate, the default)

= VBR-nrt (variable bit rate, non-real-time)

m VBR-rt (variable bit rate, real-time)

m CBR (constant bit rate)

m Additional traffic parameters may be specified:
m PCR (peak cell rate in cells/sec)

m SCR (sustained cell rate in cells/sec)

m MBS (maximum burst size in cells)

The service categories are characterized by the various traffic parameters as follows:

Service category | Traffic parameters

UBR PCR, which may be 0 for no limit
VBR-nrt PCR, SCR, MBS

VBR-rt PCR, SCR, MBS

CBR PCR

This parameter specifies the maximum allowable rate at which cells can be transported along a
connection in the ATM network. The PCR is the determining factor in how often cells are sent in
relation to time in an effort to minimize jitter. PCR generally is coupled with the CDVT (Cell Delay
Variation Tolerance), which indicates how much jitter is allowable.

Sustained cell rate (cells/sec)
A calculation of the average allowable, long-term cell transfer rate on a specific connection.

Maximum burst size (cells)

The maximum allowable burst size of cells that can be transmitted contiguously on a particular
connection.
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Related CLI commands

Command line

apvc servcat UBR,VBR-ntr,VBR- Service category

rt,CBR
apvc 0 pcr n Peak cell rate (cells/sec)
apvc 0 scr n Sustained cell rate (cells/sec)
apvc 0 mbs n Maximum burst size (cells)
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Configure advanced DSL parameters

Web

1. Goto Configuration > Network > Interfaces > DSL > Advanced.

2. Configure the advanced DSL parameters as needed:

Operational mode
The connection mode for the DSL link. The following options are available (default is Multi

mode).

Values Equivalent web parameter

Multi-mode For Annex A models (such as PSTN / POTS) this option provides automatic
selection between G.dmt, G.lite and ANSI (in the order listed).
For Annex B models (such as ISDN) this option provides automatic selection
between G.dmt (in the order listed)

ANSI Annex A only-attempt to connect in ANSI T1.413 mode

G.dmt Attempt to connect in ITU G.992.1 G.dmt mode

G.lite Annex A only-attempt to connect in ITU G.992.2 G.lite mode

ADSL2 Connect using ADSL2

ADSL2+ Connect using ADSL2+

Load DSL firmware from flash file ‘dspfw.bin’ (if present)

Enables use of alternative +ADSL driver firmware and should only be enabled on the advice of
the technical support team. This option also requires that an additional file be loaded onto the
router.

Enable watchdog
This setting should only be enabled on the advice of Digi Technical Support.

Manage this PVC using ATM OAM cells

Using Alarm indication signal (AIS) cells downstream and Remote defect indication (RDI) cells
upstream, the router can detect faults between the connecting points of the VP/VC and
suspend transfer of ATM cells until the VC fault condition is cleared.

3. Click Apply.

Command line

adsl oper_mode | Multi,ANSI,G.dmt,G.lite,ADSL2, = Operational mode
ADSL2+
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adsl usefwfile on, off Load DSL firmware from flash
file

adsl 0 watchdog on, off Enable watchdog

apvc 0 oammanage  on, off Manage this PVC using ATM
OAM cells

Additional CLI commands
The following command is not available from the web interface:

adsl @ debug {0]1}

Where 0 is off and 1 causes debugging information to be sent to the CLI.

Digi TransPort® Routers User Guide 269



Configuring network interfaces Configure Generic Routing Encapsulation (GRE) interfaces

Configure Generic Routing Encapsulation (GRE) interfaces

Generic Routing Encapsulation (GRE) is a means of transporting IP packets from one device to another
through an unencrypted point-to-point IP tunnel. You can configure multiple tunnels to multiple
devices. Once configured, a GRE tunnel is created between two devices.
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Configure GRE tunnel parameters

Web

1. Goto Configuration > Network > Interfaces > GRE > Tunnel n.

+ GRE
» Tunnel 0

Description:

IP Address:
Mask:|255.255.255.0
Source IP Address: ® Use interface ¥ |0
Use IP Address
Destination IP Address or Hostname:

¥ Enable keepalives on this GRE tunnel
Send a keepalive every |0 seconds
Bring this GRE tunnel down after no replies to |3 keepalives

# Bring this GRE interface up to send keepalives

2. Configure the GRE tunnel parameters.

Description
A memorable name for this GRE instance, to make it easier to identify it.

IP address

The IP address of the virtual interface the tunnel uses. Use with the Mask parameter. You must
enter this parameter for the tunnel to work.

Mask

Use this parameter with the IP address parameter to clarify the subnet in use on the virtual
interface. This would normally be a 30-bit mask as this is a point-to-point link
(255.255.255.252).

Source IP Address

The two sub options here allows you to specify a source address from a specified interface or
by manually assigning an address. If you do not select either option, the router uses the default
address for the route through which the packet leaves the router. If the interface through
which the GRE packets exit does not have NAT enabled, the router uses the default router
address, which is the Ethernet 0 address.

Use Interface:

The GRE tunnel source interface, which allows the tunnel end point to be a physical interface
rather than a virtual IP address. This is for using GRE without IPSec. Do not use these
parameters if the parameter below uses the source address. Select the available interface
type and number from the drop-down boxes.
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Use IP Address:

Avirtual host IP address for the local end of the tunnel, configured for routing purposes. This IP
address has no other use and needs no mask as it is a host address, such as 1.1.1.1. Normally,
use this option in conjunction with IPSec. Do not use this parameter if the interface is selected
as the source using the Use Interface options above.

Destination IP Address or Hostname

The FQDN or IP address of the remote end of the tunnel. This could also be the virtual host IP
address for the remote end of the tunnel, configured for routing purposes. such as 2.2.2.2.

Enable keepalives on this GRE tunnel

Enables or disables the GRE keepalive parameters. Keepalives are needed so allow the router
to determine whether the tunnelinterface is receiving traffic correctly or not. If keepalives fail,
the tunnelis marked as down.

Send a keepalive every s seconds

When configured to a non-zero value, keepalive packets is sent to the remote end of the tunnel
and the response is monitored to detect if the tunnelis up or down. If the tunnel is detected as
down, the routing table metric will be altered. Value is configured in seconds. If this value is set
to 0, the router does not use keepalives.

Bring this GRE tunnel down after no replies to n keepalives

The consecutive number of keepalive packets that need to fail before the tunnelis detected as
being down.

Bring this GRE interface up to send keepalives

Whether or not the GRE keepalive packets will activate the tunnel. If set to YES and the tunnel
drops the GRE keepalive packet will try to raise the tunnel again. If set to NO and the tunnel
has been marked as down due to the GRE keepalives not being received, the router will only
raise the tunnel if a packet (other than a GRE keepalive) needs to be routed.

VRF
Associates the interface with a particular VRF.

Destination VRF
Associates the interface with a particular destination VRF.
3. Click Apply.

Command line

descr Free text field | Description
tun n IPaddr Valid IP IP Address
address
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mask Valid Subnet Mask
Mask
tun n source_ent | blank,ETH,PPP | Use interface x,y for the source IP address

of GRE packets
x=Interface type

tun n source_ 0-255 Use interface x,y for the source IP address
add of GRE packets
y=interface number
tun n source Valid IP Source IP address to use for GRE packets
address
tun n dest Valid IP Destination IP address to use for GRE
address packets
tun n kadelay Seconds Send a keepalive every s seconds
tun n karetries Number Bring this GRE tunnel down after no replies
to n keepalives
tun n kaactrq On,off Bring this GRE interface up to send
keepalives
tun n vrf integer VRF
tun n vrfdest integer Destination VRF

Digi TransPort® Routers User Guide 273



Configuring network interfaces Configure Generic Routing Encapsulation (GRE) interfaces

Configure advanced GRE parameters

Web

1. Goto Configuration > Network > Interfaces > GRE > Advanced.

* Advanced
Metric:|1
MTU: 1400 bytes
Include Tunnel key

Enable the firewall on this GRE tunnel
Enable GRE checksums

Enable IGMP on this GRE tunnel

Enable DMS inbound blocking

Enable IF analysis

Enable Tunnel analysis

Enable Multi-GRE mode on this GRE tunnel

MHRP Holding Time: |0
MHS Server:

¥ Enable NHRP Spoke to Spoke mode on this GRE tunnel
Enable DMMNR

2. Configure the advanced GRE tunnel parameters.

Metric

The connected metric of an interface. The default metric of a connected interface is 1. By
allowing the interface to have a higher value (lower priority), static routes can take preference
to interfaces. For normal operation, leave this value unchanged.

MTU

The maximum transmission unit. In this text box you can enter the greatest amount of data
that can be transferred in one physical packet. The default value is 1400.

Include Tunnel Key

The interface normally uses this parameter with multi GRE (mGRE). The tunnel key adds an
extra field to the GRE header where a key number can be applied. When enabled, incoming GRE
packets must have a matching tunnel key number to be accepted by this tunnel. When enabled,
the IP address parameter is not required.

Enable the firewall on this GRE tunnel

Turns Firewall script processing on or off for this interface. If using the firewall for problem
detection on a tunnel interface, the interface to put 00S will need to be specified, such as:

pass out break end on tun n from any to 100.100.100.29 port=4000
flags S!A 1dinspect-state oos ppp n 5
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Enable GRE checksums

Selects whether to add GRE checksums to GRE packets when the router is terminating a GRE
tunnel. Set this parameter to off to disable checksums, and to on to enables checksums.

Enable IGMP on this GRE tunnel

This IGMP parameter enables or disables the transmission and reception of IGMP packets on
this interface. IGMP advertises members of multicast groups. If IGMP is enabled, and a
member of a multicast group is discovered on this interface, multicast packets for this group
received on other interfaces are sent out this interface.

Enable DNS inbound blocking

Enables or disables blocking DNS requests on the GRE tunnel, to prevent the tunnel from
responding to DNS requests over this interface.

Enable IP analysis
When set to on, the un-encapsulated IP traffic is captured into the analyser trace.

Enable Tunnel analysis

When set to on, the GRE encapsulated packets and keepalives is captured to the analyser
trace.

3. Click Apply.

Command line

metric Numeric Metric Metric for the route associated with this
value interface
tun n MTU MTU value Maximum transmission unit size
tun n tunkey Key number Key number
tun n Firewall on,off Turn firewall on or off
tun n csum on,off Enable GRE checksums
tun n block_dns | on,off Enable DNS inbound blocking
tun n igmp on, off Enable IGMP packets
tun n ipanon on, off Enable IP analysis for traffic on this
interface
tun n tunanon on, off Enable GRE tunnel analysis

RIP Routing Parameters-command line only: In the command-line interface, there are
commands and sub-parameters for GRE Tunnels that specifically relate to RIP. See Configure Routing
Information Protocol (RIP) settings to configure these sub parameters.
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Configure ISDN interfaces

TransPort routers fitted with an optional internal ISDN MODEM card have several ISDN configuration
settings at Configuration > Network > Interfaces > ISDN. This page has several sets of configuration
parameters:

= ISDN Answering

= ISDN Dialling

= LAPD
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Configure the ISDN interface to receive incoming calls

Digi routers can answer incoming B-channel ISDN calls with three main protocols: rate adaption
protocols, LAPB, and PPP. Usually several instances of these protocols exist. This section explains how
answering priorities work for the different protocols.

Protocol entities
The following protocol instances are capable of answering an incoming ISDN call:

Adapt
Adapt instances provide rate adaptation protocols such as V.120 or V.110.

LAPB

LAPB instances allow the router to answer incoming X.25 calls over ISDN. These instances can
optionally connect the caller to a synchronous serial port, an asynchronous serial port bound to a PAD,
or switch the call to another interface.

PPP

IP data tunneled over PPP instances allows remote access to the router’s IP-based management
features and also facilitates onward IP routing through any of the router’s IP enabled interfaces.

The router automatically answers an incoming ISDN call if any of the following statements are true,

subject to the entity’s MSN, Calling Number and Sub-address parameters being set to their default
values:

= An Adapt instance is bound to an asynchronous serial port (ASY) and the answer ring count (S0)
for that serial port is set to 1

m A LAPB instance has its answering parameter set to On

m A PPP instance has its answering parameter set to On

If more than one of these protocols are configured to auto answer then the priority is as follows:

Adapt instances (normally V.120) will take priority over LAPB, which will take priority over PPP. If an
Adapt instance is bound to an asynchronous serial port (ASY port) but the answer ring count (ATSO) is
not set to 1 for that same serial port then Adapt entity will not answer automatically. If any other
protocol entities (such as LAPB, PPP or another Adapt instance) are configured to answer then one of
these protocol entities will answer the call. If no other protocol entities are configured to answer then
a repeating RING message will be sent out of the serial port and the RS232 ring indicator control will
be activated. If a terminal attached to the serial port sends ATA followed by carriage return then the
ISDN call will be answered by the Adapt entity and any incoming data will be channeled out of the
serial port and vice-versa.

Multiple Subscriber Numbers

An MSN (multiple subscriber number) is an alternative number provided by the telephone service
provider which when dialed will also route through to your ISDN line. It is possible to purchase several
MSNs for an ISDN line. This means that in effect one ISDN line can have several ISDN numbers.

Every entity in the router which is capable of answering an ISDN call (Adapt, LABP and PPP) has an
MSN parameter.

You can use a protocol entity’s MSN parameter to:
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m Cause a protocol instance not to answer an incoming ISDN call (if the trailing digits of the ISDN
number called do not match the entry in this field).

m Increase the answering priority of an instance (if more than one protocol instance is configured
to answer and the trailing digits of the ISDN number called match the value of the MSN
parameter for a particular protocol instance).

Example
Consider the following:

= An Adapt instance is bound to a serial port and ATSO for that serial port is set to 1.
m PPP instance 0 has answering turned On.

m The ISDN line to which the router is connected has two numbers: the main number is 123456
and the MSN number is 123789.

Normally, because ADAPT has a higher answering priority than PPP, the Adapt instance will answer
when either of the numbers are called. However if the ISDN number dialed is 123456 and 456 is
entered into the MSN parameter of PPP, PPP will answer instead. This will also have the effect of
preventing PPP from answering if any other ISDN number (such as 123457) has been called.

This means that whenever 123456 is called the PPP instance will answer, and whenever 123789 is
called, the V120 instance will answer.

You can connect multiple ISDN devices to the same ISDN line. Then, you can use MSNs to allow the
different ISDN devices to be dialed individually (such as dial the main ISDN number), and get through
to ISDN device one, dial the first MSN and get through to ISDN device number two, dial the second
MSN, and get through to ISDN device number three, etc.).

Multiple PPP Instances

It is also possible to configure multiple instances of a particular entity to answer. For example, PPP
instance, 0, 1 and 4 could be configured to answer. In this case, provided none of the PPP instances
are busy, the PPP instance with the highest number will answer first. You can use MSNs to ensure
that a chosen PPP instance answers the call.

The multiple protocol entity answering instance rules are as follows:

Adapt
The lowest free Adapt instance with auto-answering enabled will answer first.

PPP
The lowest free PPP instance with answering on will answer first.

LAPB
The lowest free LAPB instance with answering on will answer first.

Web

1. Goto Configuration > Network > Interfaces > ISDNThe ISDN Answering. This page is for
configuring the ISDN interface to receive incoming calls.

2. Configure the ISDN answering parameters:
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Load answering defaults button

Click this to button resets the default answering PPP interface (PPP 0) to the factory
answering defaults.

Load answering defaults }

Description

A memorable name for this PPP instance, to make it easier to identify it.

Only accept calls from calling numbers

ending with

Restricts the range of numbers from which ISDN will answer incoming calls, such as the ISDN
interface will only answer a call if the trailing digits of the calling number match what is

specified by this parameter. For example, if this parameter was set to 3, incoming calls from
1234563 would be answered but calls from 1234567 would not.

with ISDN MSN ending with

If answering is disabled this parameter is not used.

Provides the filter for the ISDN Multiple Subscriber Numbering facility. It is blank by default but
when set to an appropriate value on an answering interface, it will cause the router to answer
incoming calls to only telephone numbers where the trailing digits match the value selected.
For example, setting this parameter to 123 will prevent the router from answering any calls to
numbers that do not end in 123.

with ISDN sub-address ending with

If answering is disabled this parameter is not used.

Provides the filter for the ISDN sub-address facility. It is blank by default but when set to an
appropriate value on an ISDN answering interface, it will cause the router to answer incoming
calls only to ISDN numbers where the trailing digits match the Sub-address value. For example,
setting the this parameter to 123 will prevent the router from answering any calls to numbers
that do not end in 123.

Use the following local IP configuration

Local IP Address:

The IP address of the router’s ISDN answering interface. Set this field to the desired local IP
address.

Attempt to assign the following IP configuration to remote devices

Set this parameter if the remote system needs a supplied address. The interface makes an
attempt to negotiate an IP address from the IP address pool. Generally, this parameter is
enabled for incoming connections. When enabled, displays the following parameters:

Assign remote IP addresses from a.b.c.d to a.b.c.d

The range of IP addresses supplied to incoming callers. This parameter may require alteration
if the default value 10.10.10.0 to 10.10.10.4 does not suit the remote network configuration.
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Mask

The IP netmask for the Remote network. Use this setting to create a dynamic route to the
remote network whenever the ISDN interface is active.

Primary DNS server

The answering ISDN interface would normally supply its own PPP IP address to the peer for
DNS requests. This parameter allows you to specify an alternative DNS IP address.

Secondary DNS server
A secondary DNS server IP address to the peer for DNS requests, if required.

Enable NAT on this interface

Enables or disables IP Network Address Translation (NAT) on the answering ISDN interface.
When enabled, displays the following options:

IP Address

Enable standard Network Address Translation (NAT).
IP address and Port

Enable Network Address and Port Translation (NAPT).

Enable IPsec on this interface

Enables or disables IPSec processing on the ISDN interface. If enabled, packets sent or
received on this interface must pass through the IPSec code before being transmitted. IPSec
may drop the packet, pass it unchanged, or encrypt and encapsulate within an IPSec packet.
When enabled, displays the following parameters:

Keep Security Associations (SAs) when this ISDN interface is disconnected

Configures the router to keep any existing IKE and IPsec associations should the link drop. This
is usually applied on head-end routers with fixed IP addresses.

Use interface X, Y for the source IP address of IPsec packets

By default, the source IP address for an IPSec Eroute is the IP address of the interface on
which IPSec was enabled. By setting this parameter to either a PPP or Ethernet interface, the
source IP address IPSec uses will match that of the specified Ethernet or PPP interface.

Enable the firewall on this interface
Enables or disables the Firewall script processing for the mobile interface.

If the firewall is enabled on an interface and with the absence of any firewall rules, the
default action is to block ALL traffic. To configure the firewall, see Firewall.

3. Click Apply.
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Command line

Equivalent web

Command Instance | Parameter |Values parameter

ppp 0 name Free text field Description:

ppp 0 cingnb number ending with

ppp 0 msn number with ISDN MSN ending
with

pPPP 0 sub number with ISDN sub-address
ending with

ppp 0 ipaddr IP address Local IP Address:

ppp 0 mask Network mask Mask:

ppp 0 ipmin IP address Assign remote IP
addresses from a.b.c.d
toa.b.cd

pPpPpP 0 iprange 1-255 Assign remote IP
addresses from a.b.c.d
toa.b.cd

ppp 0 dnsserver IP address Primary DNS server:

ppp 0 secdns IP address Secondary DNS server:

pPPP 0 do_nat 1 Enable NAT on this
interface
IP Address:

pPPP 0 do_nat 2 Enable NAT on this
interface

IP address and Port:

ppp 0 ipsec 1 Enable IPsec on this
interface
PPp 0 ipsec 2 Keep Security

Associations (SAs) when
this ISDN interface is
disconnected

ppPp 0 ipsecent Default,Ethernet,PPP Use interface X, Y for
the source IP address
of IPsec packets

ppp 0 ipsecadd number Use interface X, Y for
the source IP address
of IPsec packets

pPPP 0 firewall on/off Enable the firewall on
this interface
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Configure ISDN dialing parameters

Web

1. Goto Configuration > Network > Interfaces > ISDN > ISDN Dialling. When the router is first
powered up, navigating to the Configuration > Network > Interfaces > ISDN page displays a
message indicating that the MODEM card does not have a PPP instance associated with it.
Follow the link on the page and select an unassigned PPP interface to the MODEM. When the
browser is refreshed and the Configuration > Network > Interfaces > ISDN page redisplayed,
it should show the parameters described below, along with a message at the top of the page
indicating which PPP instance has been selected.

2. Configure ISDN dialing parameters:

This ISDN interface is using PPP n
This message simply states which PPP instance has been assigned to the interface.

Description

A memorable name for the interface. This may be useful when referring to the interface, rather
than having to remember the name and the function of the interface.

Dial out using numbers
The telephone numbers to use to make an outgoing connection, in sequence.

Prefix n to the dial out number
The dialing prefix to use, if needed. This may be necessary when using a PABX.

Username

The username to use when using the PPP instance to connect to the remote peer. This
username is normally provided by an ISP for use with a dial-in Internet access service.

Password
The password to use for authenticating the remote peer, along with the above username.

Confirm password

Type the password into this text box to enable the router to confirm that the password has
been entered identically in both boxes.

Allow the remote device to assign a local IP address to this router

When this radio button is selected, the remote peer will assign this PPP interface an IP
address.

Try to negotiate a.b.c.d as the local IP address for this router

If it would be useful, but not essential, to have a predefined IP address for the interface, the
second radio button should be selected and the desired IP address entered into the text box to
the right.
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Use a.b.c.d as the local IP address for this router

If it is essential that the PPP interface has a specific IP address, this radio button should be
selected and the IP address entered into the text box.

Use the following DNS servers if not negotiated

Primary DNS server

The IP address of the primary DNS server to use if a DNS server is not assigned as part of the
PPP negotiation and connection process. It is fairly common practice for the DNS server to be
assigned automatically by the ISP when making a connection.

Secondary DNS server

The IP address of the secondary DNS server to use if one is not automatically assigned by the
remote peer.

Attempt to assign the following IP configuration to remote devices

When checked, this check box reveals the following four configuration parameters which
control how the PPP instance assigns an IP address to a connecting remote peer. The primary
and secondary DNS server addresses will also be sent to the remote peer

Assign remote IP addresses from a.b.c.d to a.b.c.d

The IP addresses that define the pool of IP addresses to assign to remote peers during the IP
protocol configuration phase of the PPP negotiation process.

Primary DNS server

The IP address of the primary DNS server that the remote peer should use when making DNS
requests over the link.

Secondary DNS server

The IP address of the secondary DNS server that the remote peer should use when making
DNS requests, should the primary server be unavailable.

Allow the PPP interface to answer incoming calls
When enabled, causes the PPP instance to answer an incoming call.

Only allow calling numbers ending with n

When set to answer calls, this setting provides a filter for ISDN sub-addresses. This value is
blank by default but when the PPP instance is set to answer calls, only numbers having trailing
digits that match the sub-address value in this test will be answered. So for example, if this
value is set to 123, only calls from numbers with trailing digits that match this value will be
answered; for example, 01942 605123.

Enable NAT on this interface

Enables Network Address Translation to operate on this interface. This is the same as for other
PPP interfaces.

IP address/IP address and Port

Whether IP address translation only should be applied or whether port number translation
should also be applied to IP packets.
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3.

Enable IPsec on this interface

When enabled, causes the router to encrypt traffic on this interface using the IPsec protocol.
The following two additional configuration parameters are revealed when this box is checked.

Keep Security Associations (SAs) when this ISDN interface is disconnected

When enabled, causes the router to maintain (such as not flush) the SA when the interface
becomes disconnected. The normal behavior is to remove the SAs when the interface becomes
disconnected.

Use interface x,y for the source IP address of IPsec packets

If it is required to use another interface (such as not the interface currently being configured)
as the source address for IPsec packets, this may be achieved by selecting the desired
interface from the drop-down list and typing the desired interface instance number into the
adjacent text box.

Enable the firewall on this interface
When enabled, applies the firewall rules to traffic using this interface.
Click Apply.

Command line

Equivalent web

Command Instance | Parameter Values parameter
ppp n name Upto25 Description
characters
pPPpP n phonenum up to 25 digits Dial out using numbers
ppp n ph2 [{3 43
ppp n ph3 143 113
ppp n ph4 [{3 43
PPP n prefix 0-9999999999 Prefix n to the dial out
number
ppp n username Up to 60 Username
characters
PPP n password Upto40 Password
characters
ppp n IPaddr 0.0.0.0 Allow the remote device to

assign a local IP address
to this router
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Equivalent web
Command Parameter parameter

ppp

ppp

ppPpP

pPP

ppp

ppp

ppPpP

pPP

ppp

ppp

ppp

Digi TransPort® Routers User Guide

IPaddr

[_addr

DNSserver

secDNS

IPmin

IPrange

transDNS

sectransDNS

ans

cingnb

do_nat

nat_ip

Valid IP address
a.b.cd

off, on

When on, allows
negotiation

When off, forces
use of specified IP
address

Valid IP address
a.b.c.d

Valid IP address
a.b.cd

Valid IP address
a.b.cd

0-255

Valid IP address
a.b.c.d

Valid IP address
a.b.cd

off, on

up to 25 digits

0,1,2
0=Disabled

1=IP address
2=|P address and
port

Valid IP address
a.b.c.d

Try to negotiate a.b.c.d as
the local IP address for
this router

(in conjunction with |_
addr)

Use a.b.c.d as the local IP
address of this router

Use the following DNS
servers if not negotiated
Primary DNS server a.b.c.d

Use the following DNS
servers if not negotiated
Secondary DNS server
a.b.cd

Assign remote IP
addresses from a.b.c.d to
a.b.cd

Assign remote IP
addresses from a.b.c.d to
a.b.cd

Primary DNS server a.b.c.d

Secondary DNS server
a.b.cd

Allow this PPP interface to
answer incoming calls

Only allow calling numbers
ending with n

Enable NAT on this
interface

IP address/IP address and
Port

NAT Source IP address
a.b.c.d
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Equivalent web
Command Parameter Values parameter

ipsec 0=Disabled Enable IPsec on this
1=Enabled interface/
2=Enabled and Keep Security Associations
Keep SAs when this ISDN interface is
disconnected
pPpp n firewall off, on Enable the firewall on this
interface
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Configure advanced ISDN parameters

Web

1. Goto Configuration > Network > Interfaces > ISDN > Advanced

2. Configure advanced ISDN parameters as needed:

Metric

The route metric that should be applied to this interface. For details, see Configure PPP
parameters.

Enable “Always On” mode of this interface
When enabled, causes the following two options to appear.

On/On and return to service immediately

These two radio buttons select whether the always-on functionality should simply be enabled
or whether the additional facility to return the interface to the In Service state should be
applied.

Put this interface “Out of Service” when an always-on connection attempt fails

Normally, always-on interfaces do not go out of service unless they have connected at least
once. When enabled, causes the router to put the interface out of service even if the first
connection attempt fails.

Attempt to re-connect after s seconds

Specifies the length of time in seconds that the router should wait after an always-on PPP
connection has been terminated before trying to re-establish the link.

If an inhibited PPP interface is connected, attempt to re-connect after s seconds

The value in this setting takes precedence over the previous parameter when another PPP
instance that is usually inhibited by this one is connected. This parameter typically reduces the
connection retry rate when a lower priority PPP instance is connected.

Wait s seconds after power-up before activating this interface

The initial delay that the router applies before activating the PPP instance after power-up.
After the initial power-up delay the normal always-on activation timers apply. If set to 0, no
delay will be applied.

Control when this interface can connect using Time band n

Enables the time band function and allows selecting the desired time band instance. See
Configuring time bands for more information on time bands.

Keep this interface up for at least s seconds

The minimum period that the PPP interface should remain available. This means that even if
the link becomes inactive before this period expires, the connection will remain open.
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Close this interface

After s seconds

The maximum time that the link remains active in any one session. After this time, the link will
be deactivated.

If it has been up for m minutes in a day

The router deactivates the PPP instance after it has been active for the value specified in this
text box.

If the link has been idle for s seconds

The router deactivates this interface after the time specified in this text box if it detects that
the link has not passed any traffic for that period.

Alternative idle timer for static routes s seconds

An alternative inactivity timeout for use in conjunction with the Make PPP n interface use the
alternative idle timeout when this route becomes available parameter on the
Configuration > Network > IP Routing/Forwarding > Static Routes > Routes n > Advanced
web page. The router uses timeout until the PPP instance next deactivates only. After that, it
uses the normal timeout value.

If the link has not received any packets for s seconds

The amount of time that the router will wait without receiving any PPP packets before
disconnecting. The timer is reset with each received PPP packet.

If the negotiation is not complete in s seconds

The maximum time (in seconds) allowed for the PPP negotiation to complete. If negotiations
have not completed within this period, the interface is deactivated.

Generate an event after this interface has been up for m minutes

The number of minutes (if any) after which the router should create an event in the event log
that states that the interface has been active for this period.

Limit the data transmitted over this interface

When enabled, displays the following parameters that control any data volume restrictions
that should be applied to this interface.

Issue a warning event after n units

The amount of traffic which causes a warning event to be generated in the event log stating
that the specified amount of data has been transferred. The units are specified by a drop-down
list, having the options kilobytes, megabytes, gigabytes. For example, if the monthly tariff
includes up to 5 MB of data before excess usage charges are levied, it would be useful to set
this threshold to 4 MB. This would cause the router to create a warning entry in the event log
once 4 MB of data had been transferred. You could use this event to trigger an email alert,
SNMP trap or SMS alert message.

Stop data from being transmitted after n units

The total amount of data that may be transmitted by this PPP instance before the link is
blocked for further traffic, and the value in the drop-down list specifies the units which are
kilobytes, megabytes, gigabytes.
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Reset the data limit on the n day of the month
The day of the month on which the data limit is reset to 0.
3. Click Apply.

Command line

Command | Instance | Parameter Values Equivalent web parameter

ppp n metric 0-255 Metric

ppp n aodion 0-2 Enable “Always On” mode of
O=disabled this interface, On, On and
1=enabled return to service immediately
2=0n and return
to service
immediately

ppPp n immoos on, off Put this interface “Out of

Service” when an always-on
connection attempt fails

ppp n aodi_dly 0-2147483647 Attempt to reconnect after s
seconds
pPpPpP n aodi_dly2 0-2147483647 If an inhibited PPP interface is

connected, attempt to re-
connect after s seconds

ppp n pwr_dly 0-2147483647 Wait s seconds after power-up
before activating this
interface

ppp n tband 0-4 Control when this interface
can connect using Time Band
n

ppp n minup 0-2147483647 Keep this interface up for at
least s seconds

pPpp n maxup 0-2147483647 Close this interface after s
seconds

ppp n maxuptime 0-2147483647 if it has been up for m minutes
in a day

ppPp n timeout 0-2147483648 if the link has been idle for s
seconds

ppp n timeout2 0-2147483648 Alternative idle timer for

static routes s seconds

pPpp n rxtimeout 0-2147483648 if the link has not received any
packets for s seconds
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maxneg 0-2147483648 if the negotiation is not
complete in s seconds

pPPP n uplogmins 0-2147483647 Generate an event after this
interface has been up for m
mins

ppp n dlwarnkb 0-2147483647 Issue a warning after n units

ppp n distopkb 0-2147483647 Stop data from being

transmitted after n units

pPpp n dlrstday 0-255 Reset the data limit on the n
day of the month
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Configure ISDN Link Access Protocol D (LAPD) parameters

Link Access Protocol D (LAPD) is the protocol for ISDN D-channel signaling and call setup. You can use
LAPD 0 and LAPD 1 as required for SAPI 16 traffic, such as X.25 over D-channel. LAPD 2 is normally
reserved for ISDN call control.

Web

1. Goto Configuration > Network > Interfaces > ISDN > LAPD.The ISDN LAPD parameters
page configures the ISDN LAPD interfaces.

2. Configure LAPD interface parameters:

Enable LAPD n

Disabling this parameter disables the LAPD instance. This may be necessary if you have an
installation where two or more routers are connected to the same ISDN S bus. In this case,
only one of the routers may be configured for D-channel X.25 on TEI1, SAPI16. On each of the
other routers you must disable any LAPD instance for which the TEl is set to 1 in order to
prevent it from responding to X.25 traffic on that TEI that is actually destined for another
router.

When checked, this check box will also reveal the following configuration parameters.

Mode

When the DTE/DCE mode parameter is set to DTE, the router behaves as a DTE. This is the
default value and should not be changed for normal operation across the ISDN network. If your
application involves using two routers back-to-back, one of the routers should have the DTE
mode value set to DCE.

N400 Counter

The standard LAPB/LAPD retry counter. The default value is 3 and it should not normally be
necessary to change this.

RR Timer n msecs

The standard LAPB/LAPD Receiver Ready timer. The default value is 10,000ms (10 seconds)
and it should not normally be necessary to change this.

T1 Timer n msecs

The standard LAPB/LAPD timer. The default value is 1000 milliseconds (1 second) and it should
not normally be necessary to change this.

T200 Timer n msecs

The standard LAPB/LAPD re-transmit timer, in milliseconds. The default value is 1000
milliseconds (1 second) and it should not normally be necessary to change this.

TEI

Each ISDN terminal device connected to your ISDN basic rate outlet must be assigned a unique
Terminal Endpoint Identifier (TEI). In most cases, this is negotiated automatically. In some
cases however, it may be necessary to assign a fixed TEI.

When TEI is set to 255, the TEl is negotiated with the ISDN network. To use a fixed TEI set the
TEI parameter to the appropriate value as specified by your service provider.
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D-channel X.25 Tx Window Size
The transmit window size when using D-channel X.25. The default is 7.

Tx Throughput

Used in conjunction with the Rx Throughput parameter to limit the maximum data
throughput on a LAPD link in bits per second.

If this parameter is set to 0, the router will transmit data across the LADP link as fast as
possible whilst observing hardware or software flow control if enabled.

When set to a value greater than 0, the router will limit the rate at which data is transmitted
over the LAPD link.

If multiple PAD or IP instances are sharing this LAPD instance, the maximum transmission
rates of all instances will be limited.

Rx Throughput

Used in conjunction with the Tx Throughput parameter to limit the maximum data throughput
on a LAPD link in bits per second.

If this parameter is set to 0, the router will transmit data across the LADP link as fast as
possible whilst observing hardware or software flow control if enabled.

When set to a value greater than 0, the router will limit the rate at which data can be received
over the LAPD link when it detects that receive throughput exceeds the specified rate.

If multiple PAD or IP instances are sharing this LAPD instance, the maximum transmission
rates of all instances will be limited.

Reactivate D-channel connection

When enabled, the router tries to reactivate a D-channel connection after disconnection by the
network by transmitting SABME frames. If it is unable to reactivate the connection after
retrying the number of times specified by the N400 counter, it will wait for 1 minute before
repeating the retry sequence.

Enabling this parameter also deactivates the Reactivate after n secs parameter.

If this parameter is disabled, the router will not attempt to reactivate a D-channel link
following deactivation by the network.

Reactivate after n secs

The number of seconds a deactivation has to be present before the LAPD instance will try to
reactivate itself.

After X.25 PAD session is terminated
Determines whether the LAPD session is deactivated when an X.25 PAD session is terminated.

Deactivate the LAPD session
Enables automatic deactivation of a LAPD session when an X.25 PAD session is terminated.

Do not deactivate the LAPD session

Ensures the router does not deactivate the LAPD session when an X.25 PAD session is
terminated.
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Enable D64S Mode

D64S mode is a mode for using ISDN B-channel(s) without the need to use any D channel
protocol. It is sometimes referred to as nailed-up ISDN. To enable this mode for this LAPD
instance, enable the D64S mode parameter, and make sure the TEI parameter is set to 255.
This means that for any application that uses ISDN (such as. PPP) the application uses D64S
mode.

First D64S B-channel

When using D64S mode, there is no dialing protocol to negotiate which B-channel to use. This
must therefore be specified using this parameter. Check the B1 radio button to select channel
B1. Check the B2 radio button to select channel B2 (if another channel is requested from an
application then it will use the other unused B channel).

3. Click Apply.

Command line

enabled off, on Enable LAPD n

LAPD n dtemode off, on Mode

LAPD n n400 1-255 N400 Counter

LAPD n tnoact 1000-60000 RR Timer n msecs

LAPD n titime 1-60000 T1 Timer n msecs

LAPD n t200 1-60000 T200 Timer n msecs

LAPD n tei 0-255 TEI

LAPD n window 1-7 D-channel X.25 Tx Window Size

LAPD n tthruput 0-1410065407 | Tx Throughput

LAPD n rthruput 0-1410065407 | Rx Throughput

LAPD n keepact off, on Reactivate D-channel connection

LAPD n reactsecs 0-2147483647 | Reactivate after nsecs

LAPD n nodeact off After X.25 PAD session is terminated:
Deactivate the LAPD session

LAPD n nodeact on After X.25 PAD session is terminated:
Do not deactivate the LAPD session

LAPD n d64smode | off, on Enable D64S Mode

LAPD n d64schan 1,2 First D64S B-channel: B1, B2
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Configure ISDN to answer V.120 calls

V.120 is a protocol designed to provide high-speed point-to-point communication over ISDN. It
provides rate adaptation and can optionally provide error control. Both the calling and called routers
must be configured to use V.120 before data can be transferred. Similarly, if one router is configured
to use the error control facility, the other must be configured in the same way.

Initial setup

Before using V.120 you must first bind one of the two available V.120 instances to the required ASY
port.

Web

1. Goto Configuration > Network > Interfaces > Serial > Protocol Bindings and bind one of
the V.120 instances to the ASY port. See Configure protocol bindings for more information
about these settings.

2. Select the appropriate method of flow control for the ASY port. Go to Configuration > Network
> Interfaces > Serial > Serial Port n .

Command line
1. Use the bind command; for example:
bind v120 0 asy 0

2. Use the AT&K command to configure flow control for the ASY port. Configure other ASY port
options such as command echo, result code format, etc. as needed.

Initiating a V.120 call

Command line

Once the initial configuration is complete, initiate V.120 calls using the appropriate ATD command. For
example:

atd01234567890

A successful connection is indicated by a CONNECT result code being issued to the ASY port, and the
router will switch into on-line mode. In this mode, all data from the terminal attached to the bound
ASY port is passed transparently through the router across the ISDN network to the remote system.
Similarly, all data from the remote system is passed directly to the terminal attached to the bound
ASY port.

If a V.120 call fails the router will issue the NO ANSWER or NO CARRIER result code to the ASY port
and remain in command mode.

You can use the ATD command to route a call to an ISDN sub-address by following the telephone
number with the letter S and the required sub-address value. For example:

atd01234567890s003

In this case, the remote system only answers the call if it was configured to accept incoming calls on
the specified sub-address.
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Answering V.120 calls

Command line

To enable V.120 answering from the command interface, set register SO for the appropriate ASY port
to a non-zero value. For example:

atso=1

To ensure that you have set SO0 for the correct ASY port, either enter it directly on that port or use the
AT\PORT command to select the correct port first.

The actual value for the parameter sets the number of rings the router will wait before answering.

Finally, you must ensure that there are no conflicts with other protocols configured to answer on
other ASY ports. To do this, disable answering for the other ports/protocols or by using the MSN
and/or Sub-address parameters to selectively answer calls to different telephone numbers using
different protocols.

For example, if you have subscribed to the ISDN MSN facility, you may have been allocated say four
telephone numbers ending in 4, 5, 6, and 7. You could then set the MSN parameter for the appropriate
V.120 instance to 4 to configure V.120 to answer only incoming calls to the MSN number ending in 4.

If PPP answering is enabled, verify that you have not selected the same MSN and Sub-address values
for PPP. If they are the same, V.120 will answer the call only if SO is set to 1. Otherwise, PPP will take
priority and answer the call.
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Configure PSTN interfaces

These settings apply to TransPort routers fitted with an optional internal PSTN MODEM card.

Web

1. Goto Configuration > Network > Interfaces > PSTN.

2. When the router is first powered up, this page shows a message indicating that the MODEM
card does not have a PPP instance associated with it. Follow the link on the page and select an
unassigned PPP interface to the MODEM.

3. Refresh your browser and go to Configuration > Network > Interfaces > PSTN. The page
should show the following parameters, along with a message at the top of the page indicating
the selected PPP instance. Configure these parameters as needed:

This PSTN interface is using PPP n

Which PPP instance has been assigned to the interface.

Description

A memorable name for the PSTN interface. This may be useful when referring to the interface,
rather than having to remember the name and the function of the interface.

Dial out using numbers
The telephone numbers to make an outgoing connection, in sequence.

Prefix n to the dial out number
The dialing prefix to use, if needed. This may be necessary when using a PABX.

Username

The username to use when using the PPP instance to connect to the remote peer. This is
normally provided by an ISP for use with a dial-in Internet access service.

Password

The password to use for authenticating the remote pee, along with the above username.

Confirm password

Type the password into this text box to enable the router to confirm that the password was
entered identically in both boxes.

Allow the remote device to assign a local IP address to this router

When selected, the remote peer assigns this PPP interface an |P address.

Try to negotiate a.b.c.d as the local IP address for this router

If it is useful essential to have a predefined IP address for the interface, select the second radio
button and enter the desired IP address into the text box to the right. This field is optional.
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Use a.b.c.d as the local IP address for this router

If it is essential that the PPP interface has a specific IP address, select this radio button and
the IP address entered into the text box.

Use the following DNS servers if not negotiated

Primary DNS server

The IP address of the primary DNS server to use if a DNS server is not assigned as part of the
PPP negotiation and connection process. It is fairly common practice for the DNS server to be
assigned automatically by the ISP when making a connection.

Secondary DNS server

The IP address of the secondary DNS server to use if one is not automatically assigned by the
remote peer.

Attempt to assign the following IP configuration to remote devices

When enabled, reveals the following four configuration parameters which control how the PPP
instance assigns an IP address to a connecting remote peer. The primary and secondary DNS
server addresses are also sent to the remote peer

Assign remote IP addresses from a.b.c.d to a.b.c.d

The pool of IP addresses to assign to remote peers during the IP protocol configuration phase
of the PPP negotiation process.

Primary DNS server

The IP address of the primary DNS server that the remote peer should use when making DNS
requests over the link.

Secondary DNS server

The IP address of the secondary DNS server that the remote peer should use when making
DNS requests, should the primary server be unavailable.

Allow the PPP interface to answer incoming calls

When enabled, causes the PPP instance to answer an incoming call.

Only allow calling numbers ending with n

When set to answer calls, the value in this text box provides a filter for ISDN sub-addresses.
This value is blank by default but when the PPP instance is set to answer calls, only numbers
having trailing digits that match the sub-address value in this test will be answered. So for
example, if this value is set to 123, only calls from numbers with trailing digits that match this
value will be answered; for example, 01942 605123.

Enable NAT on this interface

When enabled, enables Network Address Translation to operate on this interface. This is the
same as for other PPP interfaces.
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IP address/IP address and Port

Select whether IP address translation only should be applied or whether port number
translation should also be applied to IP packets.

Enable IPsec on this interface

When enabled, causes the router to encrypt traffic on this interface using the IPsec protocol.
The following two additional configuration parameters are revealed when this box is checked.

Keep Security Associations (SAs) when this PSTN interface is disconnected

When enabled, causes the router to maintain (such as not flush) the SA when the interface
becomes disconnected. The normal behavior is to remove the SAs when the interface becomes
disconnected.

Use interface x,y for the source IP address of IPsec packets

If it is required to use another interface (such as not the interface currently being configured)
as the source address for IPsec packets, this may be achieved by selecting the desired
interface from the drop-down list and typing the desired interface instance number into the
adjacent text box.

Enable the firewall on this interface

When enabled, applies the firewall rules to traffic using this interface.

4. Click Apply.
Command line
Equivalent web
Command Instance | Parameter Values parameter
ppp n name Upto25 Description
characters
s]e]s) n phonenum up to 25 digits Dial out using numbers
ppp n phz [{3 ({3
ppp n ph3 [{3 ({3
ppp n ph4 [{3 “«
s]e]s) n prefix 0-9999999999 Prefix n to the dial out
number
ppp n username Upto 60 Username
characters
pPPpP n password Upto 40 Password
characters
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Equivalent web
Command Parameter parameter

IPaddr 0.0.0.0 Allow the remote device to
assign a local IP address to
this router

pPPP n IPaddr Valid IP address | Try to negotiate a.b.c.d as
a.b.cd the local IP address for this
router

(in conjunction with |_addr)

pPPpP n |_addr off, on Use a.b.c.d as the local IP
When on, allows address of this router
negotiation

when off, force
use of specified IP

address
ppp n DNSserver Valid IP address Use the following DNS
a.b.cd servers if not negotiated
Primary DNS server a.b.c.d
pPPP n secDNS Valid IP address Use the following DNS
a.b.cd servers if not negotiated
Secondary DNS server
a.b.cd
ppp n [Pmin Valid IP address | Assign remote IP addresses
a.b.cd from a.b.c.dto a.b.c.d
ppp n IPrange 0-255 Assign remote IP addresses
from a.b.c.dto a.b.c.d
ppp n transDNS Valid IP address Primary DNS server a.b.c.d
a.b.cd
pPpp n sectransDNS Valid IP address | Secondary DNS server
a.b.cd a.b.cd
pPpp n ans off, on Allow this PPP interface to
answer incoming calls
ppp n cingnb up to 25 digits Only allow calling numbers
ending with n
ppp n do_nat 0,1,2 Enable NAT on this interface
0=Disabled IP address/IP address and
1=IP address Port
2=IP address and
port
pPpp n nat_ip Valid IP address NAT Source IP address
a.b.cd a.b.cd
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Equivalent web
Command Parameter Values parameter

ipsec 0=Disabled Enable IPsec on this
1=Enabled interface/
2=Enabled and Keep Security Associations
Keep SAs when this PSTN interface is
disconnected
pPpp n firewall off, on Enable the firewall on this
interface
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Configure advanced PSTN parameters

Web

1. Goto Configuration > Network > Interfaces > PSTN > Advanced.

2. Configure advanced PTSN parameters as needed:

Metric

The route metric that should be applied to this interface. See Configure PPP parameters for
more detail.

Enable “Always On” mode of this interface
When enabled, causes the following two options to appear.

On/On and return to service immediately

Select whether the always-on functionality should simply be enabled or whether the additional
facility to return the interface to the In Service state should be applied.

Put this interface “Out of Service” when an always-on connection attempt fails

Normally, always-on interfaces do not go out of service unless they have connected at least
once. When enabled, causes the router to put the interface out of service even if the first
connection attempt fails.

Attempt to re-connect after s seconds

The length of time in seconds that the router should wait after an always-on PPP connection
has been terminated before trying to re-establish the link.

If an inhibited PPP interface is connected, attempt to re-connect after s seconds

The value in this text box takes precedence over the previous parameter when another PPP
instance that is usually inhibited by this one is connected. Use this parameter to reduce the
connection retry rate when a lower priority PPP instance is connected.

Wait s seconds after power-up before activating this interface

The initial delay that the router applies before activating the PPP instance after power-up.
After the initial power-up delay the normal always-on activation timers apply. If set to 0, no
delay is applied.

Control when this interface can connect using Time band n

These two controls, the check box and drop-down list, determine whether the time band
function should be applied to this interface. Enabling this setting enables the functionality and
the desired time band instance is selected from the drop-down list. See Configuring time bands
for more information about the time band function.

Keep this interface up for at least s seconds

The minimum period that the PPP interface should remain available. This means that even if
the link becomes inactive before this period expires, the connection remains open.
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Close this interface

After s seconds

The maximum time that the link remains active in any one session. After this time, the link is
deactivated.

If it has been up for m minutes in a day

The router deactivates the PPP instance after it has been active for the value specified in this
text box.

If the link has been idle for s seconds

The router deactivates this interface after the time specified in this text box if it detects that
the link has not passed any traffic for that period.

Alternative idle timer for static routes s seconds

An alternative inactivity timeout for use in conjunction with the Make PPP n interface use the
alternative idle timeout when this route becomes available parameter on the
Configuration > Network > IP Routing/Forwarding > Static Routes > Routes n > Advanced
page. The router uses this timeout until the PPP instance next deactivates only. After that, it
uses the normal timeout value.

If the link has not received any packets for s seconds

The amount of time that the router will wait without receiving any PPP packets before
disconnecting. The timer is reset with each received PPP packet.

If the negotiation is not complete in s seconds

The maximum time, in seconds, allowed for the PPP negotiation to complete. If negotiations
have not completed within this period, the interface is deactivated.

Generate an event after this interface has been up for m minutes

The number of minutes, if any, after which the router should create an event in the event log
that states that the interface has been active for this period.

Limit the data transmitted over this interface

When enabled, displays the following parameters that control what data volume restrictions (if
any) should be applied to this interface.

Issue a warning event after n units

The amount of traffic that causes a warning event to be generated in the event log stating that
the specified amount of data has been transferred. The units are specified by a drop-down list,
with the options of kilobytes, megabytes, gigabytes. For example, if the monthly tariff includes
up to 5 MB of data before excess usage charges are levied, it is useful to set this threshold to 4
MB. This would cause the router to create a warning entry in the event log once 4 MB of data is
transferred. You could use this event to trigger an email alert, SNMP trap, or SMS alert
message.

Stop data from being transmitted after n units

The total amount of data transmitted by this PPP instance before the link is blocked for further
traffic. The value in the drop-down list specifies the units: kilobytes, megabytes, or gigabytes.
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Reset the data limit on the n day of the month

The day of the month on which the data limit is reset to 0.

3. Click Apply.

Command line

Command | Instance
ppp n
ppPp n
ppp n
ppp n
pppP n
ppp n
ppp n
ppp n
pppP n
ppp n
ppp n
ppp n
pppP n
ppp n
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Parameter
metric

aodion

immoos

aodi_dly

aodi_dly2

pwr_dly

tband

minup

maxup

maxuptime

timeout

timeout2

rxtimeout

maxneg

Values
0-255

0-2

O=disabled
1=enabled

2=0n and return
to service
immediately

on, off

0-2147483647

0-2147483647

0-2147483647

0-4

0-2147483647

0-2147483647

0-2147483647

0-2147483648

0-2147483648

0-2147483648

0-2147483648

Configure PSTN interfaces

Equivalent web parameter
Metric

Enable “Always On” mode of this
interface, On, On and return to
service immediately

Put this interface “Out of
Service” when an always-on
connection attempt fails

Attempt to reconnect after s
seconds

If an inhibited PPP interface is
connected, attempt to re-
connect after s seconds

Wait s seconds after power-up
before activating this interface

Control when this interface can
connect using Time Band n

Keep this interface up for at
least s seconds

Close this interface after s
seconds

if it has been up for m minutes in
a day

if the link has been idle for s
seconds

Alternative idle timer for static
routes s seconds

if the link has not received any
packets for s seconds

if the negotiation is not
complete in s seconds

303



Configuring network interfaces Configure PSTN interfaces

uplogmins 0-2147483647 Generate an event after this
interface has been up for m
mins
ppp n dlwarnkb 0-2147483647 Issue a warning after n units
ppp n distopkb 0-2147483647 Stop data from being

transmitted after n units

ppp n dlrstday 0-255 Reset the data limit on the n day
of the month
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Configure DialServ interfaces

The Dialserv option module mimics a telephone exchange in that it supplies the required voltages on
the line, generates a RING signal and has off-hook detection circuitry. You can use Dialserv to provide
similar functionality to dialing into an ISP using an analogue modem. The card also contains an analog
modem to handle data on the line.

Web

1. Goto Configuration > Network > Interfaces > DialServ.

2. Configure DialServ parameters:

Use PPP/Protocol Switch

These radio buttons select whether the DialServ card uses a PPP instance or the protocol
switch functionality to control traffic on the interface. If PPP is selected, the web page expands
to display the standard PPP configuration settings. If Protocol Switch is selected, only the four
settings described immediately below are visible.

Max time to RING line s seconds

The maximum number of seconds that the RING signal should be generated for.

RING frequency n Hz

The DialServ module generates a RING signal. The frequency of the RING is selected from this
drop-down list. The available options are:

= 20Hz
m 25Hz
= 30Hz
= 40Hz
m 50Hz

Initialisation string 1
The text string in this text box contains any required modem initialization commands.

Initialisation string 2

The text string in this text box contain initialization commands that will be issued to the
modem after the first initialization string.

3. Click Apply.

Digi TransPort® Routers User Guide 305



Configuring network interfaces Configure DialServ interfaces

Configure DialServ network settings

Web

1. Goto Configuration > Network > Interfaces > DialServ > DialServ Network Settings.

2. You can configure the DialServ card to use PPP as the protocol to connect to the remote peer
and as such should be assigned a free PPP instance to use as part of the configuration. If no
PPP instance has been assigned and the module has been configured to use PPP, a link to the
PPP mappings page and message appear. If a PPP instance has been assigned, the following
DialServ network settings appear. Configure these settings as needed:

This DialServ interface is using PPP n
The PPP instance (n) the DialServ card uses.

Description

Ashort string that describes the interface, which you can use as a convenience when referring
to the interface.

Dial out using numbers

The telephone numbers to use in making an outgoing connection, in sequence. Use these
numbers to provide a dialback facility.

Prefix n to the dial out number
The dialing prefix to use, if needed. This may be necessary when using a PABX.

Username
The username to use when using the PPP instance to connect to the remote peer.

Password

The password to use for authenticating the remote peer; specified in conjunction with the
Username.

Confirm Password

Type the password into this text box to enable the router to confirm that the password has
been entered identically in both boxes.

Allow the remote device to assign a local IP address to this router

When this radio button is selected, the remote peer will assign this PPP interface an IP
address.

Try to negotiate a.b.c.d as the local IP address for this router

If it would be useful, but not essential, to have a predefined IP address for the interface, the
second radio button should be selected and the desired IP address entered into the text box to
the right.

Use a.b.c.d as the local IP address for this router

If it is essential that the PPP interface has a specific IP address, this radio button should be
selected and the IP address entered into the text box.
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Use the following DNS servers if not negotiated

Primary DNS server

The IP address of the primary DNS server to use if a DNS server is not assigned as part of the
PPP negotiation and connection process. It is fairly common practice for the DNS server to be
assigned automatically by the ISP when making a connection.

Secondary DNS server

The IP address of the secondary DNS server to use if one is not automatically assigned by the
remote peer.

Attempt to assign the following IP configuration to remote devices

When enabled, displays the following four configuration parameters that control how the PPP
instance assigns an IP address to a connecting remote peer. The primary and secondary DNS
server addresses will also be sent to the remote peer.

Assign remote IP addresses from a.b.c.d to a.b.c.d

The IP addresses in these text boxes define the pool of IP addresses to assign to remote peers
during the IP protocol configuration phase of the PPP negotiation process.

Primary DNS server

The IP address of the primary DNS server the remote peer should use when making DNS
requests over the link.

Secondary DNS server

The IP address of the secondary DNS server that the remote peer should use when making
DNS requests, should the primary server be unavailable.

Allow the PPP interface to answer incoming calls
When enabled, causes the PPP instance to answer an incoming call.

Only allow calling numbers ending with n

When the router is set to answer calls, this setting provides a filter for ISDN sub-addresses.
This value is blank by default but when the PPP instance is set to answer calls, only numbers
having trailing digits that match the sub-address value in this test will be answered. For
example, if this value is set to 123, only calls from numbers with trailing digits that match this
value will be answered; for example, 01942 605123.

Enable NAT on this interface

When enabled, enables Network Address Translation to operate on this interface. This is the
same as for other PPP interfaces.

IP address/IP address and Port

Select whether IP address translation only should be applied or whether port number
translation should also be applied to IP packets.

Enable IPsec on this interface

When enabled, causes the router to encrypt traffic on this interface using the IPsec protocol.
The following two additional configuration parameters are revealed when this box is checked.
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3.

Configure DialServ interfaces

Keep Security Associations (SAs) when this PSTN interface is disconnected

When enabled, causes the router to maintain (such as not flush) the SA when the interface
becomes disconnected. The normal behavior is to remove the SAs when the interface becomes
disconnected.

Use interface x,y for the source IP address of IPsec packets

If it is required to use another interface (such as not the interface currently being configured)
as the source address for IPsec packets, this may be achieved by selecting the desired
interface from the drop-down list and typing the desired interface instance number into the
adjacent text box.

Enable the firewall on this interface
When enabled, applies the firewall rules to traffic using this interface.
Click Apply.

Command line

Equivalent web

Command Instance | Parameter Values parameter
ppp n name Upto25 Description
characters
ppp n phonenum up to 25 digits Dial out using numbers
ppp n ph2 “ Dial out using numbers
pPPP n ph3 “ Dial out using numbers
ppp n ph4 “ Dial out using numbers
pPPpP n prefix 0-9999999999 Prefix
ppp n username Upto 60 Username
characters
pPPP n password Upto 40 Password
characters
pPpp n IPaddr 0.0.0.0 Allow the remote device
to assign a local IP
address to this router
ppp n IPaddr Valid IP address Try to negotiate a.b.c.d
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a.b.cd

as the local IP address
for this router

(in conjunction with |_
addr)
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Configure DialServ interfaces

Equivalent web
Command Parameter parameter

ppp

ppp

ppPpP

pPP

ppp

ppp

ppPpP

pPP

pPpP

ppp

ppp
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[_addr

DNSserver

secDNS

IPmin

IPrange

transDNS

sectransDNS

ans

do_nat

natip

ipsec

firewall

off, on

When on, allows
negotiation

When off, force
use of specified IP
address

Valid IP address
a.b.cd

Valid IP address
a.b.c.d

Valid IP address
a.b.cd

0-255

Valid IP address
a.b.c.d

Valid IP address
a.b.c.d

off, on

0,1,2
0=Disabled

1=IP address
2=IP address and
port

Valid IP address
a.b.cd

0=Disabled
1=Enabled
2=Enabled and
Keep SAs

off, on

Use a.b.c.d as the local IP
address for this router
(not negotiable)

Primary DNS server

Secondary DNS server

Assign remote IP
addresses from a.b.c.d to
a.b.cd

Assign remote IP
addresses from a.b.c.d to
a.b.cd

Primary DNS server
a.b.cd

Secondary DNS server
a.b.cd

Allow this PPP interface
to answer incoming calls

Enable NAT on this
interface

IP address/IP address
and Port

NAT Source IP address
a.b.cd

Enable IPsec on this
interface/

Keep Security
Associations when this
DialServ interface is
disconnected

Enable the firewall on
this interface
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Configure advanced DialServ parameters

Web

1. Goto Configuration > Network > Interfaces > DialServ > Advanced.

2. Configure advanced DialServ parameters as needed:

Metric
The route metric that should be applied to this interface.

Enable “Always On” mode of this interface
When enabled, the following two options are displayed:

On/On and return to service immediately

Select whether the always-on functionality should simply be enabled or whether the additional
facility to return the interface to the In Service state should be applied.

Put this interface “Out of Service” when an always-on connection attempt fails.

Normally, always-on interfaces do not go out of service unless they have connected at least
once. When enabled, this setting causes the router to put the interface out of service even if
the first connection attempt fails.

Attempt to re-connect after s seconds

The length of time, in seconds, the router should wait after an “always-on” PPP connection has
been terminated before trying to re-establish the link.

If an inhibited PPP interface is connected, attempt to re-connect after s seconds

This setting takes precedence over the previous parameter when another PPP instance that is
usually inhibited by this one is connected. Use this parameter to reduce the connection retry
rate when a lower priority PPP instance is connected.

Wait s seconds after power-up before activating this interface

The initial delay that the router will apply before activating the PPP instance after power-up.
After the initial power-up delay the normal always-on activation timers apply. If set to 0, no
delay is applied.

Control when this interface can connect using Time band n

Enables the time band function and allows selecting the desired time band instance. See
Configuring time bands for more information on time bands.

Keep this interface up for at least s seconds

The minimum period that the PPP interface should remain available. This means that even if
the link becomes inactive before this period expires, the connection remains open.
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Close this interface

after s seconds

The maximum time that the link will remain active in any one session. After this time, the link
will be deactivated.

If it has been up for m minutes in a day

The router deactivates the PPP instance after it has been active for the value specified in this
text box.

If the link has been idle for s seconds

The router deactivates this interface after the time specified in this text box if it detects that
the link has not passed any traffic for that period.

Alternative idle timer for static routes s seconds

An alternative inactivity timeout for use in conjunction with the Make PPP n interface use the
alternative idle timeout when this route becomes available parameter on the
Configuration > Network > IP Routing/Forwarding > Static Routes > Routes n > Advanced
web page. The router uses this timeout until the PPP instance next deactivates only. After
that, it uses the normal timeout value.

If the link has not received any packets for s seconds

The amount of time that the router waits without receiving any PPP packets before
disconnecting. The timer is reset with each received PPP packet.

If the negotiation is not complete in s seconds

The maximum time, in seconds, allowed for the PPP negotiation to complete. If negotiations
have not completed within this period, the interface is deactivated.

Generate an event after this interface has been up for m minutes

The number of minutes, if any, after which the router should create an event in the event log
that states that the interface has been active for this period.

Limit the data transmitted over this interface

When enabled, displays the following parameters that control what data volume restrictions, if
any, should be applied to this interface:

Issue a warning event after n units

The amount of traffic that will cause a warning event to be generated in the event log stating
that the specified amount of data has been transferred. The units are specified by a drop-down
list, having the following options; KBytes, MBytes, GBytes. For example, if the monthly tariff
includes up to 5 MB of data before excess usage charges are levied, it would be useful to set
this threshold to 4 MB. This causes the router to create a warning entry in the event log once 4
MB of data is transferred. You could use this event could to trigger an email alert, SNMP trap,
or SMS alert message.

Stop data from being transmitted after n units

The total amount of data that may be transmitted by this PPP instance before the link is
blocked for further traffic. The value in the drop-down list specifies the units: KBytes, MBytes,
or GBytes.
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Reset the data limit on the n day of the month

The day of the month on which the data limit is reset to 0.

3. Click Apply.

Command line

Command | Instance
ppp n
ppPp n
ppp n
ppp n
pppP n
ppp n
ppp n
ppp n
pppP n
ppp n
ppp n
ppp n
pppP n
ppp n
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Parameter
metric

aodion

immoos

aodi_dly

aodi_dly2

pwr_dly

tband

minup

maxup

maxuptime

timeout

timeout2

rxtimeout

maxneg

Values
0-255

0-2

O=disabled
1=enabled

2=0n and return
to service
immediately

on, off

0-2147483647

0-2147483647

0-2147483647

0-4

0-2147483647

0-2147483648

0-2147483647

0-2147483648

0-2147483648

0-2147483648

0-2147483648

Configure DialServ interfaces

Equivalent web parameter
Metric

Enable “Always On” mode of this
interface, On, On and return to
service immediately

Put this interface “Out of
Service” when an always-on
connection attempt fails

Attempt to reconnect after s
seconds

If an inhibited PPP interface is
connected, attempt to re-
connect after s seconds

Wait s seconds after power-up
before activating this interface

Control when this interface can
connect using Time Band n

Keep this interface up for at
least s seconds

Close this interface after s
seconds

if it has been up for m minutes in
a day

if the link has been idle for s
seconds

Alternative idle timer for static
routes s seconds

if the link has not received any
packets for s seconds

if the negotiation is not
complete in s seconds
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uplogmins 0-2147483647 Generate an event after this
interface has been up for m mins

ppp n dlwarnkb 0-2147483647 Issue a warning after n units

ppp n distopkb 0-2147483647 Stop data from being
transmitted after n units

ppp n dlrstday 0-255 Reset the data limit on the n day
of the month
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Configure serial interfaces

Digi routers support a variety of serial interfaces, either inbuilt or as optional add-on modules. Each
asynchronous serial (ASY) port may be configured to operate at different speed, data format etc.
These parameters may be changed using the web interface or from the command line using AT
commands and S registers.

Web

1. Goto Configuration > Network > Interfaces > Serial.

2. Alist of supported serial interfaces displays below the Serial link. Click one of the interfaces to
configure basic serial configuration.

On models fitted with W-WAN modules, one of the interfaces and its associated web page

are dedicated to the W-WAN module. The title will reflect this. Similarly, on models fitted with
an analogue modem, one of the interfaces will be entitled PSTN port.

Configuration - Network > Interfaces > Serial > Serial Port 0

= Serial
+ Serial Port O

* Enable this serial interface
Description:
Baud Rate:| 115200 ¥
Data Bits / Parity: & Data bits, Mo parity ¥
Flow control:| Hardware ¥
# Enable echo on this interface
CLI result codes:|Verbose ¥

Enable this serial interface

When disabled, this is the only item that appears in the section. Enabling this setting displays
additional configuration parameters.

Description

A description for the interface. For example, if the serial interface is connected to a card
payment device, the description could read Till 1 or similar appropriate text.

Baud Rate

The required baud rate for the associated serial port.

Data Bits / Parity

The required data format for the interface. 8 data bits, no parity is a very common
configuration.
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Configure serial interfaces

When the serial port is not in 8-bit parity mode (such as it is in either 8-bit no parity, or 7-
bit with parity), the router will continually check for parity when receiving AT commands and

adjust and match accordingly.

Flow Control

The router supports software flow control using XON/XOFF characters and hardware flow
control using the RS232 RTS and CTS signals. Use this drop-down list to select Software,
Hardware or a combination of Both. To disable flow control, select the None option.

Enable echo on this interface

When enabled, enables command echo when using the command line interpreter. Disable this

setting if the attached terminal provides local echo.

CLI result codes

The required level of verbosity for command result codes. The available options are:

m Verbose

m Numeric

m None
3. Click Apply.

Command line

Command | Instance | Parameter

asy n/a descr
S31=n n/a n/a
S23=n n/a n/a
&Kn n/a n/a
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Values

Free text-description of

interface

Where n=
3=115200
4=57600
5=38400
6=19200
7=9600
8=4800

Where n=
0=None
1=0dd
2=Even

5=8 Data Odd
6=8 Data Even
Default 0

Where n=
0=None
1=Hardware
2=Software
3=Both

Equivalent web parameter

Description

Baud rate

Data Bits / Parity

Flow Control
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Where n= Enable echo on this
0=No echo interface
1=echo

&\Vn n/a n/a Where n= CLI result codes
0=numeric
1=verbose
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Configure advanced serial port parameters

Web
1. Goto Configuration > Network > Serial > Serial Port n > Advanced.

- Advanced

Answer V.120 calls after|n rings (0 = Don't answer)
DCD:| Auto ¥
DTE Control:|Drop line & call r
DTR de-bounce time: |5 ® 20 milliseconds
Escape Character:|+
Escape Delay: |50 ®* 20 milliseconds
Forwarding Timeout: |2 # 10 milliseconds

Break Transmit Escape Character:[

2. Configure advanced serial parameters as needed:

Answer V.120 calls after n rings (0 = Don’t answer)

Controls the answering of incoming V.120 calls. When set to 0,V.120 answering is disabled,
otherwise V.120 answering is enabled on this interface. Enter the number of rings to wait
before answering the call into this text box. This is equivalent to setting the value of the SO
register for the associated serial port.

DCD
Selects how the Data Carrier Detect (DCD) signal is controlled. The available options are:

= Auto: Configures the router so that it will only assert the DCD line when an ISDN
connection has been established; this is equivalent to AT&C1.

= On: Configures the router such that the DCD line is always asserted when the router is
powered-up; this is equivalent to AT&CO.

m Off: Configures the router such that the DCD line is normally asserted but is de-
asserted for the time period specified by the S10 register after a call is disconnected,;
this is equivalent to AT&C2.

m Pulse Low

DTR Control

This drop-down selection box controls how the router responds to the DTR signal. The available
options are:

= None: Configures the router to ignore the DTR signal; this is equivalent to AT&DO.

m Drop call: Configures the router to disconnect the current call and return to AT
command mode when the DTR signal from the attached terminal (DTE) is de-asserted;
this is equivalent to AT&D1.
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= Drop line and call: Configures the router to disconnect the current call, drop the line
and return to AT command mode when the DTR signal is de-asserted; this is equivalent
to AT&D2.

= Drop call on transition
= Drop line and call on transition

DTR de-bounce time s x 20 milliseconds

The length of time, in multiples of 20 milliseconds, for which the DTR signal must be de-
asserted before the router acts on any options that are set to trigger on loss of this signal.
Enter the desired multiple into the text box. Increasing this value makes the router less
sensitive to “bouncing” of the DTR signal. Conversely, decreasing this value makes the router
more sensitive. The default of 100 milliseconds (5 times 20 milliseconds) is a reasonable value.

Escape Character

The character for the escape sequence. The default is the + symbol (ASCII value 43, 0x2b).
Changing this value has the same effect as changing the S2 register.

Escape Delay s x 20 milliseconds

The required minimum length of the pause in the escape sequence, in multiples of 20
milliseconds. The default is 50 x 20 milliseconds, which means the escape sequence becomes
+++, a pause of 1 second and then AT, to drop back to AT command mode. If a delay of some
other value is required, enter it in the text box.

Forwarding Timeout s x 10 milliseconds

The length of time that the router will wait for more data after receiving at least one octet of
data through the serial port and transmitting it onwards. This timer is reset each time more
data is received. The router will forward data onwards when either the forwarding timer
expires or the input buffer becomes full. This parameter applies to ADAPT, TCPDIAL, TCPPERM
and PANS.

Break Transmit Escape Character ¢

The character in the escape sequence. The - symbol (ASCII value 45, 0x2d) is a recommended
value. Changing this value has the same effect as changing the S3 register. To use the break
sequence, type - three times, with a 1-second pause either side of the three - characters. When
the Async port detects the following sequence, instead of outputting the three minus
characters (they are removed from the output stream), a BREAK condition is placed on the
Async transmitter for 1 second:

<guard time 1 sec>---<guard time 1 sec>

3. Click Apply.

Command line

Where n=0-255 Answer V.120 call after nrings
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&Cn n/a n/a DCD

Where n=
0=0n
1=Auto
2=0ff
3=Pulse low

&Dn n/a n/a Where n= DTR
0=None
1=Drop line
2=Drop line & call
5=Drop call on transition
6=Drop line & call on

transition
S45=n n/a n/a Where n=0-255 DTR de-bounce
S2=n n/a n/a Where n=ASCII value Escape Character
S12=n n/a n/a Where n=0-255 Escape delay
S15=n n/a n/a Where n=0-255 Forwarding Timeout
S3=n n/a n/a Where n=ASCII value Break Transmit Escape

Character

Profiles

Each serial port can have two profiles which can be configured differently. The Profiles settings select
which profile is in force when the router powers-up.

Web

Each serial port can have two profiles which can be configured differently.
You can configure which profile is used at power-up.

Use profile| 0 ¥ | at power-up
| Load Config from Profile |0 ¥
| Apply & Save Changes to Profile (0 ¥

| Apply |

Use profile n at power-up

Select 0 from the drop-down selection box to choose profile 0 to be active when the router powers-up.
Select 1 from the selection box to make profile 1 the active profile.

Load Config from Profile n
Select 0 from the drop-down selection box and click the button to load profile 0.
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Apply & Save Changes to Profile n

Select 0 from the drop-down selection box and click the button to apply configuration changes and
save profile 0 after making any changes.

Command line

Where n=0, 1 Use profile n at power-up
&Zn Where n=0, 1 Load Config from Profile n

&Wn Where n=0, 1 Apply & Save Changes to Profile n
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Configure synchronous communications

The most common form of serial communications currently is asynchronous. Synchronous serial
communications links are still in use, and TransPort routers can support these. HDLC is a synchronous
protocol still in use that you can use with TransPort routers. This section describes how to configure
the synchronous communications interfaces. To enable synchronous mode, a protocol such as LAPB
must be configured to use a synchronous port as its lower layer interface. On certain models, an
informational message will appear on the web page which states that jumper settings may need to be
changed in order to support synchronous serial operation.

The number of synchronous serial ports available varies depending on the model and any
optional modules fitted.

Web

1. Goto Configuration > Network > Interfaces > Serial > Serial Port n > Sync Port n.

2. Configure synchronous port settings:

Description
A description of the interface, if one is required.

Clock source Internal / External

Specifies whether the synchronous port generates the clock signal (Internal) or relies on an
external source for the clock signal (External).

Mode

The specific serial protocol to use. Which buttons appear depend upon the capabilities of the
interface. The options available are; V.35, EIA530, RS232, EIA530A, RS449, and X.21.

Invert RX clock
When enabled, causes the router to invert the voltage level of the receive clock signal.

Invert TX clock
When enabled, causes the router to invert the voltage level of the transmit clock signal.

Encoding NRZ / NRZI

Select between non-return to zero (NRZ) and non-return to zero (inverted) (NRZI) signal
encodings.

3. Click Apply.

Command line

descr Text description of interface | Description

sy 0 clksrc int,ext Clock source
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rxclkinv off, on Invert RX clock
sy 0 txclkinv off, on Invert TX clock
sy 0 encode nrz,nrzi Encoding
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Configure rate adaptation

The router supports two rate adaptation protocol (Adapt) instances. Each instance enables the
selection and configuration of the protocol to use for rate adaptation over an ISDN B channel. The
supported protocols are V.110, V.120, and X.75. Depending on which protocol is selected, there may
be an associated LAPB instance (distinct from the two general purpose LAPB instances), as for
example, when error-corrected (multi-frame) mode uses V.120.

Web

1. Goto Configuration > Network > Interfaces > Serial > Rate Adaption.

There are two rate adaption instances. These pages show displays the configuration
parameters directly relevant to the rate adaptation protocol only, LAPB configuration pages
are to be found here in the Configuration > Network > Legacy Protocols > X.25 > LAPB
page. When configuring LAPB parameters, be aware that adapt 0 uses LAPB 2 and adapt 1
uses LAPB 3.

= Rate Adaption
= Rate Adaption 0

Attempt to redial the connection| times if rate adaption has not been negotiated
Drop the connection if it is idle for [0 hrs |0 mins |0 SECS
+ Leased line mode

+ Enable TCP rate adaption

Connect to IP Address: Port: |0
Listen on Port: |0

Apply

2. Configure rate adaption parameters as needed:

Attempt to redial the connection n times if rate adaption has not been negotiated

If an ISDN connection is established, but rate adaption is not negotiated, the value in this text
box specifies how many times the router should drop the connection and redial it.

Drop the connection if it is idle for h hrs m mins s secs
The time to wait before dropping the connection if the connection becomes idle.

Leased line mode

When enabled, allows the router to attempt to maintain the connection automatically once it
has been established.

Enable TCP rate adaption

When enabled, enables use of rate adaptation when using a TCP connection rather than an
ISDN line. When enabled, the following controls become enabled:
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Connect to IP Address a.b.c.d Port n

When using a TCP connection, these text entry boxes allow the user to specify the IP address
and port number that the protocol should use.

Listen on Port
The port number that the router is listening on when in socket mode.
3. Click Apply.

Command line

adapt dial_retries | 0-255 Attempt to redial the connection
n times
adapt 0,1 tinact 0-86400 Drop the connection if it is idle for
h hrs m mins s secs
adapt 0,1 leased_line | off, on Leased line mode
adapt 0,1 sockmode 0,1 Enable TCP rate adaption
0=disable
1=enable
adapt 0,1 ip_addr valid IP Connect to IP Address a.b.c.d Port
address n
a.b.cd
adapt 0,1 ip_port valid TCP port | Connect to IP Address a.b.c.d Port
number n
adapt 0,1 lip_port valid TCP port | Listen on Port n
number
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Configure command alias mappings

The router supports a number of command aliases which specify strings to be substituted for
commands entered at the command line.

Web

1. Goto Configuration > Network > Interfaces > Serial > Command Mappings.
The table on the Command Mappings page contains two text entry boxes and an Add button.
You can specify up to 23 command mappings. For example, suppose a user coming from a
Unix™ background feels more comfortable typing ls rather than the native dir command in
order to list the files in a directory. To achieve this aliasing, enter ls into the From column in the
table, dir into the To column and then click the Add button.

= Command Happings
You can specfy up to 19 command mappings
Allow AT
From Ta Responses

2. Enter the command alias mappings

From
The substitute text.

To
The command that should be substituted.

Add
Click this button to add the command mapping.

Delete

When the mapping has been added, a Delete button is enabled in the right-hand column.
Clicking this button removes the binding from the table.

Allow AT Responses
Enables or disables entry of AT commands and their responses over the serial port.

If either the From or To string contains spaces, the entire string must be enclosed within
double quotation marks. When substituting a command, upper case characters are considered

the same as the corresponding lower case characters.

3. Click Apply.
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Command line

Command | Instance | Parameter | Values Equivalent web parameter
cmd n cmdmapi Replacement command From
cmd n cmdmapo | Command to be substituted | To
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Configure protocol bindings

Digi routers can be configured to allow using different protocols on different interfaces. The process of
selecting which protocol to use on a particular interface is referred to as binding. For example, you
could use Serial (ASY) port 0 for an ISDN B channel X.25 connection, where PAD 0 is bound to Serial 0
(assuming that PAD 0 is the required PAD). To complete this example it is also necessary to associate
the PAD with a LAPB instance using the appropriate page. Protocols are bound to serial interfaces
using a table with a drop-down list box for selecting the protocol and a drop-down list for selecting the
serial port.

By default, if no specific protocol is bound to a serial interface, a PPP instance is automatically
associated with that port. This means that PPP is treated as the default protocol associated with the
serial ports.

Web

1. Goto Configuration > Network > Interfaces > Serial > Protocol Bindings.

2. Bind protocols to serial interfaces:

= Protocol Bindings
The PPP protocol is bound to serial ports by default.

Protocol
Mo bindings have been added
PAD O ¥ ||Serial 0 v | Add |

Apply

Protocol
Select the desired protocol from this drop-down list.

Bound to
Select the desired serial port from this drop-down list.

Add
Click this button to add the binding.

Delete

When a binding has been added, it appears in the table and a Delete button is enabled in the
right-hand column. Click this button to remove the binding. Note that the binding does not
come into force until the Apply button at the bottom of the page has been clicked.

3. Click Apply.
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Command line

Entity | Instance | Parameter | Values Equivalent web parameter
bind n protl Valid protocol, such as PAD 0 Protocol
bind n id1 Valid serial port such as ASY 5 Bound to

Display list of current bindings
To display a list of the current bindings enter the command:

bind ?

Bind a V.120 instance 0 to asynchronous serial port 3
bind pad 0 asy 0

binds PAD 0 to serial port 0.
bind v120 0 asy 3

Access the Internet using PPP
To access the Internet using PPP via a terminal connected to serial interface 2, enter the command:

bind ppp 1 asy 2

Bind a TANS instance to an ADAPT instance

Currently it is only possible to bind a TANS instance to an ADAPT instance using the bind command.
The format of the command is:

bind adapt <instance> tans <instance>
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Configure virtual serial ports

TranslP is a way of using virtual serial ports for serial connections over an IP socket, multiplying the
number of concurrent serial connections to a router. You can configure TranslP to actively connect on
a TCP socket, such as making outgoing connections.

Web

1. Goto Configuration > Network > Interfaces > Serial > TransIP Serial Ports.
The message at the top of the TRANSIP Serial Ports page states which serial interface the
TransIP connection uses.

= TRANSIP Serial Ports
 Transip 0
This TransIP is using Serial port 11
Listen on port:|0
Connect to IP Address or Hostname: Port |0
Send TCP Keep-alives every:|0 seconds
Enable Stay Connected mode
Disable command echo
Escape char:[0
Escape delay: 0 milliseconds

Apply
2. Configure virtual serial ports:

Listen on port n
The TCP port number that the router should listen on.

Connect to IP Address or Hostname a.b.c.d Port n

Avalid IP address or hostname the router uses to make the outgoing TransIP connection. If
this parameter is set to a non-zero number, the number is the TCP port number to use when
making TCP socket connections. When set to 0, TranslIP listening on the port defined above
only.

Send TCP Keep-Alives every s seconds
The amount of time, in seconds, a connection stays open without any traffic being passed.

Enable Stay Connected mode

When enabled, causes the router to refrain from clearing the TCP socket at the end of a
transaction, data call or data session (depending on what the TansIP serial port was bound to
and what protocol it was using). When disabled, the router can clear the socket. For example, if
the TranslP port is bound to a TPAD and the setting is disabled, the TransIP TCP socket is
cleared at the end of the TPAD transaction.
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Disable command echo

When enabled, disables command echo for the TransIP port. When disabled, all commands
issued are echoed back to the TransIP TCP socket.

Escape char c

The ASCII character to use as the escape character. The default character is +. Entering this
escape character three times followed by a pause of at least the Escape delay parameter and
an AT command causes the router to switch back to command mode from online mode. This is
equivalent to the S2 register setting.

Escape delay s milliseconds

The delay required between entering the escape sequence (default +++) and the AT command
for the router to drop back into command mode. This is equivalent to the S12 register setting.

3. Click Apply.

Command line

Equivalent web

Command Instance | Parameter Values parameter
transip n port Valid port number 0- Listen on port
65535
transip n host Valid IP address a.b.c.d | Connect to IPaddress
or hostname a.b.c.d or Hostname
transip n remport Valid port number 0- Port
65535
transip n keepact 0-255 Send TCP Keep-Alives
every s seconds
transip n staycon on, off Enable Stay Connected
mode
transip n cmd_echo_ on, off Disable command echo
off
transip n escchar Valid ASCII character | Escape char c
transip n esctime 0-255 Escape delay s
milliseconds
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Configure port redirection using RealPort

Digi devices use the patented RealPort COM/TTY port redirection for Microsoft Windows.

RealPort software provides a virtual connection to serial devices, no matter where they reside on the
network. The software is installed directly on the host PC and allows applications to talk to devices
across a network as though the devices were directly attached to the host. Actually, the devices are
connected to a Digi device somewhere on the network. RealPort is unique among COM port re-
directors because it is the only implementation that allows multiple connections to multiple ports over
a single TCP/IP connection. Other implementations require a separate TCP/IP connection for each
serial port. Unique features also include full hardware and software flow control, as well as tunable
latency and throughput. Access to RealPort services can be enabled or disabled.

Encrypted RealPort

Digi devices also support RealPort software with encryption. Encrypted RealPort offers a secure
Ethernet connection between the COM or TTY port and a device server or terminal server.

Encryption prevents internal and external snooping of data across the network by encapsulating the
TCP/IP packets in a Secure Sockets Layer (SSL) connection and encrypting the data using Advanced
Encryption Standard (AES), one of the latest, most efficient security algorithms. Access to Encrypted
RealPort services can be enabled or disabled. Digi’s RealPort with encryption driver has earned
Microsoft’s Windows Hardware Quality Lab (WHQL) certification. Drivers are available for a wide range
of operating systems, including Microsoft Windows Server 2003, Windows XP, Windows 2000, Windows
NT, Windows 98, Windows ME; SCO Open Server; Linux; AlX; Sun Solaris SPARC; Intel; and HP-UX. It is
ideal for financial, retail/point-of-sale, government or any application requiring enhanced security to
protect sensitive information.
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Web
1. Goto Configuration > Network > Interfaces > Serial > RealPort.

= RealPort
# Enable RealPort
Listen on port: 771
Maximum number of sockets:|2
¥ Enable encrypted Realport
Encryption mode to listen on port: (1027
Maximum number of encryption sockets: |2
# Enable Device Initiated RealPort

Connect to host: Port: 8771
Allow|0 seconds between connection attempts
Send TCP Keep-Alives every: ] seconds
Send RealPort Keep-Alives every: (0 seconds

# Enable authentication
Authentication secret:

Apply
2. Configure RealPort parameters:

Enable RealPort
Enables RealPort on the router.

Listen on port n
The TCP port on which the router will listen for RealPort connections.

Maximum number of sockets
The maximum number of RealPort connections that the router will support.

Enable encrypted RealPort
Selecting this option enables encrypted RealPort on the router.

Encryption mode to listen on port n
The TCP port on which the router will listen for encrypted RealPort connections.

Maximum number of encryption sockets
The maximum number of encrypted RealPort connections that the router will support.

Enable Device Initiated RealPort
Selecting this option enables router to make a RealPort connection to a host PC.
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3.

Connect to host a.b.c.d Port n

The IP address or hostname and TCP port that the router should use when making a device
initiated connection.

Allow s seconds between connection attempts
The interval, in seconds, between device initiated connection attempts.

Send TCP Keep-Alives every s seconds

The interval at which TCP Keep-Alives are sent over the RealPort connection. A value of 0
means that Keep-Alives are not sent.

Send RealPort Keep-Alives every s seconds

The interval at which RealPort Keep-Alives are sent over the RealPort connection. A value of 0
means that Keep-Alives are not sent.

Enable exclusive mode

Enables exclusive mode. Exclusive mode allows a single connection from any one RealPort
client ID to be connected only. If this setting is enabled and a subsequent connection occurs
that has the same source IP as an existing connection, the old existing connection is forcibly
reset under the assumption that it is stale.

Enable authentication
Enables RealPort authentication.

Authentication secret
Configures the RealPort authentication secret.
Click Apply.

Command line

Command Instance | Parameter Equivalent web parameter

rport 0 enabled off, on Enable RealPort

rport 0 ipport 0-65535 Listen on port n

rport 0 maxnbsocks 0-255 Maximum number of sockets

rport 0 encryption off, on Enable encrypted RealPort

rport 0 encport 0-65535 Encryption mode to listen on
port

rport 0 maxnbencsocks | 0-255 Maximum number of encryption
sockets

rport 0 initiate off, on Enable Device Initiated RealPort

rport 0 [Paddr Valid IP address | Connect to host a.b.c.d Port n

a.b.cd
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rport initiateport 0-65535 Connect to host a.b.c.d Port n

rport 0 initiatebackoff 0-255 Allow s seconds between
connection attempts

rport 0 tcpkeepalives 0-255 Send TCP Keep-Alives every s
seconds

rport 0 rportkeepalives 0-255 Send RealPort Keep-Alives every
s seconds

rport 0 exclusive off, on Enable exclusive mode

rport 0 auth off, on Enable authentication

rport 0 secret Upto 30 Authentication secret

characters
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Configure sending serial data to multiple serial ports

Web

1. Goto Configuration > Network > Interfaces > Serial > MultiTX > MultiTX Serial Port n.

The MultiTX page is for enabling and setting the MultiTX parameters. This page supports
sending serial data to multiple (up to 5) TCP or UDP destinations. When enabled, the configured
ASY port is opened and serial data from the port is sent to all configured destinations.

* MultiTX Serial Ports
w MultiTX Serial Port 0
+ Enable MultiTx
Serial Port:|0 ¥
Protocol: & TCP UDP
Socket Inactivity Timeout:|0
Source port:|0
Send Socket ID
FReopen closed sockets:
Send serial data only when the match string is present
You can specify up to 5 remaote hosts

Remote Hosts

Host Port
Mo remote hosts configured

Apply
2. Configure MultiTX settings:

Enable Multitx

When enabled, displays the MultiTX settings in the web interface and enables the MultiTX
function on the router.

Serial Port

The serial interface to use. Data received on this serial will be forwarded to all configured
remote hosts.

Protocol
Selects the transport method: either TCP or UDP.

Socket Inactivity Timeout

If there is no data transmitted for the specified number of seconds, the socket will be closed.
0=no timeout.

Source port
The source port number.
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Send Socket ID

When enabled, the text entered into the Socket ID field is transmitted to the remote host
when the socket connects.

Reopen Closed Socket

Enables an always-on mode. If the socket is closed for any reason, the router attempts to
reconnect to the remote host.

Socket ID

Used in conjunction with Send Socket ID. The text entered is transmitted when the socket
connects. You can use \r for CR and \n r NL. To specify hexadecimal, use \xhh where hh is the
hexadecimal code. For example \x04 defines binary character 04.

Send serial data only when the match string is present
Enables or disables the match string function.

Match String

When enabled, forwards serial data to remote hosts only when the Match String text is
present.

Strip match string before sending

When enabled, the text in the Match String field is removed before forwarding the data to the
remote host.

Remote host
Up to five remote hosts can be specified in these fields.

Host
Enter the hostname or IP address of the remote host in this field.

Port
Enter the TCP or UDP port number that the remote host is listening on.

Add
Click this button to add the remote host.
3. Click Apply.

Command line

multitx enabled off, on Enable MultiTX
multitx 0 srcport off, on (default: | Serial Port

off)
multitx 0 protl off, on (default: | protocol

off)
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multitx send_ 0-255 (default: | Send Socket ID
sockid 0)
multitx 0 keepopen off, on Reopen Closed Socket
multitx 0 sockid Socket ID
multitx 0 fwd_match | 0-65535 Send serial data only when the match string
is present
multitx 0 matchstring | 0-255 Match String
multitx 0 Strip_ off, on Strip match string before sending
match
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Configure IPv6 addressing support

IPv6 is an updated version of the Internet Protocol (IP). Until recently, the Internet has used a
previous version, IPv4.

IPv4 addresses are 32 bits long. Over 4 billion addresses are available through IPv4, though not all the
addresses are usable. IPv6 addresses are 128 bits long. Taking into account the structure of the IPv6
address, there are 4.6x1018 globally routable addresses available. This equates to approximately 650
million IP addresses for each person in the world.

Since every device can have a globally routable IPv6 address, there is no need for NAT with IPv6. This
means it is very important to properly configure IP filters and firewall rules to prevent direct attacks
on hosts on the LAN networks.

By default, IPv6 is disabled on TransPort routers.

TransPort devices do not support static configuration of IPv6 addresses. Instead, it relies on learning
prefixes, routes, and DNS addresses from an upstream router.

IPv6 support is for Ethernet interfaces only

You can configure IPv6 addressing on Ethernet interfaces eth 0, eth 1, eth 2, and eth 3 only. There is
no IPv6 support on other Ethernet interfaces, or other interfaces, such as PPP, GRE tunnel, or
OpenVPN.

IPv6 modes

You can configure Ethernet interfaces to operate in one of two IPv6 modes: WAN mode or LAN mode.

WAN mode

In WAN mode, the interface listens for Router Advertisement (RA) messages, if enabled. The interface
assigns itself an IPv6 address from any suitable prefixes it sees in the RA messages (for example, 64-
bit, on-link, auto-config bit set). Learned prefixes and routes are added to the IPv6 routing table.
Advertised DNS addresses are added to the list of learned DNS addresses.

By default, if DHCPv6 is enabled, the interface attempts to obtain an IPv6 address using DHCPv6. The
router also attempts to learn prefixes from the upstream router for prefix delegation. DNS addresses
learned through DHCPv6 are added to the list of learned DNS addresses.

Default routes are added into the IPv6 routing table when the router sees RA messages from an
upstream router. If RA learning is disabled, no default routes are added to the routing table. For this
reason, Digi recommends you enable RA learning.

LAN mode

In LAN mode, the interface subnets delegated prefixes, assigns itself addresses from these subnetted
prefixes, advertises the subnetted prefixes in RA messages, and assigns downstream hosts an
address from this prefix via DHCPv6. RA messages include the subnet prefix in them, so downstream
hosts can use SLAAC to assign itself an address from this prefix.

The DHCPvV6 server advertises addresses in the DNS address list, provided the addresses are not link-
local addresses.

Typical IPv6 configuration

A typical IPv6 configuration includes:
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m Configure an interface in WAN mode to allow the device to learn addresses.
m Configure several interfaces in LAN mode to allow downstream hosts to learn addresses.
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IPv6 support in the web interface

Web

Support for IPv6 addressing in the web interface is limited to configuring Ethernet interfaces, WANs,
and LANSs to use IPv6 addressing. The command-line interface provides more functionality for
managing and displaying IPv6 address information. See |Pv6 support in the command-line interface.

Configuration > Network > Interfaces > IPv6

IPv6-enabled interfaces
IPv6 is enabled on the following interfaces:

ETHO IPv6e WAN 0 Delete
(ETH 0-27 dropdown) (IPve WAN 0-1, IPv6 LAN 0-5 | Add
dropdown)
IPv6é WAN
m |Pv6 WAN 0

« Enable router learning on this interface
« Enable DHCPV6 client on this interface

= |Pv6 WAN 1
IPv6 LAN
m |Pv6 LANO
o Mode: (SLAAC/DHCPv6/SLAAC+DHCPv6 dropdown)
o Subnet ID:

o Subnet ID Length:
m DHCPv6 Server (visible only if DHCPv6 or SLAAC+DHCPV6 is selected)
o Preference Value:
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m Router Advertisements
« Enable router advertisements on this interface

o The following parameters are visible only if the Enable router advertisements on this
interface checkbox is checked:

o Maximum Router Advertisements Interval:

o Minimum Router Advertisements Interval:
o Include link MTU

o Reachable Time:

o Retransmission Timer:

o Hop Limit:
o Default Lifetime:
= |IPv6LAN 1
m |Pv6 LAN 2
= |Pv6 LAN 3
m |Pv6 LAN 4
m |[Pv6 LAN 5

IPv6 Source IP Address Selection Policy table

The IPv6 Source IP Address Selection Policy table sets the preference when selecting an IPv6 address
to use as the source IP when connecting to an IPv6 destination. Normally, the values in this table do
not need to be changed from their defaults. For example:

w IPv6 Source IP Address Selection Policy

IPv6 Prefix Label

::1/128 0 Delete
::/0 1 Delete
L ffff:0:0/96 4 Delete
2002::/16 2 Delete
2001::/32 5 Delete
fc00::/7 13 Delete
1:/96 3 Delete
fecD::/10 11 Delete
3ffe::/16 12 Delete

_Add
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IPv6 support in the command-line interface

Command line

The TransPort router command-line interface provides support for IPv6 addressing in these areas:

"eth" command

The eth command has several new parameters to support IPv6 addressing on Ethernet interfaces:

ipv6_mode (off, wan, lan)
The operating mode of the Ethernet interface.

ipv6_wan (0, <number of ipv6_wan parameter instances> - 1)

Determines which ipv6_wan parameter group instance will be used by the interface if ipv6_mode is
set to wan.

ipv6_lan (0, <number of ipv6_lan parameter instances> - 1)

Determines which ipv6_lan parameter group instance will be used by the interface if ipv6_mode is set
to lan.

eth x status
Shows IPv6 addresses currently assigned to the interface after the existing IPv4 information.

"ipv6_wan" command

ipv6_wan configures a WAN to use IPv6 addressing. There are two instances of this parameter group.
Parameters include:

ra_learn (OFF, ON)

Enables learning of prefixes, routes and DNS addresses from an upstream router (supports up to 2
upstream routers on a first-come, first-served basis).

"dhcpv6_client” command

dhcpv6_client enables the DHCPV6 client on the WAN interface. If enabled, the device will attempt to
learn IPv6 addresses, delegated prefixes, and DNS server addresses from an upstream router. The
allowed values for this command are OFF and ON.

"ipv6_lan" command
ipv6_lan configures a LAN to use IPv6 addressing. There are 6 instances of this parameter group.
Parameters include:

mode (slaac, dhcpv6, slaac_dhcpv6)
Determines the operating mode for the LAN interface.

m slaac: The device sends RA messages. The managed and other config flags are both clear.
Prefix options will have the autonomous config flag set.
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m dhcpv6: The DHCPV6 server is enabled. It will assign addresses from any prefixes the LAN
interface has assigned to it to DHCPV6 clients on downstream hosts. RA messages will have
the managed and other config flags set. Prefix options will have the autonomous config flag
clear.

m slaac_dhcpv6: Both the RA server and the DHCPv6 server are enabled. RA messages will have
the managed flag clear. The other config flag will be set. Prefix options will have the
autonomous config flag set.

subnet_id: (hex string up to 32 characters in length, default value matches the ipv6_lan
instance number)

This value is appended to delegated prefixes and then assigned to the LAN interface.

subnet_id_length: (0-128, default: 8)

Indicates the length, in bits, of the subnet_id. This length is added to delegated prefixes when
creating the subnetted prefix. Note that current behavior is to extend the subnet prefix length to 64
bits if the combined length of the delegated prefix and the subnet_id length is less than 64 bits.

"dhcpv6_server" command

dhcpv6_server configures the DHCPV6 server instances associated with the ipv6_lan instance of the
same value. There are the same number of instances as there are ipv6_lan instances.

Parameters include:

preference: (0-255)
Indicates the preference value that will be advertised by the DHCPv6 server.

"ra_server" command

ra_server configures the RA server instances associated with the ipv6_lan instance of the same
value. There are the same number of instances as there are ipv6_lan instances.

Parameters include:

enabled (OFF, ON)
Enables the RA server.

max_ra_interval (4-1800, default value: 600)
The maximum interval (in seconds) between RA messages.

min_ra_interval (3-1350), default value: 200)

The minimum interval (in seconds) between RA messages. Note that the minimum intervalis further
limited to 3/4 of the maximum interval.

link_mtu: (OFF, ON)

RA messages will include the link MTU option when set to ON. The MTU value is set to the configured
interface MTU.

reachable_time: (0-3600000)
The advertised "reachable" time (in milliseconds) in RA messages.
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retrans_time: (0-2147483647)
The advertised "retransmit" time (in milliseconds) in RA messages.

hop_limit: (0-255, default value: 64)
The advertised hop limit in RA messages.

default_lifetime: (0-9000, default value: 1800)
The advertised default lifetime (in seconds) in RA messages.

"ipv6ippolicy” command

The ipv6ippolicy command displays and modifies the IPv6 source IP address policy table as described
in RFC6724. This table is interrogated when selecting the source IP address to use on outgoing
packets generated by the device. It would be a bit unusual to use anything but the default values.

"ipv6ippolicy print":
Prints the current policy table.
Other ipv6ippolicy parameters include

prefix (IPv6 prefix, default depends on instance)
Destination IPv6 addresses are matched against the prefixes to find the entry with matching label.

label:
The label associated with the prefix configured into the same instance.

"dhcpv6_client” command

dhcpvé6_client status
Shows the status of the DHCPvV6 clients.

dhcpvé_client solicit|renew|release <entity> <instance>
Instructs the DHCPV6 client to perform the requested action.

"dhcpv6_server" command

dhcpv6_server status
Shows the status of the DHCPV6 servers.

"ndp" command
Shows the Neighbor Discovery Protocol (NDP) cache.
ndp -a <entity> <instance>

If the entity and instance are omitted, shows NDP caches for all interfaces.

ndp -d <entity> <instance> -
Deletes the NDP cache. If the entity and instance are omitted, deletes NDP caches for all interfaces.
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"route6" command

route6 print
The route6 command shows the IPv6 routing table.

Some of the displayed routes may point to unfamiliar interfaces. For example, the interface TCP
0 refers to the "loopback" interface. The routing table will contain entries that point to this interface
for any address that is owned by the device. NULL 0 refers to the "blackhole" interface. Packets that
are routed to this interface are dropped.

"ipv6 show" command

ipv6 show shows IPv6-related information.
ipv6 show <entity> <instance>
If entity and instance are omitted, shows information for all interfaces. Information displayed includes:

m |nformation learned from RA messages, including routes, prefixes and DNS server addresses.
m Alist of multicast groups the interface is listening on.

m Alist of all learned DNS server addresses.

m Alist of all delegated prefixes learned from upstream routers.

m All subnet prefixes assigned to LAN interfaces.
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Configure a WAN for IPv6

Configuring a WAN to support IPv6 addressing involves these settings:

m Enabling learning of prefixes, routes, and DNS addresses from an upstream router. The device
supports up to 2 upstream routers, on a first-come, first-served basis.

m Enabling the DHCPv6 client on the WAN interface. If enabled, the device attempts to learn IPv6
addresses, delegated prefixes, and DNS server addresses from an upstream router.
Web

Go to Configuration - Network - Interfaces - IPv6 > IPv6 WAN.

2. Enable IPv6 for the Ethernet interface: in the list of Ethernet interfaces, select the interface,
the IPv6 WAN instance, and click Add.

Click IPv6 WAN.

Select the IPv6 WAN instance associated with the Ethernet interface and set parameters for
the instance:

= Select Enable router learning on this interface to enable learning of prefixes, routes
and DNS addresses from an upstream router.

m Select Enable DHCPvV6 client on this interface to enable the DHCPv6 client on the
WAN interface.

5. Click Apply.
Command line

1. Set the operating mode of the Ethernet interface to wan.
eth 1 ipv6_mode wan

2. Assign the desired IPv6 WAN instance to the Ethernet interface.
eth 1 ipv6_wan 1

3. Enable learning of prefixes, routes and DNS addresses from an upstream router.
ipv6_wan 1 ra_learn on

4. Enable the DHCPv6 client on the WAN interface.
dhcpv6_client on

5. Save your configuration changes.

config 0 save
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Configure a LAN for IPv6

The router supports IPv6 addressing on Ethernet interfaces eth 0, eth 1, eth 2, and eth 3 only. The
default for IPv6 support on these interfaces is disabled.

Web

1. Goto Configuration - Network - Interfaces - IPv6 > IPv6 LAN.
2. Enable IPv6 for the Ethernet interface: In the list of Ethernet interfaces, select the interface
instance, the IPv6 LAN instance, and click Add.
3. Click IPv6 LAN. Select the IPv6 LAN instance associated with the Ethernet interface and set
parameters for the instance:
4. Select the operating mode for the LAN interface in the Mode field.
m SLAAC: The device sends Router Advertisement (RA) messages. In these messages, the

managed and other config flags are both clear. Prefix options will have the
autonomous config flag set.

m DHCPv6: Enables the DHCPv6 server. The DHCPv6 server assigns addresses from any
prefixes the LAN interface has assigned to it to DHCPV6 clients on downstream hosts.
RA messages will have the managed and other config flags set. Prefix options will have
the autonomous config flag clear.

m SLAAC + DHCPv6: Both the RA server and the DHCPv6 server are enabled. RA
messages will have the managed flag clear. The other config flag will be set. Prefix
options will have the autonomous config flag set.

5. (Optional) Enter the subnet ID in the Subnet ID field, This value is appended to delegated
prefixes and then assigned to the LAN interface. The default is the IPv6 LAN instance number.

6. (Optional) Enter the length of the subnet ID in the Subnet ID Length field: This length is added
to delegated prefixes when creating the subnetted prefix. The default is 8.

7. Click DHCPv6 Server. Enter the preference value that the DHCPv6 server will advertise.

8. Click Router Advertisements and configure parameters for the Routing Advertisements (RA)
server.

n Enable router advertisements on this interface: Enables or disables the RA server.

m Maximum Router Advertisements Interval: The maximum interval, in seconds,
between RA messages.

= Minimum Router Advertisements Interval: The minimum interval (in seconds)
between RA messages. Note that the minimum intervalis further limited to 3/4 of the
maximum interval.

= Include link MTU: When enabled, RA messages include the link MTU option . The MTU
value is set to the MTU of the configured interface .

m Reachable Time: The advertised "reachable" time, in milliseconds, in RA messages.

m Retransmission Timer: The advertised "retransmit" time, in milliseconds, in RA
messages.

m Hop Limit: The advertised hop limit in RA messages.
m Default Lifetime: The advertised default lifetime, in seconds, in RA messages.
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9. (Optional) As needed, view and change the IPv6 source IP address selection policy. See Show
and update the IPv6 source IP address policy table.

10. Click Apply.
Command line
1. Set the operating mode of the Ethernet interface to lan.
eth 1 ipv6_mode lan
2. Assign the desired IPv6 LAN instance to the Ethernet interface.
eth 1 ipv6_lan 1

3. Select the operating mode for the LAN interface:
m slaac: The LAN interface uses the RA server to send RA messages.
m dhcpv6: The LAN interface uses the DHCPV6 server.
m slaac_dhcpv6: The LAN interface uses both the RA server and the DHCPvV6 server.

ipv6_lan 1 mode slaac_dhcpvé6

4. (Optional) Specify the subnet ID. This value is appended to delegated prefixes and then
assigned to the LAN interface. The default is the IPv6 LAN instance number.

ipv6e_lan 1 subnet_id 00

5. (Optional) Enter the length of the subnet ID. This length is added to delegated prefixes when
creating the subnetted prefix. The default is 8.

ipv6_lan n subnet_id_length 8

6. (Optional) If you set the LAN interface operating mode to dhcpvé or slaac_dhcpv6, configure
the preference value to advertise to DHCPv6 server instances associated with the ipv6_lan
instance. The instance number (in this example, 2) should be the same as the ipv6_lan
instance number.

dhcpv6_server 2 preference 1
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7. (Optional) If you set the LAN interface operating mode to dhcpvé or slaac_dhcpv6, configure
parameters for the Routing Advertisements (RA) server, as needed. In all of these, the ra_
server instance number x must be the same as the IPv6 LAN instance number:

ra_server x enabled (OFF, ON): Enables or disables the RA server.
ra_server x max_ra_interval (4-1800, default value: 600): The maximum interval, in
seconds, between RA messages.

ra_server x min_ra_interval (3-1350, default value: 200): The minimum interval, in
seconds, between RA messages. Note that the minimum intervalis further limited to
3/4 of the maximum interval.

ra_server x link_mtu(OFF, ON): When enabled, RA messages include the link MTU
option and the MTU value is set to the MTU of the configured interface.

ra_server x reachable_time: (0-3600000): The advertised reachable time, in
milliseconds, in RA messages.

ra_server retrans_time: (0-2147483647): The advertised retransmit time, in
milliseconds, in RA messages.

ra_server x hop_limit: (0-255, default value: 64): The advertised hop limit, in number
of hops, allowed in RA messages.

ra_server x default_lifetime: (0-9000, default value: 1800): The advertised default
lifetime, in seconds, in RA messages.

For example:

ra_server 2 enabled on
ra_server 2 link_mtu on

8. (Optional) As needed, view and change the IPv6 source IP address selection policy. See Show
and update the IPv6 source IP address policy table.

9. Save your configuration changes.

config 0 save
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Show and update the IPv6 source IP address policy table

The IPv6 address policy table defines the IPv6 source IP address to use on outgoing packets
generated by the device. It allows you to select the best type of IP address (such as global, link local,
and so on) for a particular type of connection. In most cases, the default values set in this table are
sufficient and do not need to be changed. For more information about the IPv6 source IP address
policy table, see the IETF document RFC6724, Default Address Selection for Internet Protocol Version 6
(IPv6).

Normally the default values that exist in this table do not need to be changed.

Web
Go to Configuration > Network > Interfaces > IPv6 > IPv6 Source IP Address Selection Policy.

Add an entry in the table

1. Enter the IPv6 address prefix in the IPv6 Prefix field.
2. Enter a label for the IPv6 prefix in the Label field.
3. Click Add.

Delete an entry in the table
In the entry for the IPv6 prefix, click Delete.
Command line
1. Show the IPv6 source address selection policy table.
eth 1 ipv6_lan 2 [dpvéepolicy print

2. (Optional) To modify the IPv6 source address selection policy table, use the ipv6ippolicy
command, specifying these parameters:

m prefix: The IPv6 prefix. The default depends on the instance. Destination IPv6
addresses are matched against the prefixes to find the entry with matching label.

m label: The label associated with the prefix configured into the same instance.
ipv6ippolicy 0 label 3
3. If you changed the policy table, save your configuration changes.

config 0 save
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Show DHCPvV6 server status

Command line
Use the command dhcpv6_server status.
dhcpv6_server status
ETH 1 DHCPv6 server status:
Server DUID: 00-03-00-01-00-04-2d-f3-e7-32

Preference value: 0

OK
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Show DHCPv6 client status

Command line

Use the command dhcpv6_client status. For example:

dhcpv6e_client status

ETH 0 DHCPv6 client status:
Client DUID: 00-03-00-01-00-04-2d-05-ed-00
DNS server: 2620:21:6000:800:8::1
DNS server: 2620:21:6000:800:8::2
SOL_MAX_RT: default
INF_MAX_RT: default
Server DUID: 00-01-00-00-55-el-3c-f5-00-50-56-89-16-65
Reconfigure accept: false
- IA for Non-temporary Addresses
IAID: 0dOOOO00O
T1l: 8102
T2: 21062
- IA Address
IPv6 address: 2620:21:6000:1400:7468:6843:a5c9:57a6
Preferred lifetime: 29702
Valid lifetime: 72902
- IA for Prefix Delegation
IAID: 0dOOOO00O
T1i: O
T2: 0

OK
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Use DHCPv6 to learn IPv6 addresses

You can configure the router to use DHCPv6 to learn an IPv6 address, DNS addresses, and delegated
prefixes from a DHCPv6 server. There are several options for learning IPv6 addresses from a DHCPv6
server:

m Solicit:The DHCPv6 client sends a Solicit message to the DHCPv6 servers to obtain the
address of a neighboring DHCP Agent, and to obtain one or more addresses for DHCP servers
which the DHCP Agent is configured to advertise.

= Renew: The DHCPvV6 client sends a Renew message to the DHCPv6 server that originally
provided the client's addresses and configuration parameters, to renew the addresses for
DHCPv6 servers.

m Release: The DHCPV6 client sends a Release message to the DHCPV6 server that assigned
addresses to the client, indicating that the DHCPv6 client will no longer use one or more of the
assigned IPv6 addresses.

Command line
Use the command dhcpv6_client, specifying the requested action for the DHCPv6 client to perform.

dhcpve_client solicit|renew|release <entity> <instance>

where solicit, renew, and release perform the IP address learning actions described above.
For example,

dhcpv6_client renew eth 0
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Use the Neighbor Discovery Protocol (NDP) cache

Command line

The ndp -a <entity> <instance> command. Omitting the <entity> and <instance> parameters
displays NDP caches for all interfaces.

ndp -a

ETH © NDP cache
Cache size: 50 entries

IP address MAC address State
fe80::5:73ff:feab:e 00:05:73:a0:00:0e Stale
fe80::567f:eeff:fe5b:efbc 54:7f:ee:5b:ef:bc Stale
fe80::567f:eeff:fe5b:ed3c 54:7f:ee:5b:ed:3c Stale
fe80::c32:cb81:3f16:6305 64:31:50:99:fe:a9 Stale

ETH 1 NDP cache
Cache size: 50 entries
IP address MAC address State

ETH 2 NDP cache
Cache size: 50 entries
IP address MAC address State

ETH 3 NDP cache

Cache size: 50 entries

IP address MAC address State
OK
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Delete a Neighbor Discovery Protocol (NDP) cache

Command line

Use the command ndp -d <entity> <instance>. Omitting the <entity> and <instance> parameters
deletes all NDP caches for all interfaces.

ndp -d eth 0
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Show the IPv6 routing table

IPv6 routing table information may display unfamiliar interface names that have a special meaning
and handling. For example:

m TCP 0 refers to the loopback interface. The routing table contains entries that point to this
interface for any address that is owned by the device.

m NULL 0 refers to the blackhole interface. Packets routed to this interface are dropped. The
router adds a route pointing to the blackhole interface when a prefix is delegated to a WAN
interface using DHCPV6. This means that the router drops all packets to that prefix. When the
delegated prefix is subnetted to LAN interfaces, routes to those subnets are also added to the
routing table. As the subnetted routes will have longer prefixes, matching packets will find
those routes before the blackhole route. As a result, any packets to the delegated prefix that
do not match packets to subnets assigned to LAN interfaces are dropped. Without the
blackhole route, packets to unassigned subnets would probably be routed to the default route.

Command line
Use the route6 print command.

route6 print

Destination Next Hop Interface Ref Count
$:1/128 HH TCP 0 1
2620:21:6000:1400:7468:6843:a5c9:57a6/128 :: TCP © 1
fe80::204:2dff:fe05:ed00/128 H TCP 0 1
fe80::204:2dff:fef5:ed00/128 HY TCP © 1
fe80::/64 HY ETH 0 1
fe80::/64 HH ETH 1 1
2620:21:6000:1400::/56 HH ETH © 1
ff00::/8 HY ETH 0 1
ffoo::/8 HY ETH 1 1
::/0 fe80::5:73ff:fealb:e ETH 0 1
OK
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Show IPv6 routing and address information

You can display IPv6 routing and address information for an interface or all interfaces, including:

Configure IPv6 addressing support

Information learned from RA messages, including routes, prefixes and DNS server addresses.

A list of multicast groups the interface is listening on.
Alist of all learned DNS server addresses.
Alist of all delegated prefixes learned from upstream routers.

All subnet prefixes assigned to LAN interfaces.

Command line

Use the command ipv6 show <entity> <instance>. Omitting the <entity> and <instance>
parameters displays IPv6 routing and address information for all interfaces. For example:

ipv6

ETH ©

show

Default routers:

Default router: fe80::5:73ff:feab:e

Lifetime . 1770
Hop limit . 64
MTU ¢ 1500

Managed configuration: Yes
Other Configuration : No

Reachable time : Unspecified
Retransmit interval : Unspecified
Prefix: 2620:21:6000:1400::/56
Valid lifetime : 2591970
Preferred lifetime: 604800

On-link : Yes

Auto config : Yes

Multicast groups:

ffo2:
ffo2:
ffo2:

:1:ff05:ed00O
01
:1:ffc9:57a6

DNS servers:

2620:21:6000:800:8::1
2620:21:6000:800:8::2

ETH 1

Multicast groups:

ffo2::1:fff5:ed00
ffe2::1

ffo2::2

ffe2::1:2

OK
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Show the IPv6 addresses assigned to an interface

Command line

Use the command eth n status to display status for the specified Ethernet interface instance. In the
output, the IPv6 addresses currently assigned to the interface are listed after the existing IPv4
information.

eth 0 status

Activation Status: Active

Connection Status: Connected

Link: 100Base-T Full-Duplex
Physical Port: ETH ©

MAC: 00 04 2D 05 ED 00
IP Address: 10.10.14.17

Mask: 255.255.255.0

DNS Server: 10.10.8.62
Secondary DNS Server: 10.10.8.64
Gateway: 10.10.14.1

DHCP Server: 10.10.8.15

Lease Remaining (mins): 577

Assigned addresses:
2620:21:6000:1400:7468:6843:a5c9:57a6
fe80::204:2dff:fe05:ed00O

OK
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Support for IPv6 packets in firewall rules

There are several areas in the firewall rules syntax for handling IPv6 packets. For more information on
these changes and detailed parameter descriptions, see Firewall.

m Firewall rules can now specify IPv6 addresses. You can specify an IPv6 address anywhere you
can specify an IPv4 address. However, you cannot use IPv4 and IPv6 addresses together in a

single rule.

m Address/port translation is not supported with IPv6 packets. In rules, avoid mixing address
translation with IPv6-specific keywords. See Specifying IP addresses and ranges in firewall
rules.

m Inthe [action] firewall script field:

« Inthe block action, the optional field return-icmpvé causes an ICMPv6 packet to be
returned from the interface from which that packet was received.

« If arule specifies action dscp, the traffic class portion of the IPv6 header is modified with
the DSCP value.

m Several [options] keywords are allowed with rules for IPv4 packets: oneroute, onvlan, onvrf,
routeto, and oosed. Using these keywords implies that the rule should only match on IPv4
packets.

m Inthe [version] firewall script field, you can specify IP version to which the rule applies: IPv4 or
IPv6.

m Inthe [tos] firewall script field, for IPv6 packets, the traffic class field in the IPv6 header is
checked.

m The [proto] firewall script field has an icmpvé option.

m For the [inspect-state] firewall script field that performs stateful inspection:

« None of the oos options are supported for IPv6 packets.

« You can use the inspect-state option with the following ICMPv6 packet types:

ICMPv6 type Matching ICMPv6 type

Echo Echo reply

m You can filter packets based on ICMPV6 codes, using the [icmpv6] field. See Set filters in
firewall rules.
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Configure PPP and external modems

Point-to-Point Protocol (PPP) is a standard protocol for transporting data from point to multipoint
networks (such as IP) across point-to-point links (such as a serial or ISDN connection). This
functionality is essential for dial-up Internet access.

As data is transferred across IP networks in synchronous format, the router supports asynchronous to
synchronous PPP conversion. This allows asynchronous terminals connected to the routers to
communicate with remote synchronous PPP devices. Normally, this is carried out using a single ISDN
B-channel so that data can be transferred at speeds up to 64 Kbps. This is known as ASYNC to SYNC
PPP operation and is supported as standard by most terminal adapters. To use ASYNC to SYNC PPP
operation all that is necessary is to ensure that the PPP protocol is bound to the ASY port to which the
terminal or PC is connected. (see Configuration > Network > Interfaces > Serial).

To use ASYNC to SYNC PPP, the attached terminal must also support PPP (Windows dial-up
networking supports PPP).

In addition to ASYNC to SYNC operation (where the router only converts the PPP from one form to
another) the router can initiate its own PPP sessions. For example, the router uses this operation
when:

m The router is configured as a router to connect an Ethernet network to the Internet via ISDN or
W-WAN.

m The router is answering an incoming ISDN call with PPP either for remote management or
remote access to the Ethernet network to which the router is connected.

m The router is accessed locally through the serial port for configuration purposes by setting up a
Windows Dial-Up-Networking connection to the phone number 123.

Except for MLPPP, the parameters in this section are only relevant when the router is
generating the PPP. They are not relevant for ASYNC to SYNC PPP operation.

The router also supports Multi-link PPP (MLPPP). MLPPP uses both ISDN B-channels simultaneously
(and two PPP instances), to provide data transfer speeds up to 128 Kbps for applications such as
email or establishing a point-to-point connection between two routers.

Web

Go to Configuration > Network > Interfaces > Advanced. The Configuration > Network >
Interfaces > Advanced menu has the following sub-menu options:

n External Modems
= PPP Mappings
= PPPn
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Configure external modem support

The PPP use_modem field has been altered so the value indicates which modem type to use.
Value 1 indicates use of the GPRS modem. Value 2 indicates use of the external modem. By including
enough modem call control instances, you can perform multilink PPP over multiple external modems.

Web

1. Goto Configuration > Network > Interfaces > Advanced > External Modems.
The External Modems page contains external modem parameters. External modem support
added to GPRS builds. It is now possible to have a GPRS build that can also make outgoing PPP
connections via an external modem. It is also possible to answer incoming calls via an external
modem.

= External Modems
« External Modem 0

ASY port:|255 ¥
W-WAN mode:
Initialisation string 1:
Initialisation string 2:
Initialisation string 3:
Hang-up string:
Post hang-up string:
Listening init string:
Listening init interval (secs):|0
Maximum RING count before answering incoming call:|0
Minimum RING count before answering incoming call:|0

Apply
2. Configure external modem parameters:

ASY Port
The physical ASY port for the external modem.

W-WAN mode
Enables W-WAN mode.
Initialisation string n

These parameters (Initialisation string 1, Initialisation string 2, Initialisation string 3)
allow you to specify a number of command strings that are sent to the wireless module each
time a wireless connection is attempted. You can use these parameters to set non-standard
wireless operating modes.

Each string is prefixed with the characters AT before being sent to the wireless module and
they are sent to the wireless module in the order specified until an empty string is
encountered. For example, Initialisation string 3 will not be sent unless

Initialisation string 1 and Initialisation string 2 are both specified. Initialization strings are
not normally required for most applications as the router will normally be preconfigured for
correct operation with most networks.
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Hang-up string

In a typical wireless application the connection to the network is always on and under normal
circumstances it is not necessary to hang-up the wireless module. Under certain
circumstances however, the router may use the ATH command to try and disconnect the
wireless module from the network, such as if an incorrect APN has been specified and the
module is unable to attach to the network correctly.

This parameter allows you to specify an alternative hang-up string that is sent to the wireless
module when disconnecting a call. As with the Initialization strings, it is not necessary to
include the AT as this is inserted automatically by the router.

Post hang-up string

Additional AT commands that are sent to the wireless module after it has been disconnected.
As with the Initialization strings, it is not necessary to include the AT as this is inserted
automatically by the router.

Listening init string
The listening initialization string parameter for external modems.

Listening init interval (secs)
The listening init string is sent at intervals specified by a listening init interval parameter.

Maximum RING count before answering incoming call

The count of the maximum number of rings before answering incoming call can be set in this
field. The default value is 0.

Minimum RING count before answering incoming call

The count of the minimum number of rings before answering incoming call can be set in this
field. The default value is 0.

3. Click Apply.

Command line

modemcc asyport 0-255 (Default: 255)

modemcc | n init_str Free text field Initialisation string 1
modemcc n init_strl Free text field Initialisation string 2
modemcc n init_str2 Free text field Initialisation string 3
modemcc n hang_str Free text field Hang-up string

modemcc n
modemcc 0

modemcc 0
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Configure PPP mappings

Web

1. Goto Configuration > Network > Interfaces > Advanced > PPP Mappings.

2. Associate functions with PPP interfaces. The PPP Mappings page contains two columns of as
many interfaces as are supported by the router (this varies between models). Each row in the
column contains a drop-down list box for selecting functions to associate with each PPP
instance. The PPP instance number is the left-most column. For example, to assign a W-WAN
interface to PPP instance 3, select Mobile SIM1 or SIM2 from the drop-down box to the right
of instance 3. If a W-WAN interface is fitted to the router, this is the default mapping.

3. Click Apply.

+ PPP Mappings
This page defines the underlying interface each PPP interface uses
PPP Interface

0 Mot Assigned v
1 Mobile SIM1 or SIMZ ¥
. Mot Assigned v
3 Mot Assigned r
4 Mot Assigned v
5 Mot Assigned r
B Mot Assigned v
7 [ Mot Assigned v
8 Mot Assigned L
g Mot Assigned r
10 Mot Assigned L
11 Mot Assigned r
12 Mot Assigned L
13 Mot Assigned r
14 Mot Assigned v
15 Mot Assigned r
16 Mot Assigned v
17 Mot Assigned r
18 Mot Assigned v
19 Mot Assigned r
Apply
4, Click Apply.
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Multilink PPP parameters

Some TransPort routers support multilink PPP. This section describes the configuration of MLPP
functionality.

The PPP interface must be configured with Always On mode enabled and an AODI NUA.

Desired local ACCM ¢

The Asynchronous Control Character Map (ACCM). The default value of 0x00000000 should work in
most cases. Changing this value is for advanced users only.

Desired remote ACCM ¢

The ACCM for the remote peer. As above, the default value of Oxffffffff should work in most cases and
should only be changed if you know you need to use other characters.

Username
The username for logging on to the remote system.

Password

The password for authentication with the remote system when using MLPP. This password is for both
B-channel PPP connections.

Confirm password

When changing the password, type the new password into this text box. The router checks that both
fields are the same before changing the value.

Enable remote CHAP authentication

When enabled, causes the router to authenticate itself with the remote system using CHAP. If this
parameter is set, the connection will fail if authentication fails. Generally, this setting should be left
disabled.

Enable short sequence numbers

When enabled, enables the use of 12-bit data packet sequence numbers, rather than the more usual
16-bit data packet sequence numbers.

Bring up the second ISDN B-channel
Never

When selected, causes the router not to activate the second B-channel.

When the data rate is greater than n bytes/sec for s seconds

When selected, the two associated text boxes become enabled and allow the user to enter the
desired data rate (default 2000 bytes/second) that will trigger activation of the second B-channel and
the period for which the data rate exceeds that value, before the channel is activated.

Drop the second ISDN B-channel
When the connection is terminated

When selected, the second B-channel is only deactivated when the connection is terminated.

When the data rate is less than n bytes/sec for s seconds

When selected, the above two text boxes are enabled. The value in the left-hand one specifies the
data rate below which the traffic must fall before the secondary B-channel will be deactivated. The
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second box contains the time in seconds for which the data rate must be below threshold before the
second B-channel is deactivated.

The following parameters are for use with Always On Dynamic ISDN.

Bring up the first ISDN B-channel
When the data rate is greater than n bytes/sec for s seconds

When Always On mode is enabled, these two settings specify the data rate and duration for which the
data rate must be sustained before the B-channel is activated.

Drop the first ISDN B-channel
When the data rate is less than n bytes/sec for s seconds

When Always On mode is enabled, these two settings specify the data rate below the traffic must fall
and the duration for which it is below the threshold before the B-channelis deactivated.

Command line

mlppp [_accm 0x00000000- Desired local ACCM
OXFFFFFFFF

mlppp r_accm 0x00000000- Desired remote ACCM
OXFFFFFFFF

mlppp username Valid username | username

mlppp password Valid password password

mlppp epassword Encrypted None-this parameter is not
password configurable

mlppp r_chap on, off Enable remote CHAP

authentication

mlppp |_shortseq on, off Enable short sequence
Default off numbers

mlppp up_rate 0-2147483648 When the data rate is
Default 2000 greater than n bytes/sec

mlppp up_delay 0-2147483648 for s seconds
Default 10

mlppp down_rate 0-2147483648 When data rate is less thann
Default 1000 bytes/sec

mlppp down_delay 0-2147483648 for s seconds
Default 10

mlppp dup_rate 0-2147483648 When data rate is greater
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mlppp dup_delay 0-2147483648 for s seconds
Default 5

mlppp 0 ddown_rate 0-2147483648 When data rate is less thann
Default 500 bytes/sec

mlppp 0 ddown_delay 0-2147483648 for s seconds
Default 5
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Configure PPP parameters

When setting up a Point-to-Point Protocol (PPP) connection, you may need to adjust the PPP
configuration parameters. Generally, however, you can leave these parameters at their default values.

Web

1. Goto Configuration > Network > Interfaces > Advanced > PPP 0 - 9.
2. Configure PPP configuration parameters as needed:

Load answering defaults

Clicking this button causes the router to read the default PPP answering default parameters
from a default configuration stored in memory.

Load dialing defaults

Clicking this button causes the router to read the PPP dialing parameters from a default
configuration stored in memory.

Description

A description of the PPP instance that may make it easier to refer to. For example, the PPP
instance to connect to an ISP could be named MyISP.

This PPP interface will use

If the PPP mappings have been set up previously using the PPP mappings page, this box will
contain the name of the protocol that has been assigned to this PPP instance. If the mapping
has not been set up previously and if no default mappings apply, the value for this setting
should be Not Assigned. Select the required the required physical interface from the drop-
down selection box.

~PPPD-9
» PPP D

Load answering defaults Load dialling defaults
Description:

This PPP interface will use | Mot Assigned L

Dial out using numbers

To allow the router to automatically make outgoing calls, the ISDN number must be specified.
The four text boxes allow four telephone numbers to be entered. The first one is required, the
others are optional, and the router uses the others in rotation. These numbers can be the
number of the Internet Service Provider (ISP) or another router.
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Dial out using
numbers:

Prefix: to the dial out number
Username:

Password:

Confirm
password:

Prefix n to the dial out number

When making outgoing PPP calls, the value specified in this text box is inserted before the
actual number being called. This may be required if a PABX system is in use which requires a
prefix to use to get an outside line. For example, when using AODI or BACP, the remote peer
may provide a number to use for raising an additional B-channel to increase the bandwidth.
However, such a number will not normally include the digits needed to connect to an outside
line via a PABX.

Username
The username to use for MLPPP login.

Password
The password to use for MLPPP login. This password is for both B-channel PPP connections.

Confirm password
Type the password in this text box to confirm that the password has been correctly typed in.

The following three radio buttons control how the IP address for the router is assigned.

Allow the remote device to assign a local IP address to this router

When this radio button is selected, the remote peer will assign this PPP interface an IP
address.

Allow the remote device to assign a local IP address to this router
Try to negotiate to use |1.2.3.4 as the local IP address for this router

® Lse (1.2.3.4 as the local IP address for this router (i.e. not negotiable)

Try to negotiate a.b.c.d as the local IP address for this router

If it would be useful, but not essential, to have a predefined IP address for the interface, the
second radio button should be selected and the desired IP address entered into the text box to
the right.

Use a.b.c.d as the local IP address for this router

If it is essential that the PPP interface has a specific IP address, this radio button should be
selected and the IP address entered into the text box.
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Use mask a.b.c.d for this interface

The default value in this text box will normally work, and should only be changed if it is known
that the default is not appropriate. Since PPP is a peer-to-peer protocol, this value is
appropriate in most situations.

Use mask [255.255.255.255 for this interface

Use the following DMNS servers if not negotiated
Primary DMNS server;
Secondary DNS server:
DNS Port:[53

¥ Attempt to assign the following IP configuration to remote devices
Assign remote IP addresses from|10.10.10.0 to |10.10.10.4

Primary DNS server:
Secondary DNS server:

Use the following DNS servers if not negotiated

Sets primary and DNS servers to use if a DNS server is not assigned as part of the PPP
negotiation and connection process.

Primary DNS server

The IP address of the primary DNS server to use if a DNS server is not assigned as part of the
PPP negotiation and connection process. It is fairly common practice for the DNS server to be
assigned automatically by the ISP when making a connection.

Secondary DNS server

The IP address of the secondary DNS server to use if one is not automatically assigned by the
remote peer.

DNS Port
The network port number of the DNS server.

Attempt to assign the following IP configuration to remote devices

When enabled, displays following four configuration parameters, which control how the PPP
instance assigns an IP address to a connecting remote peer. The primary and secondary DNS
server addresses will also be sent to the remote peer

Assign remote IP addresses from a.b.c.d to a.b.c.d

The IP addresses in these text boxes define the pool of IP addresses to assign to remote peers
during the IP protocol configuration phase of the PPP negotiation process.

Primary DNS server

The IP address of the primary DNS server that the remote peer should use when making DNS
requests over the link.

Digi TransPort® Routers User Guide 369



Configuring network interfaces Configure PPP and external modems

Secondary DNS server

The IP address of the secondary DNS server that the remote peer should use when making
DNS requests, should the primary server be unavailable.

Request packet data connection
When enabled, causes the PPP instances to request a connection for sending a data packet.

¥ Request packet data connection

* Allow this PPP interface to answer incoming calls
Only allow calling numbers
ending with

Close the PPP connection

after |0 seconds

if it has been up for |0 minutes in a day

if it has been idle for |0 hrs |5 mins |0 SECS
Alternative idle timer for static routes |0 seconds

if the link has not received any packets for |0 seconds

if the negotiation is not complete in |80 seconds

* Enable NAT on this interface
® IP address IP address and Port

MAT Source IP address:
¥ Enable IPsec on this interface
Keep Security Associations (SAs) when this PPP interface is disconnected

Use interface | Default ¥ |0 for the source IP address of IPsec packets

¥ Enable the firewall on this interface

Femote management access: | No restrictions ¥

Allow the PPP interface to answer incoming calls
When enabled, causes the PPP instance to answer an incoming call.

Only allow calling numbers ending with n

When set to answer calls, this setting provides a filter for ISDN sub-addresses. This value is
blank by default but when the PPP instance is set to answer calls, only numbers having trailing
digits that match the sub-address value in this test will be answered. So for example, if this
value is set to 123, only calls from numbers with trailing digits that match this value will be
answered, for example, 01942 605123.

Close the PPP connection after s seconds

The maximum time that the link will remain active in any one session. After this time, the link
will be deactivated.

if it has been up for m minutes in a day

The router deactivates the PPP instance after it has been active for the value specified in this
text box.
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if it has been idle for h hrs m mins s secs

The router deactivates the PPP instance after the time specified in these text boxes if it
detects that the link has not seen traffic.

Alternative idle timer for static routes s seconds

An alternative inactivity timeout for use in conjunction with the Make PPP n interface use the
alternative idle timeout when this route becomes available parameter on the
Configuration > Network > IP Routing/Forwarding > Static Routes > Routes n > Advanced
web page. The router uses this timeout until the PPP instance next deactivates only. After
that, it uses the normal timeout value.

If the link has not received any packets for s seconds

The amount of time the router waits without receiving any PPP packets before disconnecting.
The timer is reset with each received PPP packet.

if the negotiation is not complete in s seconds

The maximum time, in seconds, allowed for the PPP negotiation to complete. If negotiations
have not completed within this period, the interface is deactivated.

Enable NAT on this interface

When enabled, causes the router to apply Network Address Translation (NAT) to IP packets on
this interface. When enabled, the following additional parameters appear:

IP address/IP address and Port

These radio buttons select whether IP address translation only should be applied or whether
port number translation should also be applied to IP packets.

NAT Source IP address a.b.c.d

The IP address of the interface to use as the source address in IP packets crossing the NAT
interface.

Enable IPsec on this interface

When enabled, causes the router to use the IPsec protocol to secure the connection. Enabling
this setting displays the following additional parameters:

Keep Security Associations (SAs) when this PSTN interface is disconnected

When enabled, causes the router to maintain (such as not flush) the SA when the interface
becomes disconnected. The normal behavior is to remove the SAs when the interface becomes
disconnected.

Use interface x,y for the source IP address of IPsec packets

If it is required to use another interface (such as not the interface currently being configured)
as the source address for IPsec packets, this may be achieved by selecting the desired
interface from the drop-down list and typing the desired interface instance number into the
adjacent text box.

Enable the firewall on this interface

Enabling this setting causes the router to apply the firewall settings to traffic using this
interface. When debugging connections issues it is often helpful to make sure this setting is
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disabled, because incorrect firewall rules prevent a connection from passing network traffic. If
the connection works when the firewall is turned off but fails when turned on, a good place to
start checking parameters would be in the firewall settings page, Configuration > Security >
Firewall.

Remote management access

Can be set to No restrictions, Disable management, Disable return RST, Disable
management and return RST.

m When set to No restrictions, users on this interface can access the router’s Telnet, FTP,
and web services for the purpose of managing the router.

= When set to Disable management, users on this interface are prevented from
managing the router via Telnet, FTP, or the web interface.

m For Disable return RST, whenever a router receives a TCP SYN packet for one of its
own IP addresses with the destination port set to an unexpected value, such as a port
that the router would normally expect to receive TCP traffic on, it will reply with a TCP
RST packet. This is normal behavior. However, the nature of internet traffic is such that
whenever an internet connection is established, TCYP SYN packets are to be expected.
As the router’s PPP inactivity timer is restarted each time the router transmits data
(but not when it receives data), the standard response of the router to SYN packets,
such as transmitting an RST packet, will restart the inactivity timer and prevent the
router from disconnecting the link even when there is no genuine traffic. This effect can
be prevented by using the appropriate commands and options within the firewall script.
However, on Digi 1000 series routers, or where you are not using a firewall, the same
result can be achieved by selecting this option, such as when this option is selected the
normal behavior of the router in responding to SYN packets with RST packets is
disabled. The option will also prevent the router from responding to unsolicited UDP
packets with the normal ICMP destination unreachable responses.

= The Disable management an return RST option prevents users from managing the
router via the Telnet, FTP, and web interfaces and also disables the transmission of TCP
RST packets as above.

3. Click Apply.

Command line

Equivalent web

Command Instance | Parameter Values parameter

pPpp n name Free text field Description

ppp n [liface The layer 1 This PPP interface will
interface, such as use
Async Port, PPTP, W-
WAN

ppPp n l1nb Layer 1 Interface This PPP interface will
number use value
Default: 0
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Equivalent web
Command Parameter Values parameter

ppp

ppp
pppP
ppp
ppp
ppp
pppP

ppp
ppp
ppp

pPpP

ppp

ppp

ppp

ppPpP

PPp
ppPp

ppp
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12face

2nb

aodinua
phonenum
ph2

ph3

ph4

prefix

username
password

epassword

r_addr

IPaddr

|_addr

mask

DNSserver

secDNS
DNSport

IPmin

The lower layer
interface, such as.
LAPB, LAPD, XOT

Lower layer
interface number.
Default: 0

up to 25 digits
up to 25 digits
up to 25 digits
up to 25 digits
0-9999999999

Valid username
Valid password

The encrypted
password

Default 0.0.0.0 set
automatically

Valid IP address
a.b.cd

Valid IP address
Default 1.2.3.4

Valid IP address
Default
255.255.255.255

Valid IP address
Valid IP address

Valid IP address
Default 53

Valid IP address

Default 10.10.10.10

This PPP interface will
use

Dial out using numbers
Dial out using numbers
Dial out using numbers
Dial out using numbers

Prefix n to the dial out
number

Username
Password

None-this parameter is
not configurable

Allow the remote device
to assign a local IP
address to this router

Try to negotiate a.b.c.d
as the local IP address
for this router

Use a.b.c.d as the local
IP address for this router

Use mask a.b.c.d for this
interface

Primary DNS server
Secondary DNS server

DNS Port

Assign remote IP
addresses from a.b.c.d to
a.b.cd
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Equivalent web
Command Parameter Values parameter

PpPp
ppPpP
pPP

ppp

ppp

pPP

ppp

ppp

ppPpP

pPP

ppp

ppp

ppp

ppPpP

Digi TransPort® Routers User Guide

IPrange

transDNS
sectransDNS

cingnb

msn

sub

cli

maxup

maxuptime

timeout

timeout2

rxtimeout

maxneg

do_nat

natip

ipsec

0-255
Default 5

Valid IP address
Valid IP address

up to 25 digits

up to 9 digits

up to 17 digits

0-2147483648

0-2147483647

Default 300s (5
minutes)

0-2147483648

0-2147483648

0-2147483648

0,1
0=0ff
1=0On

Valid IP address
a.b.c.d

0,1
0=0ff
1=0On

Assign remote IP
addresses from a.b.c.d to
a.b.c.d Note that these
are not directly
equivalent. This address
is obtained by adding the
range value to the
minimum.

Primary DNS server
Secondary DNS server

Only allow numbers
ending with n

with ISDN MSN ending
with n

with ISDN sub-address
ending with n

Close the PPP
connection after s
seconds

if it has been up for m
minutes in a day

if it has been idle for h,
m,s

Alternative idle timer for
static routes s seconds

if the link has not
received any packets for
s seconds

if the negotiation is not
complete in s seconds

Enable NAT on this
interface

NAT Source IP address
a.b.c.d

Enable IPsec on this
interface
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Equivalent web
Command Parameter Values parameter

Keep Security
Associations (SAs) when
this PPP interface is
disconnected

pPPP n ipsecent Default Use interface x,y for the
PPP source address of IPsec
Ethernet packets
pPPpP n ipsecadd Valid interface Use interface x,y for the
number source address of IPsec
packets
ppPp n firewall off, on Enable the firewall on

this interface

pPPP n gos off, on Enable QoS on this
interface

pPPP n use_modem 0,1 This PPP interface will
use

pPPpP n cdma_backoff 0,1 None

Default: 1

s]e]s) n ndis off, on Request packet data
connection

ppp nocfg 0,1,2,3 Remote management
access

0=No restrictions
1=Disable management
2=Disable return RST
3=Disable management
and return RST

ppp n igmp off, on Enable IGMP

pPPpP n ifspeed 64000 bps None. CLI command only.
The ppp command
allows configuring the
interface speed for
reporting in SNMP.

pPPpP n vrf integer None. CLI command only.

ppp n vrfexport integer None. CLI command only.
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Configure mobile PPP parameters

Mobile telephone modules fitted into the router use PPP to connect to the network and send and
receive traffic. This section describes parameters relevant to setting up a mobile telephone module.

Web
1. Goto Configuration > Network > Interfaces > Advanced > PPP 0 - 9 > PPP n > Mobile.
2. Configure mobile PPP parameters as needed:
= Mobile
Use 5IM = Any 5IM 1 5IM 2
Detach W-WAMN if the link fails (e.qg. Failed to get PPP Ping responses)
Detach W-WAMN between connection attempts

Use SIM Any, SIM1, SIM2
Select which of the installed SIM cards the module should use.
Detach W-WAN if the link fails
When enabled, causes the router to issue the command to detach the mobile telephone
module from the wireless network if it detects that the link has failed. Link failure is detected
by a PPP ping response timer or by a firewall request.
Detach W-WAN between connection attempts
Controls whether the module stays attached to the network if multiple connection attempts
are required to establish a connection. This functionality may be useful if the connection to the
mobile telephone network is not very reliable. Connecting to the mobile telephone network to
send and receive data is a two-stage process. The first stage is where the module signals its
wish to join the network and is accepted by the local cell. The second stage involves
negotiating the link parameters and transferring data. Sometimes it may be necessary to
cleanly detach from the network in order to start the process from the ground up.

3. Click Apply.

Command line

Command Instance Parameter Values Equivalent web parameter
ppp n gprs_sim 0-2 Use SIM, Any, SIM 1, SIM 2
0=Any
1=SIM1
2=SIM2
pPpp n detach_on_fail off, on Detach W-WAN if the link fails
s]e]s) n detach off, on Detach W-WAN between

connection attempts
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Configure advanced PPP parameters

Normally, advanced PPP parameters to do not need to be changed from their defaults.

Web

1. Goto Configuration > Network > Interfaces > Advanced > PPP 0 - 9 > PPP n > Advanced.
2. Configure advanced PPP parameters as needed:

Metric

The connected metric of the interface. The default metric of a connected interface is 1. By
allowing the interface to have a higher value (lower priority), static routes can take precedence
over interfaces. For normal operation, leave this setting unchanged.

Allow this PP interface to settle for s x 100 milliseconds

On wireless links, it is possible that the initial packets sent to the interface by the TCP layer
may be dropped by the network if they are sent too quickly after PPP negotiation has
completed. This setting defines the delay in notification sent to the TCP layer that PPP
negotiation has completed.

Enable “Always On” mode of this interface

If the Always on option is available on the interface, enabling this setting reveals the following
two radio buttons. When this functionality is enabled, the router will automatically try to
reconnect after about 10 seconds if the link becomes disconnected. This parameter should be
enabled when using AODI or W-WAN.

On
Default action, the interface will always try and raise this PPP link.

On and return to service immediately

These two radio buttons enable the Always on functionality and additionally the facility to
return to the in-service state after a disconnect event.

Put this interface “Out of Service” when an always-on connection attempt fails

Normally, always-on interfaces will not go out of service unless they have connected at least
once. When enabled, this setting causes the router to put the interface out of service even if
the first connection attempt fails.

Attempt to re-connect after s seconds

The length of time, in seconds, the router should wait after an Always on PPP connection has
been terminated before trying to re-establish the link.

If a PPP interface that would be inhibited by this PPP is connected, attempt
reconnection after s seconds

The value in this setting takes precedence over the previous parameter when another PPP
instance that is usually inhibited by this one is connected. You can use this parameter to reduce
the connection retry rate when a lower priority PPP instance is connected.
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Wait s seconds after power-up before activating this interface

The initial delay the router applies before activating the PPP instance after power-up. After the
initial power-up delay the normal always-on activation timers apply. If set to 0, no delay is
applied.

Keep this interface up for at least s seconds

The minimum period that the PPP interface should remain available. This means that even if
the link becomes inactive before this period expires, the connection will remain open.

Enable Multilink PPP on this interface

When enabled, enables the multilink PPP capability of the router. (See above for configuration
details).

Click here to assign a timeband to this interface

Clicking this link redirects the browser to the timeband configuration page Configuration >
Network > Timebands.

Add a route to a.b.c.d if the peer’s IP address is not negotiated

Normally, the IP address for a device connecting to a remote peer is assigned by the remote
peer. If this is not the case then the router will need a route to the remote peer. This setting is
set to the IP address of the remote peer so that it can be added to the routing table.

Enable DNS inbound blocking

Enables or disables blocking DNS requests on the PPP interface, to prevent the router from
responding to DNS requests over this interface.

Forward IP broadcasts over this interface if the interface is on the same IP network as
an Ethernet interface

When enabled, causes the router to route broadcast packets to and from Ethernet interfaces.
This will only occur if the PPP instance has issued an address which is part of the Ethernet
interface network.

Send LCP echo request packet to the remote peer

When enabled, displays the configuration parameters that cause the router to send Link
Control Protocol (LCP) packets to the remote peer at specified intervals. This feature can be
useful for keeping a link active (W-WAN, for example).

Send LCP echo requests every s seconds

The value in this text box sets the interval at which to send the packets. When set to 0,
transmission of LCP packets is disabled.

Disconnect the link after n failed echo requests

The number of consecutive failed echo requests allowed before the router terminates the link.
When set to 0, this functionality is disabled, such as the router will not terminate the link if the
LCP echo requests do not elicit a response from the remote.

Generate Heartbeats on this interface

When enabled, displays the configuration options controlling how the router sends heartbeat
packets. Generating a valid configuration enables the router to send heartbeat packets to the
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specified destination. Heartbeat packets are UDP packets containing information about the
router and which may include status information for locating its current dynamic IP address.
Heartbeats can also contain GPS position information and mobile telephone module
information.

Send Heartbeat messages to IP address a.b.c.d every h hrs, m minutes, s secs

The left-hand text box contains the IP address of the destination for the heartbeat packets.
The remaining text boxes specify the desired interval between sending heartbeat packets.

Use interface x,y for the source IP address

Select of the source interface for the UDP heartbeats. Selecting an Ethernet source allows the
packets to follow the routing table instead of being sent out from the PPP interface on which
they are set.

Select transmit interface using the routing table

When enabled, causes the router to choose the best route from the routing table. If unchecked,
the exit interface will be the interface on which the heartbeat is configured.

Include IMSI information in the Heartbeat message

When enabled, causes the router to include the IMSI of the wireless modem module in the
heartbeat packet.

Include GPS information in the Heartbeat message
When enabled, causes the router to include the GPS co-ordinates in the heartbeat packet.

Generate Ping packets on this interface

When enabled, this setting causes the router to reveal the configuration parameters that
enable the sending of ICMP echo request (ping) packets. You can use this feature as part of a
backup interface strategy.

Send n byte pings to IP host a.b.c.d every h hrs, m mins, s secs

Controls how the ICMP echo requests are generated. The value in the left-hand text box
specifies the number of data bytes in the echo request. Typical values are 32 or 64 octets. The
IP host text box specifies the IP address of the host to which the ping packets are sent. The
remaining parameters specify how often the ping should be sent.

Send pings every h hrs, m mins, s seconds if ping responses are not being received

These three text boxes specify the interval at which to send pings when more than one ping
request is outstanding. When left at the default of 0, this function is disabled.

Switch to sending pings to IP host a.b.c.d after n failures

These parameters allow for more reliable problem detection before failover occurs. If the value
in the first text box is a valid IP address, and the value in the second text box is greater than 0,
when a ping failure is detected on the primary host address, this secondary host is tried. This is
to ensure that should the primary host become unavailable for any reason and stops
responding to the ICMP echo requests, the router will check an alternative IP address before
initiating the failover procedure. The value in the second text box is the number of pings that
should be allowed to fail before checking the secondary IP address.
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Ping responses are expected within s seconds

When the value in this text box is set to a non-zero value, the router will wait for that specified
interval for a response from a ping request before applying the timeout specified in the Send
pings every ... if ping responses are not being received setting above. If the value is set to
0 (the default) then the router applies the timeout without modification.

Only send Pings when this interface is “In Service”

When enabled, causes the router to only send ICMP requests when the PPP instance is in
service. The default setting is unchecked which means that ICMP requests are sent when the
interface is in service and out of service.

New connections to resume with previous Ping interval

When enabled, causes the router to use the ping interval that was in force when the PPP
interface last disconnected.

Reset the link if no response is received within s seconds

The period for which the router should wait before terminating the PPP connection if no
response to the auto-pings has been received. This behavior is useful in the attempt to re-
establish communications, since the router will automatically attempt to restart an always-on
link that has been terminated. The router uses function primarily when IP traffic is being
carried over a W-WAN link and when the associated PPP instance is configured into the always-
on mode.

Use ETH 0 IP address as the source IP address

When enabled, causes the router to use the IP address of interface ETH 0 as the source
address for ICMP echo requests instead of the current IP address of the PPP interface.

Defer sending pings if IP traffic is being received

One of the uses for sending ICMP echo requests is as a keepalive mechanism. When this
setting is enabled, the router defers sending the ping packets out if IP traffic is being received,
since in this case, separate keepalives are not needed.

Limit the data transmitted over this interface

Some service providers impose a (usually monthly) limit on the amount of data sent over a link
and levy additional charges if the limit is exceeded. This is fairly common practice for W-WAN
links. When enabled, this setting causes the router to stop sending data on the interface when
the preset data limit has been exceeded. The interface is unlocked manually by clicking the
Clear Total Data Transferred button on the Management > Network Status > Interfaces >
Advanced > PPP > PPP n page. Alternatively, it can be reset automatically on a certain day of
the month.

Issue a warning event after n Kbytes/Mbytes/GBytes

The value in this text box is the amount of traffic which will cause a warning event to be
generated in the event log stating that the specified amount of data has been transferred. The
units are specified by a drop-down list, having the following options; KBytes, MBytes, GBytes.
For example, if the monthly tariff includes up to 5 MB of data before excess usage charges are
levied, it would be useful to set this threshold to 4 MB. This would cause the router to create a
warning entry in the event log once 4 MB of data had been transferred. You could use this
event to trigger an email alert, SNMP trap or SMS alert message.
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Stop data from being transmitted after n Kbytes/Mbytes/GBytes

The value in this text box specifies the total amount of data that may be transmitted by this
PPP instance before the link is blocked for further traffic, and the value in the drop-down list
specifies the units which are; KBytes, MBytes, GBytes.

Reset the data limit on the n day of the month
The day of the month on which the data limit is reset to 0.

When the link disconnects, indicate that the connection failed if no IP packets were
received

When the link disconnects, indicate that the connection failed if no IP packets were received.

Reset this interface after |0 unanswered transmitted packets and the connection has been up for at
least [0 seconds

Reboot the router after 0 consecutive resets

Reboot the router after |0 consecutive connection failures

Reset this interface if n packets are transmitted and the connection has been up for at
least s seconds

The values in these text boxes control the circumstances under which the link can be reset. If
the number of packets text box has a value greater than 0, the router will reset the link if that
many IP packets have been transmitted but none have been received, and the link has been
active for at least the value specified in the second text box.

Reboot the router after n consecutive resets

If the value in this text box is non-zero, the router reboots if the PPP link has been reset the
specified number of times as a consequence of the value n packets (described above) being
exceeded.

Reboot the router after n consecutive connection failures

If the value in this text box is non-zero, the router will reboot if it fails to establish a connection
over this PPP instance after the specified number of consecutive attempts.

Use RADIUS for authentication when acting as a server
Use RADIUS instance

Allow this PPP interface to attempt to connect n times before allowing other PPP
interfaces inhibited by this interface to connect

The number of connection attempts this PPP instance is allowed to make before other PPP
instances that are inhibited by this instance may make connection attempts.

If this PPP interface gets disconnected, allow it to attempt to reconnect n times before
allowing other PPP interfaces inhibited by this interface to connect

On W-WAN routers, this setting specifies the number of times that a PPP instance which was
connected and is then disconnected, is allowed to attempt to reconnect before other PPP
instances that were inhibited by this PPP instance will be allowed to connect.
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Inhibit this PPP interface if the following PPP instances n are Active | Active and not
out of service | Not out of service | Connected and not out of service

Inhibition of this PPP interface may be controlled by the state of other PPP instances. This
behavior is controlled by the options in this drop-down menu box.

If this PPP interface is inhibited and data needs to be sent

The options in this drop-down selection box control the behavior of the router in the situation
where the PPP instance is in its inhibited state but there is data waiting to be sent over the
interface. The options are:

Do not bring up interface
Leaves the situation as it is with the interface remaining inhibited.
Bring up interface and use normalidle period

Removes the inhibit state from the interface and uses the normalidle time associated with it
to control when it deactivates.

Bring up interface and use idle period of s seconds

Causes the interface to become activated but rather than using the idle timer associated with
the interface, specify the idle timeout.

Inhibit other PPP interface if this PPP interface is disconnected but operational

When enabled, enables this PPP instance to inhibit other PPP instances if it is operational but
not currently active.

Attempt to negotiate DEFLATE compression on this interface

When enabled, causes the router to compress the data transferred over this link. When
unchecked, compression is disabled. The effectiveness of data compression varies with the
type of data but a typical ratio achieved for a mix of data such as web pages, spreadsheets,
databases, text files and (uncompressed) image files would be between 2:1 and 3:1. Using
compression has the effect of increasing the effective throughput. Using compression may
offer cost savings on a network where charges are based upon the amount of data transferred
(such as W-WAN networks). If the data is already compressed (such as .zip files or .jpg images)
then the compression algorithm detects this and sends the data without attempting further
compression.

Attempt to negotiate MPPE encryption on this interface

When enabled, causes the router to attempt to negotiate Microsoft Point-to-Point Encryption
(MPPE) with the remote peer. If the remote peer is unable to negotiate MPPE, negotiations will
fail. When negotiated, the PPP instance will encrypt the PPP frames as per the MPPE
specification.

MPPE key size

The values in this drop-down list select the length (in bits) of the encryption key. The options
are:

= Auto

= 40 bits
m 56 bits
m 128 bits
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Auto indicates that the router will accept whatever the remote suggests. For the other values,
the remote must accept and request the key size specified, else the PPP negotiations will fail.

Enable MPPE stateless mode

When this setting is enabled, the router negotiates stateless mode in which the session key is
changed after the transmission of each packet. Stateless mode may be useful for lossy links.

MPPE does not provide authentication, only encryption. This is because the encryption
keys are determined by the PPP engines themselves on start-up.

Use PPP m for processing CHAP

TCP transmit buffer size n bytes

When the value in this text box is set to a non-zero value, the router uses the value to set the
size of the TCP buffer for transmitted packets. This is useful for slow and/or lossy connections
such as satellite links. Setting this buffer to a low value will prevent the amount of
unacknowledged data from getting too high. If retransmits are required, a smaller transmit
buffer helps prevent retransmits flooding the connection.

3. Click Apply.

Command line

Command | Instance | Parameter Values Equivalent web parameter
pPpPpP n metric 0-255 Metric
ppp n settledly 0-200 Allow this PPP interface to settle
for s seconds after the connection
has come up
ppp n aodion 0,1,2 Enable “Always On” mode of this
0=disabled interface, On, On and return to
1=enabled service immediately
2=0n and
returnto
service
immediately
ppp n autoassert 0,1,2
0=no
autoassert

1=autoassert
with route up
delay
2=autoassert
with no route
up delay
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immoos on, off Put this interface “Out of Service”
when an always-on connection
attempt fails
pPpp rdoosdly on, off remote disconnect
ppp aodi_dly 0- Attempt to reconnect after s
2147483647 | seconds
ppPp aodi_dly2 0- If a PPP interface that would be
2147483647 | inhibited by this PPP is connected,
attempt to re-connect after s
seconds
pPPP pwr_dly 0- Wait s seconds after power-up
2147483647 | before activating this interface
ppp minup 0- Keep this interface up for at least s
2147483647 | seconds
pPPpP multi off, on Enable Multilink PPP on this
interface
ppp netip Valid IP Add a route to a.b.c.d if the peer’s
address IP address is not negotiated
a.b.cd
pPPP block_dns on, off Enable DNS inbound blocking
pPPP rbcast off, on Forward IP broadcasts over this
interface if this interface is on the
same IP network as an Ethernet
interface
s]e]s) n There is no explicit off, on Send LCP echo request packet to
parameter to enable or the remote peer
disable this setting; it is
disabled by disabling
the ppp n echo n and
ppp n echodropcnt n
parameters.
ppp echo 0- Send LCP echo requests every s
2147483648 | seconds
pPPP echodropcnt 0- Disconnect the link after n failed
2147483648 | echorequests
pPPP None Generate Heartbeats on this
interface
ppp hrtbeatip Valid IP Send Heartbeat messages to IP
address address a.b.c.d every h hrs, m mins,
a.b.cd S secs
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ppp

ppPpP

pPpP

pPP

ppp

ppPpP

pPpP

pPPP

ppp

ppPpP

pPpP

pPPP

ppp

ppPpP

hrtbeatint

hbipent

hbipadd

hbiproute

hbimsi

hbgps

None

pingsiz

pingip

pingint

pingint2

pingip2

ip2count

pingresp

pingis
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2147483648

Blank, PPP,
ETH

Blank is
default

Valid
interface
number

O_
2147483648

off, on

off, on

off, on

off, on

0-
2147483648

Valid IP
address
a.b.cd

0-
2147483648

0-
2147483648

Valid IP
address
a.b.cd

0-
2147483648

0-
2147483648

off, on

Send Heartbeat messages to IP
address a.b.c.d every h hrs, m mins,
s secs

Use interface x,y for the source IP
address

Use interface x,y for the source IP
address

Select transmit interface using the
routing table

Include IMSI information in the
Heartbeat message

Include GPS information in the
Heartbeat message

Generate Ping packets on this
interface

Send n byte pings to IP host a.b.c.d
every h hrs, m mins, s secs

Send n byte ping to IP host a.b.c.d
every h hrs, m mins, s secs

Send n byte ping to IP host a.b.c.d
every h hrs, m mins, s secs

Send pings every h hrs, m mins, s
seconds if ping responses are not
being received

Switch to sending pings to IP host
a.b.c.d after n failures

Switch to sending pings to IP host
a.b.c.d after n failures

Ping responses are expected
within s seconds

Only send Pings when this
interface is “In Service”

385



Configuring network interfaces

Configure PPP and external modems

ppp

ppPpP

pPP

ppp

ppp

ppPpP

pPP

ppp

ppp

ppPpP

pPP

ppp

ppp

ppPpP

ping2cont

pingdeact

pingfreth0

pingresetint

None - See dlwarnkb,
distopkb, dlrstday
parameters.

dlwarnkb

distopkb

dirstday

sscnt

SSSecCs

[scnt

rebootfails

radius

radiuscfg
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off, on

0-
2147483648

off, on

off, on

off, on

0-
2147483647

0-
2147483647

0-255

0-
2147483648

0-
2147483648

0-
2147483648

0-
2147483648

off, on

New connections to resume with
previous Ping interval

Reset the link if no response is
received within s seconds

Use ETH 0 IP address as the
source |IP address

Defer sending pings if IP traffic is
being received

Limit the data transmitted over
this interface

Issue a warning event after n
XBytes

Stop Data from being transmitted
after n XBytes

Reset the data limit on the n day of
the month

When the link disconnects, indicate
that the connection failed if no IP
packets were received

Reset this interface if n packets
are transmitted and the
connection has been up for at least
s seconds

Reset this interface if n packets
are transmitted and the
connection has been up for at least
s seconds

Reboot the router after n
consecutive resets

Reboot the router after n
consecutive connection failures

Use RADIUS for authentication
when acting as a server

Use RADIUS instance
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ppp

ppPpP

pPP

ppp

ppp

ppp

ppp

ppPpP

pPpP
pPPP
ppPp
ppPpP

acttries

pdacttries

inhibitno

inhmode

actmode

trafficto

deflate

mppe

mppebits

mppeless
other_local_PPP_mode
other_local_PPP_inst

tcptxbuf
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0-255

0-255

0-
2147483648

0-3

off, on

0-
2147483648

off, on
0,40,56,128
0=Auto

off, on

off, on

0-
2147483648

Allow this PPP interface to
attempt to connect n times before
allowing other PPP interfaces
inhibited by this interface to
connect

If this PPP interface gets
disconnected, allow it to attempt
to reconnect n times before
allowing other PPP interfaces
inhibited by this interface to
connect

Inhibit this PPP interface if the
following PPP instances n are
Active, Active and not out of
service, not out of service,
Connected and not out of service

Inhibit this PPP interface if the
following PPP instances n are
Active, Active and not out of
service, not out of service,
Connected and not out of service

Inhibit other PPP interface if this
PPP is interface is disconnected
but operational

If this PPP interface is inhibited
and data needs to be sent

do not bring up the interface,
bring up interface and use normal
idle period, bring up interface and
use idle period of s seconds

Attempt to negotiate DEFLATE
compression on this interface

Attempt to negotiate MPPE
encryption on this interface

MPPE key size

Enable MPPE stateless mode
Use PPP for processing CHAP
Use PPP n for processing CHAP

TCP transmit buffer size n bytes
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pppdebug off, On

pPpPpP n norxrst off, on None.
This parameter can be used when

a cellular module is connected to a
network and has successfully
negotiated an IP address, but
cannot route any data. If set to on,
the TransPort device will detect
this condition and power cycle the
cellular module. Default: off.

ppp n noremaddr off, on

Digi TransPort® Routers User Guide 388



Configuring network interfaces Configure PPP and external modems

Configure PPP negotiation

When PPP starts up, the devices at both ends of the link negotiate the link parameters to find a
common subset that both devices can use. The negotiation may be summarized by saying that both
ends send negotiation packets with the following message:

These are the values that | wish to use, and these are the values that | wish you to use.

Web

1. Goto Configuration > Network > Interfaces > Advanced > PPP 0 - 9 > PPP n >
PPP Negotiation.

2. Configure PPP negotiation parameters as needed:

+ PPP Negotiation
Restrict the negotiation time to |20 seconds
Disconnect if the remote requests an IP address

Desired local ACCM: |0x00000000 Desired remote ACCM: Ox

Desired local MRU: 1500 bytes Desired remote MRU: (1500 bytes

Request local ACFC ’ Remote ACFC Allow Ad

Request local PAP authentication - Request remote PAP authentication

Request local CHAP authentication v Request remote CHAP authentication

Request local (V1) compression - Request remote (V1) compression

Request local PFC - Remote PFC Allow r

Reguest BACP

Request callback Allow remote end to request callback | Desired ¥

Allow this unit to authenticate using Allow a remote unit to authenticate using
CHAP-MDS Enabled ¥ CHAP-MDS #
MS-CHAP Disabled ¥ MS-CHAP #
MS-CHAPwZ2 Disabled ¥ MS-CHAPwZ2 L

Restrict the negotiation time to s seconds

The maximum time allowed for a PPP negotiation to complete. If negotiations have not
completed in this time, the PPP instance is disconnected.

Disconnect if the remote requests an IP address
Disconnects the PPP link if the remote host requests an IP address from the router.

Desired local ACCM

The local Asynchronous Control Character Map which has the default value 0x00000000.
Changing this value is for advanced users.

Desired remote ACCM

The remote ACCM which has the default value Oxffffffff. As above, the default will work in
nearly all circumstances and should be changed only where really necessary.
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Desired local MRU n bytes

The desired local Maximum Receive Unit (MRU), the default value of 1500 octets will work fine
in most cases.

Desired remote MRU n bytes

The value in this text box is the desired MRU for the remote end of the link. The default value of
1500 octets will be fine in most cases.

Request local ACFC

When enabled, causes the router to request Address Control Field Compression (ACFC). When
negotiated, the address/control fields are removed from the start of the PPP header.

Remote ACFC
When enabled, this setting causes the router to ask the remote device to request ACFC.

Request local PAP authentication

When enabled, causes the router to use the Password Authentication Protocol (PAP) before
allowing a connection to be made. Generally, this parameter is enabled for incoming
connections and disabled for outgoing connections.

Request remote PAP authentication

When enabled, causes the router to authenticate itself with the remote device using PAP. If
this parameter is set, the connection will fail if authentication is not successful. Generally, this
parameter is disabled.

Request local CHAP authentication

When enabled, causes the router to use the Challenge Handshake Authentication Protocol
(CHAP) for local authentication. As with PAP, this parameter is generally enabled for incoming
connections and disabled for outgoing connections.

Request remote CHAP authentication

As with PAP above, this setting controls whether or not the router should authenticate itself
with the remote device using CHAP. The connection will fail if authentication fails. Generally,
this parameter is enabled for outgoing connection and disabled for inbound connections.

Request local (VJ) compression

When enabled, causes the router to request the use of Van Jacobson compression which
compresses TCP/IP headers to about 3 octets, rather than the standard 40 octets. Use this
setting to improve efficiency on slow links.

Request remote (VJ) compression

When enabled, causes the router to send a negotiation packet that requests that the remote
device requests VJ compression.

Request local PFC

When enabled, causes the router to request Protocol Field Compression (PFC) which
compresses PPP protocol fields from 2 octets to 1 octet.
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Remote PFC

When enabled, causes the router to ask the remote device to request Protocol Field
Compression.

Request BACP

When enabled, the router will use the Bandwidth Allocation Control Protocol (BACP) to
determine the ISDN number to dial for the seconds or third multi-link connection.

Allow remote end to request callback

When enabled, requests a callback when it dials into a remote device. The answering PPP
instance of the remote router must also be configured with the telephone number of the
calling router and a suitable username, password combination.

Allow remote end to request callback

Controls whether or not the router will respond to incoming callback requests. The options are:
n Off
m Desired
= Required

Allow this unit to authenticate using

CHAP-MD5

Selecting enabled from the drop-down menu allows the router to authenticate logins using the
CHAP MD-5 algorithm.

MS-CHAP

Selecting enabled from the drop-down menu allows the router to authenticate logins using
Microsoft’s proprietary MS-CHAP algorithm.

MS-CHAPv2

Selecting enabled from the drop-down menu allows the router to authenticate logins using
version 2 of Microsoft’s proprietary MS-CHAP algorithm.

Allow a remote unit to authenticate using

CHAP-MD5

When enabled, allows the router to authenticate with a remote unit using the CHAP-MD5
algorithm.

MS-CHAP

When enabled, allows the router to authenticate with a remote unit using Microsoft’s MS-CHAP
algorithm.

MS-CHAPv2

When enabled, allows the router to authenticate with a remote unit using version 2 of
Microsoft’s MS-CHAP algorithm.

3. Click Apply.
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Command line

Command Instance | Parameter | Values Equivalent web parameter

ppp n maxneg 0-2147483648 Restrict the negotiation time
to s seconds

ppPp n noremaddr | off, on Disconnect if the remote
request an IP address

pPpp n _accm 0x00000000- Desired local ACCM
OXFFFFFFFF
Default 0x00000000

ppp n r_accm 0x00000000- Desired remote ACCM
OXFFFFFFFF

Default OXFFFFFFFF

ppp n _mru 0-n Desired local MRU
Default 1500

ppp n r_mru 0-n Desired remote MRU
Default 1500

ppPp n |_acfc off, on Request local ACFC

pPPpP n r_acfc off, on Request remote ACFC

ppp n |_pap off, on Request local PAP
authentication

ppp n r_pap off, on Request remote PAP
authentication

ppPp n |_chap off, on Request local CHAP
authentication

pPPpP n r_chap off, on Request remote CHAP
authentication

pPPP n |_comp off, on Request local (VJ) compression

s]e]s) n r_comp off, on Request remote (VJ)
compression

ppPp n I_pfc off, on Request local PFC

pPPpP n r_pfc off, on Remote PFC

pPPP n |_bacp off, on Request BACP

pPPpP n |_callb off, on Request callback
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r_callb Allow remote end to request
0 Off callback
1=Desired
2=Required
ppp n [_md5 0-2 Allow this unit to authenticate
0=Disabled using CHAP-MD5
1=Enabled
2=Preferred
ppp n r_md5 0,1 Allow remote unit to
0=0ff authenticate using CHAP-MD5
1=0n
ppp n I_msl 0,1 Allow this unit to authenticate
0=Disabled using MS-CHAP
1=Enabled
2=Preferred
ppp n r_msl 0,1 Allow remote unit to
0=0n authenticate using MS-CHAP
1=0ff
ppp n l_ms2 0-2 Allow this unit to authenticate
0=Disabled using MS-CHAPv2
1=Enabled
2=Preferred
ppp n r_ms2 0,1 Allow remote unit to
0=0ff authenticate using MS-CHAPv2
1=0On
ppp n lcn 0-4096 LCN
ppp n lcnup 1=up, LCN direction
0=down
ppp n defpak 16,32,64,128,256,512 or | Default X.25 packet size
1024
pPPP n cingnua text (valid NUA) Use NUA
ppp n ipmode 0=XOT, 1=raw TCP Use TPAD over interface
ppPp n baklcn 1-4095 (Backup) LCN
[s]e]s) n baklcnup 1=up, 0=down (Backup) LCN direction
pPPP n bakl2iface lapb, lapd, tcp, ssl, vxn Use backup interface
ppp n bakl2nb 0-255 Use backup interface
ppp n bakcingnua
ppp n baknum
pPpPpP n dmnr_reg
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ppp n

dmnrtun_
add

PPP QoS parameters

The parameters on this page control the Quality of Service management facility. Each PPP instance
has an associated QoS instance, where PPP 0 maps to QoS 0, PPP 1 maps to QoS 1, and so on. These
QoS instances include ten QoS queues into which packets may be placed when using QoS. Each of
these queues must be assigned a queue profile from the twelve available.

- oS
* Enable QoS on this interface
Link speed |64 kbps
Queus Profile Priority
1] o r Very High ¥
1 i High ¥
2 2 v Medium ¥
3 3 ¥ Low ¥
4 4 ¥ Very Low ¥
5 4 ¥ Very Low ¥
B 4 ¥ Very Low ¥
7 4 ¥ Very Low ¥
3 4 ¥ Very Low ¥
9 4 ¥ Very Low ¥
10 4 ¥ Very Low ¥
11 4 ¥ Very Low ¥
12 4 ¥ Very Low ¥
13 4 ¥ Very Low ¥
14 4 ¥ Very Low ¥

To configure the PPP QoS parameters, set the following values:

Enable QoS on this interface
When enabled, displays the following QoS configuration parameters:-

m Link speed n Kbps: The value in this text entry box should be set to the maximum data rate
that this PPP link is capable of sustaining. The router uses this setting when calculating
whether the data rate from a queue exceeds its minimum Kbps setting, as determined by the
profile assigned to it and send at a higher rate, up to the maximum Kbps setting.

= Queue n: Below this column heading, is a list of ten queue instances. Each instance is
associated with the profile and priority on the same row.

= Profile n: This column contains the profile to be associated with the queue. There are twelve
available, 0-11, selected from the drop-down list boxes.

m Priority: Assigns a priority to the selected queue. Available priorities are: Very High, High,
Medium, Low, and Very Low.
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Related CLI commands

linkkbps Link speed n kbps

gos n gOprof 0-11 Queue 0 Profile
qos n qOprio 0-4 Queue 0 Priority

0=Very high

1=High

2=Medium

3=Low

4=Very Low
gos n glprof 0-11 Queue 1 Profile
qos n glprio 0-4 Queue 1 Priority
gos n q2prof 0-11 Queue 2 Profile
qos n g2prio 0-4 Queue 2 Priority
gos n g3prof 0-11 Queue 3 Profile
qos n g3prio 0-4 Queue 3 Priority
gos n g4prof 0-11 Queue 4 Profile
qos n g4prio 0-4 Queue 4 Priority
gos n g5prof 0-11 Queue 5 Profile
qos n g5prio 0-4 Queue 5 Priority
gos n g6prof 0-11 Queue 6 Profile
qos n géprio 0-4 Queue 6 Priority
gos n q7prof 0-11 Queue 7 Profile
qos n q7prio 0-4 Queue 7 Priority
gos n g8prof 0-11 Queue 8 Profile
qos n g8prio 0-4 Queue 8 Priority
gos n q9prof 0-11 Queue 9 Profile
qos n g9prio 0-4 Queue 9 Priority
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Configure PPP sub-configurations

Using PPP sub-configurations is an alternative to using an entire PPP instance, if only a few
parameters are different to those in an existing PPP instance. Using PPP sub-configurations, you can
define up to 50 sub-configurations and save them in system memory.

Web

1. Goto Configuration > Network > Interfaces > Advanced > PPP Sub-Configs.

2. Set the following parameters:

+ PPP Sub-Configs

You may specify up to 50 PPP sub-configs

No PPP Sub-Cfg configurations have been added

1 ¥ Confirm Add

Nb
The instance number for a sub-config.

Description
The name to easily identify the sub-config.

Username

The username for authenticating with the remote system. Usually required for outgoing PPP
calls only.

Password
The password for authentication with the remote system.

Confirm

When changing the password, enter it into this text box also to allow the router to check for
simple typing errors.

Dialout Number

The ISDN number to make outgoing calls. This must be a valid number in order to allow the
router to make outgoing calls. This number could be the number of the Internet Service
Provider (ISP) or another router.

Add button
Adds the PPP sub-config to the PPP configuration.
3. Click Apply.
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Command line

Command

pppcfg

pppcfg

pppcfg

pppcfg

Instance | Parameter Values

1-50 name Upto25
characters

1-50 username Valid username
up to 60
characters

1-50 password Valid password
up to 40
characters

1-50 phonenum Up to 25 digits

Digi TransPort® Routers User Guide
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Equivalent web parameter

Description

Username

Password

Dialout Number
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Configure PPP over Ethernet

PPP over Ethernet (PPPoE) is a means of establishing a PPP connection over the top of an Ethernet
connection. The implementation provided is compliant with RFC 2516, “A Method for Transmitting PPP
Over Ethernet”. A typical application would be to allow non-PPPoE enabled devices to access Internet
services where the connection to the Internet is provided by an ADSL bridge device.

Web

There is no dedicated web page for configuring the router to use PPPoE. Instead, there are several
parameters on other web pages you must use together to establish a PPPoE connection over the
appropriate Ethernet interface. In particular, the following configuration pages and parameters are

important.

1. Gotothe Configuration > Network > Interfaces > Advanced > PPP n-n > PPP n pages for
the PPP connections that require PPPOE.

2. Set the following parameters:

As a minimum requirement, set the Username and Password parameters.

The setting This PPP interface will use x,y defines the physical Ethernet interface
over which the PPPoE session will operate. In most cases, this physical interface is
PPPoE 0 (for Ethernet 0). The fact that you have selected PPPoE 0 as the physical
interface for operation with PPP automatically enables PPPoE mode. If the router uses
another Ethernet instance, for example, Eth 1, you must select PPPoE 1 to ensure the
router uses the correct MAC address. This parameter value is in the format 0 or blank
for port 0, 1 for port 1, 2 for port 2 etc.

If necessary, go to the page Configuration > Network > Interfaces > Advanced > PPP
n-n > PPP n > Advanced and set the Enable "Always On" mode of this interface
parameter to On to configure the router so that it will attempt to renegotiate the PPP
link should it go down for any reason.

PPP negotiation: Initialize the advanced PPP options on this page as required by your
ISP.

Desired Local MRU and Desired Remote MRU: Set to 1492.
Request Local ACFC and Request Remote ACFC: Set to No.
Request Local PFC and Request Remote PFC: Set to No.

Desired Local ACCM and Desired Remote ACCM: Set to Oxffffffff.

3. Click Apply on each PPP settings page when done.

Command line

There are no specific PPPoE commands available to the user via the text command interface. Use the
appropriate ppp commands to set the required options.
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AbOUt DHC P SeIVerS
Configure DHCP server for Ethernet interfaces
Configure advanced DHCP parameters
Configure advanced DHCP options
Configure DHCP OptioNs . ... .
Configure static lease reservations
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About DHCP servers

Digi routers incorporate one or more Dynamic Host Configuration Protocol (DHCP) servers, one for
each Ethernet port. DHCP is a standard Internet protocol that allows a DHCP server to dynamically
distribute IP addressing and configuration information to network clients.

Web

Go to Configuration > Network > DHCP server. These pages include a web page for configuring each
of the DHCP servers. Additionally, there is a separate page for mapping MAC addresses to fixed IP
addresses.

Digi TransPort® Routers User Guide 400



Configuring DHCP servers Configure DHCP server for Ethernet interfaces

Configure DHCP server for Ethernet interfaces

Web
1. Goto Configuration > Network > DHCP Server > DHCP Server for Ethernet n.

w DHCP Server
= DHCP Server for Ethernet 0
¥ Enable DHCP Server
IP Addresses: to
to
to
Mask:|255.255.255.0
Gateway:(192.168.1.1
DMNS Server:|192.168.1.1
Secondary DMS Server:
Domain Name:

Lease Duration: |14 days [0 hrs |0 mins
£ Wait for |500 milliseconds before sending DHCP offer reply
Duplicate Address Detection
Only send offers to Wi-Fi clients

DHCP Relay
Forward DHCP requests to:

2. Configure DHCP server parameters:

Enable DHCP Server

When enabled, displays the following parameters:

IP Addresses a.b.c.d to a.b.c.d

There are six text boxes in this part of the page; three rows of two. The values in these specify
the starting and ending addresses for the range of IP addresses that will be handed out by the
DHCP server. You can use each of the three rows to specify a different IP address pool; all pools
should be within the same subnet. When the minimum IP address text box is clear, the DHCP
service will be disabled. In other words, in order to enable the DHCP service, there must be at
least one minimum IP address and a range.

Using the CLI, this is specified slightly differently, a starting address and a range are specified
instead.
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Mask
The subnet mask on the network to which the router is connected.

Gateway

A gateway is required in order to route data to IP addresses that are not on the local subnet.
The value in this text box specifies the IP address of the gateway (which is usually the IP
address of the router itself as configured by the IP address of the Ethernet interface
associated with this DHCP instance). Alternatively, this may be set to the IP address of another
router on the LAN.

DNS Server

The IP address of the primary DNS server to use by clients on the LAN. This is usually the IP
address of the route itself. Alternatively, this may be set to the IP address of an alternative
DNS server on the LAN.

Secondary DNS Server
The IP address of a secondary DNS server (if available) that DHCP clients on the LAN use.

Domain Name

The domain name returned to clients.

Lease Duration d days h hrs m mins

How long a DHCP client can use the assigned IP address before it must renew its configuration
with the DHCP server. When configuring this value using the command line interface be aware
that this parameter is specified in minutes. The three boxes here are for convenience when
using long lease durations.

Wait for s milliseconds before sending DHCP offer reply

When this setting is enabled, the router uses the value in the text box as the delay to use prior
to sending out the DHCP_OFFER message. Enabling this functionality and setting the delay to
a non-zero value will allow other DHCP servers on the network to respond first.

Duplicate Address Detection
If enabled, causes the router to detect duplicate addresses.

Only send offers to Wi-Fi clients

When enabled, causes the router to only send DHCP offers to Wi-Fi clients. This is useful if the
router serves as an access point and there is a separate DHCP server on the Ethernet LAN.

DHCP Relay

Forward DHCP requests to a.b.c.d

The values in these two text boxes specify the IP addresses of the two supported DHCP relay
agents. If the DHCP server is on a different subnet, specifying the IP address of the server in

this text box will cause the router to forward DHCP requests to the IP address specified. The
DHCP server must be within 4 hops.
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3. Click Apply.
Command line
Command | Instance | Parameter | Values Equivalent web parameter
dhcp n [Pmin Valid IP address IP Addresses a.b.c.d
a.b.cd
dhcp n IPrange 0-2147483647 toa.b.cd
Default 20
dhcp n IPmin2 Valid IP address IP Addresses a.b.c.d
a.b.cd
dhcp n IPrange2 | 0-2147483647 toa.b.cd
Default 0
dhcp n IPmin3 Valid IP address IP Addresses a.b.c.d
a.b.cd
dhcp n IPrange3 | 0-2147483647 toa.b.cd
Default 0
dhcp n mask Valid IP address Mask
a.b.cd
dhcp n gateway | Valid IP address Gateway
a.b.cd
dhcp n DNS Valid IP address DNS Server
a.b.cd
dhcp n DNS2 Valid IP address Secondary DNS Server
a.b.cd
dhcp n domain Up to 64 characters Domain Name
dhcp n lease 0-2147483648 Lease Duration d days, h hrs, m mins
minutes
Default 20160 minutes
(14 days)
dhcp n respdelms | 0-2147483647 Wait for s milliseconds before sending
DHCP offer reply
dhcp n wifionly off, on Only send offers to Wi-Fi clients
dhcp n fwdip Valid IP address Forward DHCP requests to a.b.c.d
a.b.cd
dhcp n fwdip2 Valid IP address Forward DHCP requests to a.b.c.d
a.b.cd
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Configure advanced DHCP parameters

Web

1. Goto Configuration > Network > DHCP Server > DHCP Server for Ethernet n > Advanced.
2. Set advanced DHCP parameters:
* Advanced
Mext Bootstrap Server:
Server Hostname:

Boot file:
< Send unicast responses

Next Bootstrap Server a.b.c.d

The IP address of a secondary configuration server. This server does not have to be on the
same logical subnet as the client.

Server Hostname

The name of a host that the DHCP client can make contact with in order to download a boot
file.

Boot file

The name of the boot file the client can download from the host specified in the Server
Hostname text box.

Send unicast responses
If enabled, sends unicast responses to DHCP clients from the DHCP server.
3. Click Apply.

Command line

Command | Instance |Parameter |Values Equivalent web parameter
dhcp n nxtsvr Valid IP address a.b.c.d Next Bootstrap Server

dhcp n sname Up to 64 characters Server Hostname

dhcp n file Up to 64 characters Boot file
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Configure advanced DHCP options

Web

1. Goto Configuration > Network > DHCP Server > DHCP Server for Ethernet n > Advanced
DHCP Options.

* Advanced DHCP Options

4L MNetBIOS Name Server:
Secondary MetBIOS Name Server:
150 TFTP Server Address:
161 FTP Server Address: (for WYSE Terminals)
162 FTP Root Dir: {for WYSE Terminals)
Apply

2. Set advanced DHCP options:

NetBIOS Name Server a.b.c.d
The IP address of the primary WINS server address.

Secondary NetBIOS Name Server a.b.c.d

The IP address of the secondary WINS server address.

TFTP Server Address a.b.c.d

The IP address of a TFTP server. Boot images mainly use this address.

FTP Server Address a.b.c.d (for WYSE Terminals)
The IP address of an FTP server and is a custom option for use with WYSE terminals.

FTP Root Dir (for WYSE Terminals)
The root directory for FTP transfers. This is also a custom option for use with WYSE terminals.
3. Click Apply.

Command line

Command | Instance | Parameter | Values Equivalent web parameter

dhcp n NBNS Valid IP address NetBIOS Name Server a.b.c.d
a.b.cd

dhcp n NBNS2 Valid IP address Secondary NetBIOS Name Server
a.b.cd a.b.cd
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dhcp n tftp Valid IP address TFTP Server Address a.b.c.d
a.b.cd

dhcp n ftp Valid IP address FTP Server Address a.b.c.d
a.b.cd

dhcp n ftproot Up to 64 characters FTP Root Dir
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Configure DHCP options

Web

1. Goto Configuration > Network > DHCP Server > DHCP Options.

The DHCP Options pages allow custom (or non-standard) DHCP options to be configured and
sent to the DHCP client when requesting an IP address and other DHCP parameters. This is
useful for devices such as IP telephones that use specific strings. On the web page, these (up
to ten) options are configured using a table.

w DHCP Options
You can specify up to 10 DHCP options

DHCP Options
Option Data type Value
Mo DHCP Options configured

Apply

2. Enter DHCP options in the table:

Option
The DHCP option number.

Data type

The data type for the option and can be any one of the following; 1, 2, or 4 byte value, IPv4
address, text string, or hexadecimal data.

Value
The actual data that will be sent in the DHCP option message.
3. Click Apply.
Command line
Command | Instance | Parameter Values Equivalent web parameter
dhcpopt n optnb 0-2147483647 Option

Default 0
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dhcpopt n type i1=1 byte value Data type
i2=2 byte value
i4=4 byte value
ipv4=IPv4 address
string=string
hex=hexadecimal

dhcpopt n value Up to 127 octets Value

For example, to set the option number to 9 for the LPR Server, the command is:

dhcpopt 0 optnb 9
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Configure static lease reservations

The Static Lease Reservations settings control the configuration of MAC address to IP address
mappings. These settings assign a specific IP address to a particular Ethernet MAC address. They are
particularly useful for mobile applications, such as W-WAN where a particular item of mobile
equipment should be issued with the same IP address regardless of when it was last connected to the
network. Up to ten MAC to IP address reservations may be specified.

Web
1. Goto Configuration > Network > DHCP Server > Static Lease Reservations.

= Static Lease Reservations

& reservation IP address must not be the same as the IP address of the DHCP server itself. It must be a valid IP address
in the subnetwork of the DHCP server. The DHCP server will ignore a reservation that does not meet these requirements.
A valid MAC address has the format 11:22:33:44:55:66 (a hyphen -' is also accepted as the separator).

{you may specify up to 128 reservations)

MAC Address
Mo lease reservations have been configured

Add

Apply

Any IP addresses specified on this page must not be in the range of IP address specified
in the DHCP Server page.

2. Enter static lease reservation parameters:

IP Address a.b.c.d
The IP address to be assigned.

MAC Address aa.bb.cc.dd.ee.ff
The MAC address which is to be given the above IP address.

Add button

Adds the specified static lease reservation to the DHCP configuration.

Delete button
Removes an existing static lease reservation from the DHCP configuration.
3. Click Apply.
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Command line

mac2ip n IPaddr Valid IP address a.b.c.d | IP Address a.b.c.d

mac2ip n mac Valid MAC address MAC Address aa.bb.cc.dd.ee.ff
aa.bb.cc.dd.ee ff
Two commands are required to set up a mapping:

mac2ip <instance> mac <MAC address>
mac2ip <instance> IPaddr <IP address>

where <instance> can be 0-9.
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Configure network ServiCes ... ... . . L
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Configure network services

The Network Services Settings page configures a set of common network services that are available
for the router, and the network port on which the service is running. You can enable and disable
common network services and configure the TCP/UDP port on which the network service listens. You
can disable services as needed for security purposes. That is, you can disable certain services so the
device runs only those services specifically needed. To improve device security, you can disable non-
secure services such as Telnet.

Web

1. Goto Configuration > Network > Network Services.

On the Network Services page, you can quickly enable or disable network services without
having to navigate to multiple sections of the menu. Some network services have additional
configuration settings.
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Configuration - Network > Network Services

w» Network Services
¥ Enable Device Discovery (ADDP)
Password:

Confirm password:

Enable Realport TCP Port: |771
Enable Encrypted Realport TCP Port: 1027
¥/ Enable Network Management Protocol (SNMP)  UDP Port: |161

¥/ Enable SNMP v1
¥/ Enable SNMP v2c
¥ Enable SNMP v3
| Enable Simple Metwork Time Server (SHTF) Source: RTC hd
Enable Secure Shell Server (SSH / SFTP)
¥/ Enable FTP Server
¥ Enable HTTP Server
Enable HTTPS Server
¥ Enable Telnet Server
Enable Telnet over SSL Server
¥ Enable ASY Port Server
¥ Enable ZING
¥ Enable RCI over HTTP

ASY O Listening Port: 14000
ASY 1 Listening Port: 14001
ASY 2 Listening Port: 4002
ASY 3 Listening Port: 4003
ASY 4 Listening Port: 4004
ASY 5 Listening Port: 14005
ASY 6 Listening Port: 4006
ASY 7 Listening Port: 4007
ASY 8 Listening Port: 4008
ASY 9 Listening Port: 14009

2. Enable or disable network services as needed:

Enable Device Discovery Protocol (ADDP)

When enabled, the router uses Advanced Digi Discovery Protocol (ADDP), a Digi-proprietary
protocol for discovering devices on a network.
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Enable Realport

When enabled, the router uses RealPort, patented RealPort COM/TTY port redirection
software for Microsoft Windows.

Enable Encrypted Realport

When enabled, the router uses RealPort software with encryption. Encrypted RealPort

offers a secure Ethernet connection between the COM or TTY port and a device server or
terminal server. Encryption prevents internal and external snooping of data across the
network by encapsulating the TCP/IP packets in a Secure Sockets Layer (SSL) connection and
encrypting the data using Advanced Encryption Standard (AES).

Enable Network Management Protocol (SNMP)

Enables and disables remote management of the router using SNMP. This setting does not
actually directly control the SNMP functionality, but enables or disables the remaining SNMP
controls on this page. To perform detailed configuration, including setting up command filters,
users and SNMP traps, go to Configuration > Remote Management > SNMP.

Simply clicking on this setting may not be sufficient to allow this service to start working.
Depending upon the SNMP version selected below, additional configuration may be required.

UDP Port n

The standard UDP port for SNMP is 161, the default. If you require a different port, enter the
port number into the text entry box.

Enable SNMP v1

When enabled, the router uses SNMP version 1.

Enable SNMP v2c

When enabled, the router uses SNMP version 2c.

Enable SNMP v3

When enabled, the router uses SNMP version 3.

Enable Simple Network Timer Server (SNTP)

When enabled, the router acts as a Simple Network Time Protocol (SNTP) time server.

Source

This drop-down selection menu selects the source that supplies time data for the SNTP server.
The usual options are:

m Internalreal time clock (RTC) device
m A GPS module (if supported)
m An NTP client (if supported)
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Enable Secure Shell Server (SSH / SFTP)

When enabled, the router uses Secure Shell Server (SSH) and Secure File Transfer Protocol
(SFTP) for entering commands and transferring files. The simplest way to check the status or
configuration of the router or to upload new firmware is to use the command-line interface
over a directly connected ASY port or via a telnet session. Both of these options have security
implications. If you want to gain access to the command line interface of the router but using a
more secure protocol, enabling this setting enables a secure shell to start. This option also
enables support for SFTP for secure file transfers.

Enable FTP Server

When enabled, the router uses File Transfer Protocol (FTP) for file transfers.

Enable HTTP Server

When enabled, the router uses HTTP, or insecure web server. You can perform most router
configuration using the HTTP web server as described here. However, HTTP is an insecure
protocol. For security reasons, you can disable this service by deselecting this radio button,
which enables the following secure web server (HTTPS). If security is not as much of an issue,
selecting this option allows using the simpler and slightly more convenient web server.

Enable HTTPS Server ()

When enabled, the router uses HTTPS, or secure web server. Selecting this option also disables
the insecure HTTP protocol.

Enable Telnet Server

Selects between a simple Telnet server or a Telnet over SSL server. When this option is
selected, the simple, insecure version of telnet is enabled.

Enable Telnet over SSL Server

When enabled, enables telnet over the Secure Sockets Layer (SSL) protocol. Select this option if
security is an issue. Selecting this option disables the simple version in addition to enabling
telnet over SSL.

Enable ASY Port Server

When enabled, the router uses the asynchronous (ASY) port server.

Enable ZING

When enabled, the router uses the ZING protocol. ZING is a Digi-proprietary protocol for
configuring devices that do not have an IP address. ZING is no longer used.

Enable RCI over HTTP

When enabled, the router supports sending/receiving of Remote Command Interface (RCI)
requests over HTTP, through the embedded web server. The web server provides the
initialization, receiving, sending, and security for requests.

ASY O-n Listening Port

For the specified ASY port, sets the network port number on which to listen.
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3. Click Apply.
Command line
Command | Instance | Parameter
addp 0 enable
rport 0 enabled
rport 0 encryption
snmp n vlenable
snmp n port
snmp n v2cenable
snmp n v3enable
sntp 0 srvr_mode
sntp 0 time_src
services 0 SSH
services 0 ftp
services 0 http
services 0 telnet
services 0 telnets
services 0 asytcp
tcpperm | ASY0-9 -l<listening
port>
services 0 zing
cmd 0 rcihttp
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Values

on, off
on, off
on, off
0,1
0=0ff
1=0n

Default 161

0=RTC
1=GPS
2=NTP Client
on, off
on, off
on, off
on, off
on, off

on, off

<listening
port>

on, off

on, off

Configure network services

Equivalent web parameter
Enable Device Discovery (ADDP)
Enable RealPort

Enable Encrypted RealPort

Enable Network Management Protocol
> Enable SNMP v1

Enable Network Management Protocol
> UDP Port n

Enable Network Management Protocol
> SNMP v2c

Enable Network Management Protocol
> Enable SNMP v3

Enable Simple Network Time Server
(SNTP)

Enable Simple Network Time Server
(SNTP) > Source

Enable Secure Shell Server (SSH/SFTP)
Enable FTP Server

Enable HTTP Server

Enable Telnet Server

Enable Telnet over SSL Server

Enable ASY Port Server

ASY 0-9 Listening Port

Enable ZING

Enable RCI over HTTP
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Configure DNS SeIVerS ... e
DNS Server Update parameters ..
Configure Dynamic DNS (DyNDN S ) .o o L
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Configure DNS servers

The Domain Name Server (DNS) selection parameters configure a DNS server based on the DNS query.
For example, you can direct DNS lookups for internal servers to an internal DNS server and send all
other DNS requests directly to an external DNS server managed by you Internet service provider.

DNS Server n parameters

Web
1. Goto Configuration > Network > DNS Servers > DNS Server n.

This allows yvou to configure the router to direct DNS queries to specific DNS servers based on the
name being queried.

+ DNS Server 0

For DNS requests matching . send the reguest to
DNS Server:
Secondary DNS Server:
Route using ® Routing table

Interface | PP ¥ |o
Use source IP Address ® of sending interface
Interface | PP ¥ |o

Apply
2. Configure DNS server parameters:

For DNS requests matching pattern, send the request to

The hostname pattern to match for the specified DNS server. This parameter needs a wildcard
to prefix the domain name. For example, to match DNS queries for all digi.com servers, enter
*.digi.com. When using this feature, set the last DNS server selection hostname pattern to * to
match all other DNS lookups. This ensures all the DNS lookup configuration is kept together for
ease of troubleshooting. Otherwise, the lookups will use the DNS server configured on the
interface of the default route.

DNS Server a.b.c.d

The IP address of the DNS server to use when a DNS request matches the hostname pattern.

Secondary DNS Server a.b.c.d

In the event of the primary DNS server not being available, the IP address in this text box
specifies the destination for DNS queries matching the hostname pattern.
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Route using

Routing table / Interface x,y

Control whether the router should look up the route to the DNS server by using the routing
table or should send the DNS query out of a specific interface. Selecting the Interface radio
button enables the drop-down box and interface instance text box. Available options for the
interface are PPP and Ethernet. Fill in the adjacent text box with the number of a valid

instance of the interface, such as Ethernet 3. (Different router models support different
numbers of interfaces).

Use source IP Address of
Sending interface / Interface x,y

Control whether the DNS query should go out having the source address of the sending
interface or a different interface. This will be required for routing if the route to the DNS server
is via an IPsec tunnel, to ensure the local and remote subnet selectors match.

3. Click Apply.

Command line

dnssel pattern *.domain.com For DNS requests matching
pattern, send the request to

dnssel n svr Valid IP address DNS Server a.b.c.d

dnssel n secsvr Valid IP address Secondary DNS Server a.b.c.d
dnssel n ent PPP, Ethernet Interface x,y

dnssel n add Valid interface number | Interface x,y

dnssel n ipent PPP, Ethernet Interface x,y

dnssel n ipadd Valid interface number | Interface x,y

DNS Server Update parameters

Dynamic DNS is supported in accordance with RFC2136 and RFC2485. This allows routers to update
specified DNS servers with their IP addresses when they first connect to the Internet and at regular
intervals thereafter. The parameters in this section control how the router updates a specified DNS
server with its IP address when it first connects to the Internet and at regular intervals thereafter.

The parameters set here are not to be confused with the popular dynamic DNS service dyndns.com;
there is a separate page for configuring the router to work with dyndns.com. See Configure Dynamic
DNS (DynDNS).

Web
Go to Configuration > Network > DNS Servers > DNS Server Update.
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+ DNS Server Update

This allows you to configure the router to update a specified DMNS server with it's IP address when it
first connects to the Internet and at regular intervals thereafter.

Send an update to DNS Server for
Mame:
Zone:
when ® the default route changes
interface |PPP Ll [ becomes active
Also send an update every(0 hrs |0 mins (0 SECS

The DMNS server should delete all previous records
DNS Server Username:

DMNS Server Password; Password is Bases4 encoded
Confirm DMNS Server Password:
Local time offset from GMT autn detect

# |0 v
Required Time Accuracy|0 seconds
Allow DNS clients to cache this entry for(0 seconds

Apply

Send an update to DNS Server a.b.c.d for

The IP address in this text box specifies the DNS server that should be sent the updated information.
The server must support DNS Update messages. Dynamic DNS is generally offered as a subscription-
based service by ISPs, but for a large number of deployed routers, it may be more appropriate to set

up a dedicated DNS server locally.

Name

The member of the DNS zone to update. Along with the zone parameter, uniquely identifies the router.
For example, if the router has a name of epos33, the full address of the router is
epos33.mycompany.com.

Zone

The DNS zone to update. When using Dynamic DNS, you must have a domain name. This domain name
can be purchased from an appropriate vendor. Enter this domain name, such as mycompany.com, in
the Zone field.

When the default route changes
Interface x,y becomes active

These settings determine when the update is sent, such as when the default route changes or when
the specified interface becomes active. The drop-down list offers the options of PPP or Ethernet. In
the text box, enter the instance number for the specified interface.

Also send an update every h hrs, m mins, s secs
The interval at which the router issues update messages to the DNS server.
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The DNS server should delete all previous records
When enabled, causes the DNS server to delete all records of previous addresses served to the router.

DNS Server Username

The username allocated by the Dynamic DNS service provider.

DNS Server Password

The password allocated by the Dynamic DNS service provider.

Password is Base64 encoded

Some Dynamic DNS servers issue passwords that are Base64 encoded, such as Linux Base servers. If
this is the case, check this check box to switch on the Base64 decoding of the password before
transmission. The password is not actually transmitted as part of the message; it appearsin a
signature appended to the message. If the password is issued as a hexadecimal string and not
straight text, you must use the prefix 0x in the password text box.

Confirm DNS Server Password

Enter the password in this text box to confirm it.
Local time offset from GMT

Auto detect

These two radio buttons control whether the offset of the local time from GMT should be auto-
detected or specified. This feature is required since a GMT timestamp must be included as part of the
authentication message. When set to Auto detect, the router automatically applies the correction.
When Auto detect is not selected, select the correct offset from the drop-down list.

Required Time Accuracy

The permitted variance between the router’s time and that of the DNS server. If the time difference
exceeds this limit, the DNS update will fail.

Allow DNS clients to cache this entry for s seconds

How long a router that resolved the address is allowed to cache that address.

Command line

dnsupd 0 server Valid IP address a.b.c.d Send an update to DNS Server
a.b.cd

dnsupd 0 name up to 20 characters Name

dnsupd 0 zone up to 64 characters Zone

dnsupd 0 ifent PPP,ETH when interface x,y becomes
active
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dnsupd 0 ifadd Valid instance number when interface x,y becomes
active
dnsupd 0 upd_int 0-2147483648 (seconds) Also send an update every h
hrs, m mins s secs
dnsupd 0 delprevrr off, on The DNS server should delete
all previous records
dnsupd 0 username Valid username (up to 20 DNS Server Username
characters)
dnsupd 0 password Valid password (up to 100 DNS Server Password
characters)
dnsupd 0 b64pwd off, on Password is Base64 encoded
dnsupd 0 autozone off, on Local time offset from GMT

auto detect

dnsupd 0 tzone -2147483648 -2147483647 | Local time offset from GMT n
(hours)
dnsupd 0 fudge 0-2157483648 (seconds) Required Time Accuracy s
seconds
dnsupd 0 ttl 0-2157483648 (seconds) Allow DNS clients to cache this

entry for s seconds

Digi TransPort® Routers User Guide 422



Configuring DNS Configure Dynamic DNS (DynDNS)

Configure Dynamic DNS (DynDNS)

The Dynamic DNS client (DynDNS) updates DNS hostnames with the current IP address of a particular
interface. Dynamic DNS operates under the specification supplied by DynDNS (go to http://dyn.com),
referred to in the web interface as Dynamic DNS.

When an interface connects, the client checks the current IP address of that interface. If the IP
address differs from that obtained from the previous connection, the Dynamic DNS service is
contacted, and the hostnames specified in the Hostname parameters are updated with the new
address.

Dynamic DNS parameters

Web
1. Goto Configuration > Network > Dynamic DNS.

+ Dynamic DNS

A Dywnamic DNS (DDNS) service allows a user whose IP address is dynamically assigned to be located by a
host or domain name. Before a DDMNS server may be used, you must create an account with the DDNS service
provider. The provider will give yvou account information such as username and password. You will use this
account infoarmation to register vour IP address and update it as it changes.

DynDNS.org Service Settings

Mote: You must create your account at DynDMNS.org or no-ip.com or other provider before vou can
successfully register the IP address of your router with their service.

This DDMS service supports registration of both public and private IP addresses. However, if vou reaister a
private IP address (such as 192.168.x.x or 10.x.¢.x), your router may be accessible (by resolving the
associated hostname) only from other hosts with access to that private IP subnetwork.

Service Provider: ® Dynamic DNS
MNo-IP
COther
Service Provider Hostname:

Haost and Domain Mame(s):

Example: myhost.dyndns.net
Destination port 2:[0
DynDNS User Name:
DynDNS Password:
Confirm DynDMS Password:
DynDMNS DDNS System:| Dyvnamic DMNS ¥
When ® default route

interface | PFP ¥ |0
becomes active, send DDNS update
Use Wildcards:| Disable wildcards \d

2. Configure Dynamic DNS parameters:
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Service Provider

Selects the Dynamic DNS service provider. Dynamic TransPort routers support the Dynamic
DNS services Dynamic DNS (at dyn.com) No-IP (at noip.com). TransPort routers may be
compatible with other Dynamic DNS services, which can be selected by setting the

Service Provider setting to Other. For more information about Dynamic DNS services,
including other service providers, see this article: https://en.wikipedia.org/wiki/Dynamic_DNS.

Service Provider Hostname

The hostname for the Dynamic DNS service provider.

Host and Domain Name(s)

Up to five host/domain names that are to be updated using the service.

Destination port #

The IP port to use as the destination port. The default value is 0 which causes the router to use
the default port number which is port 80.

DynDNS User Name

The username to use when updating the hostnames. This will have been supplied by the
service provider.

DynDNS Password

The password to use when updating the hostnames. This will have been supplied by the service
provider.

Confirm DynDNS Password

Enter the password into this text box to confirm it.

DynDNS DDNS System

The value selected from this drop-down list the dynamic DNS system containing the hostnames
to be updated. The available options are:

m Dynamic DNS
m Static DNS
m Custom DNS

When default route/interface x,y becomes active, send DDNS update

The radio buttons select whether or not the router should use the default interface or the
interface specified from the drop-down list. If the specified interface option is selected, the
required interface is selected from the drop-down list and the interface instance is entered
into the adjacent text box. If the default interface is selected, the client will keep track of and
use the current default route.

Use Wildcards
Selects whether or not wildcard matching on the hostname will be performed. The options are:
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m Disable wildcards
m Enable wildcards
= No change to service settings

When enabled, the Dynamic DNS service will match DNS requests of the form *.hostname
where * matches any text. For example, if Hostnamel was set to site.dyndns.com and
wildcard matching was enabled, then www.site.dyndns.com would resolve to the interface
address.

3. Click Apply.

Command line

Equivalent
web
Command | Instance | Parameter Values parameter
dyndns 0 provider Service
Provider
dyndns 0 provider_hostname Service
Provider
Hostname
dyndns 0 hostnamel Up to 40 Host and
characters Domain Name
(s)
dyndns 0 hostname2 Up to 40 Host and
characters Domain Name
(s)
dyndns 0 hostname3 Upto 40 Host and
characters Domain Name
(s)
dyndns 0 hostname4 Up to 40 Host and
characters Domain Name
(s)
dyndns 0 hostname5 Up to 40 Host and
characters Domain Name
(s)
dyndns 0 port 0-65535 Destination
port #
dyndns 0 username Upto 20 DynDNS User
characters Name
dyndns 0 password Upto25 DynDNS
characters Password
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Equivalent
web
Command Parameter Values DETET LT
dyndns 0 system Blank, statdns, | DynDNS DDNS
custom System
dyndns 0 ifent Blank,ETH,PPP | When default
route/interface
X,y becomes
active, send
DDNS update
dyndns 0 ifadd 0-2147483647  When default
route/interface
X,y becomes
active, send
DDNS update
dyndns 0 wildcard 0,1,2 Use Wildcards
0=Disable
wildcards
1=Enable
wildcards
2=No change
to service
settings

Advanced Dynamic DNS parameters
Typically, the Advanced Dynamic DNS parameters do not require d changing from their defaults.

Note Before configuring dynamic DNS or any of these parameters, it is recommended that you view
the information and resources available at the website http://dyn.com.

= Web
Go to Configuration > Network > Dynamic DNS> Advanced.

= Advanced

Lpdate interval:[l days

* Supply the IP address in the update
« Only send update when this router is the VRRP master
+ Enable debug

Update interval d days
The number of days between dynamic DNS updates.
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Supply the IP address in the update

When enabled (the default), causes the router to supply the IP address as part of the dynamic DNS
update. When unchecked, the IP address is not supplied and the DYNDNS server attempts to
determine the correct IP address by other means (IP source address in update packet). Use this mode
if the router is behind a NAT router only.

Only send update when this router is the VRRP master

When enabled, causes the router to not send DDNS updates unless at least one Ethernet interface is a
VRRP master.

Enable debug
When enabled, enables debug tracing of the dynamic DNS transactions.
Command line
Command | Instance | Parameter Values Equivalent web parameter
dyndns 0 updateint 0-255 Update interval d days
dyndns 0 noip off, on Supply the IP address in the update
dyndns 0 ifvrrpmaster off, on Only send update when this router is
the VRRP master
dyndns 0 debug off, on Enable debug
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Supported routes

TransPort routers support three main types of routes:

m  Dynamic routes
m Static routes
m Default routes

Dynamic routes
Dynamic routes are created automatically when an interface is configured or connected.

For example configuring an Ethernet 0 interface with an IP address of 192.168.1.1 and mask of
255.255.255.0 will cause a dynamic route to be created automatically.

Thus any packet with destination IP address in the range 192.168.1.0 to 192.168.1.255 will
automatically be routed through to the Ethernet 0 interface.

Static routes

Web

To add static routes, configure a route in Configuration > Network > IP
Routing/Forwarding > Static Routes > Routes 0 - 9 > Route n, where n is an instance number.

The minimum configuration settings required to add a static route are:

m |P Address
m Mask
m Interface

m |nterface number

If a static route is pointing at an Ethernet interface, you can optionally add a gateway IP address. If
you do not add a gateway IP address, the router automatically uses gateway IP address configured
for the Ethernet interface itself.

Default routes

Web

To add default routes, configure a route in Configuration > Network > IP
Routing/Forwarding > Static Routes > Default Route n, where n is an instance number.

Default routes will match packets with any destination IP address (when in service).

If a default route is configured, packets with destination IP addresses that do not match any of the
dynamic or static routes will be sent out the interface specified in the first in service default route.

Routing modes

The TransPort has two routing modes available, these are:

= TransPort routing mode: The original routing method provided on existing installations.

= CIDR routing mode: Enabled by default on most TransPort routers.

The command to switch between the two modes is:
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ip 0 cidr [off]|on]

TransPort routing mode

When you enable the TransPort routing mode, CIDR routing is disabled. When the router receives an IP
packet to route, it uses the routing table to decide through which interface to send the packet.
Usually the destination IP address of the IP packet is compared with the IP Address and Mask of each
entry in the routing table in index order, regardless of the order in the routing table or length of mask.
There may be more than one match, and in this case, the index number of the route is taken into
account. The index number is simply the route number in the configuration. That is, Static Route 0 or 1
is index 0 or 1.

The router checks static routes first, then dynamic routes, then default routes.

Command line
The command to enable TransPort routing mode is as follows:

ip 0 cidr off

CIDR routing mode

When the router receives an IP packet to route, it uses the routing table to decide through which
interface to send the packet. Usually the destination IP address of the IP packet is compared with the
IP Address and Mask of each entry in the routing table. There may be more than one match and in this
case the router uses the most specific route to route the packet. For example, a the router uses a
matching [24 route before a matching /16 route.

If multiple routes match the destination and have the same prefix length, the router uses the index
number of the routes in the routing table to determine the route.

Command line
The command to enable CICR routing mode is:

ip O cidr on
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View the TransPort routing table

Web
Go to Management > Network Status > IP Routing Table.

Command line
Use the route print command:

route print

Destination Gateway Metric Protocol Idx Interface Status
10.10.14.0/24 10.10.14.68 1 Local - ETH © UupP
10.182.120.188/30 10.182.120.189 1 Local - PPP 1 UpP
0.0.0.0/0 10.10.14.1 2 Static 0 ETH 0 UupP

OK
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Configure route metrics

You can set route metric settings to override the order in which the routes are searched. The router
always uses routes with lower metric numbers in preference to routes with higher metric numbers,
even if the routes with higher metric numbers appear first in the routing table.

To configure route metrics, use the following route parameters:

m Connected Metric: The metric for a route when its interface is active.
m Disconnected Metric: The metric for a route when its interface is inactive.

Normally, both values should be the same, but in some advanced routing scenarios, it is necessary to
use different values.

You can alter route metrics automatically according to various circumstances. This allows for
automatic backup connection paths.

You can put routes and interfaces out of service. Whenever an interface is out of service (00S), any
route pointing at the interface is also out of service. Whenever a route is out of service, the metric
value is set to 16 in TransPort routing mode and 17 in CIDR mode.

Digi TransPort® Routers User Guide 432



Configuring IP routing and forwarding Configure IP routing parameters

Configure IP routing parameters

Web
1. Goto Configuration > Network > IP Routing/Forwarding > IP Routing.

= IP Routing

¥ Enable CIDR routing

For CIDR routing, you can specify an administrative distance for each route ty
which is added to the route's metric in the routing table

Connected Interfaces: 0
Static Routes: |1
eBGP Routes: |20
OSPF Routes: 110

RIP Routes: 120
iBGP Routes: 200

Maximum static route metric: |16
Route directed IP broadcasts
Wait |0 seconds before using an alternative route

If an interface is configured for "dial on demand" and fails to connect,

Mark a static route as "Out Of Service" for |0 seconds
When an "Always On" route becomes "In Service", wait 0 seconds before
using it

2. Configure IP routing parameters:

Enable CIDR routing

When enabled, the following six text boxes are displayed:

Connected Interfaces

The CIDR metric that the router should apply to connected interfaces.

Static Routes

The CIDR metric that the router should use for static routes. The default is 1.
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eBGP Routes
The CIDR metric that the router should use for eBGP routes. The default is 20.

OSPF Routes
The CIDR metric that the router should use for OSPF routes. The default is 110.

RIP Routes
The CIDR metric that the router should use for RIP routing. The default is 120.

iBGP Routes
The CIDR metric that the router should use for iBGP routes. The default is 200.

Maximum static route metric

The maximum value for the routing metric. The default is 16.

Route directed IP broadcasts

When enabled, this setting causes the router to route directed broadcasts. The default state
for this parameter is Off. A directed broadcast is an IP packet with a destination address that
is a valid broadcast address for a subnet but does not originate from that subnet. A broadcast
sent from one interface to the subnet of another uses these directed IP broadcasts.

Wait s seconds before using an alternative route

The value in this text box specifies the latency to apply before passing traffic on an alternative
route in the current route becomes unavailable.

If an interface is configured for “dial on demand” and fails to connect,

Mark a static route as “Out Of Service” for s seconds

The value in this text box specifies the default time that a route should be marked as out of
service if the interface it uses fails to establish a connection.

When an “Always On” route becomes “In Service”, wait s seconds before
using it
The value in this text box specifies the delay that the router should apply to a route before
passing traffic on it once it has come into service.

3. Click Apply.

Command line

Equivalent web
Command Parameter parameter

cidr on,off Enable CIDR routing
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Equivalent web
Command Parameter Values parameter

Digi TransPort® Routers User Guide
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admin_connected

admin_static
admin_ebgp
admin_ospf
admin_rip
admin_ibgp

inf_metric

route_dbcast

route_dly

route_dwn

routeup_dly

Configure IP routing parameters

0-2147483647
0-2147483647
0-2147483647
0-2147483647
0-2147483647
0-2147483647
0-2147483647

0-255

0-2147483647

0-2147483647

0-2147483647

Connected Interfaces
Static Routes

eBGP Routes

OSPF Routes

RIP Routes

iBGP Routes

Maximum static route
metric

Route directed IP
broadcasts

Wait s seconds before
using an alternative
route

If an interface is
configured for “dial on
demand” and fails to
connect, Mark a static
route as Out Of Service
for s seconds

When an Always On
route becomes In
Service, wait s seconds
before using it
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Configure static routes

The static routing web pages and command line parameters described below control the static
routing table the router uses. These settings create static IP routes for particular IP subnets,
networks or addresses.

Web

1. Goto Configuration > Network > IP Routing/Forwarding > Static Routes > Routes 0-9.
2. Configure Route n parameters. Each of the static route instances has its own configuration
page. These are described below.

Static Routes
+ Routes 0 -9

+ Route O
Description:
Destination Metwark: Mask:|255.255.255.0
via
Gateway:
Interface: None ¥ o

Use PPP sub-configuration:|o
Metric:|1

Description

A memorable name for the route to be assigned.

Destination Network a.b.c.d

The IP address of the destination subnet, network or IP address for the route. If the router
receives a packet with a destination IP address that matches the Destination Network/Mask
combination it will route the packet through the interface specified below.

Mask a.b.c.d
The network mask.

Gateway a.b.c.d

Overrides the default gateway IP address configured for the Ethernet interfaces. Packets
matching the route use the gateway address specified in the route rather than the address
specified on the Ethernet interface configuration page. This parameter does not apply to
routes using PPP interfaces.

Interface x,y

The interface for routing the packets. Select from the drop-down list and enter the interface
instance number in the adjacent text box. The available options are:

= None
= PPP
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m Ethernet

= Tunnel

Use PPP sub-configuration

If PPP sub-configurations are defined, this text displays in normal highlighting (such as not
disabled out) and text box will accept the number for the desired sub-configuration to use on
this route. This parameter will not appear on those models that do not support PPP sub-
configurations.

Metric n

The routing metric to use when the interface is connected. This should have a value between 1
and 16. The router uses this metric select which route to use when the subnet for a packet
matches more than one of the IP route entries.

Each route can be assigned a connected metric and a disconnected metric. The connected
metric parameter specifies the metric for a route whose interface is active. The disconnected
metric specifies the metric for a route whose interface is inactive. Normally both values should
be the same but in some advanced routing scenarios necessary to use different values.

If a particular route fails, it automatically has its metric set to 16, which means that it is
temporarily deemed as being out of service. The default out of service period is set by the IP
route out of service parameter. Note however, that this default period may be overwritten in
certain situations such as when a firewall stateful inspection rule specifies a different period.
When a route is out of service, the router uses any alternative routes (with matching subnets)
first.

3. Click Apply.

Command line

route descr Up to 20 characters Description

route n IPaddr Valid IP address a.b.c.d Destination Network a.b.c.d
route n mask Valid netmask a.b.c.d Mask a.b.c.d

route n gateway Valid IP address a.b.c.d Gateway

route n ll_ent Blank,PPP,ETH,TUN Interface x,y

route n [l_add 0-2147483647 Interface x,y

route n upmetric 0-2147483647 Metric

Advanced Static Route parameters

Go to Configuration > Network > IP Routing/Forwarding > Static Routes > Routes 0-9 > Route n
> Advanced.
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Web

* Advanced

Use metric |1 when the interface is not active

Use this route only if the source IP address of the packet matches
IP Address:
Mask:

# Include this route in RIP advertisements

Make PPP 0 interface use the alternative idle timeout when this route becomes available
Wait for |0 seconds after power up before allowing this route to activate the interface

If the interface is configured for "dial on demand”
Mark this route as "Out Of Service" if the interface fails to connect after |0 consecutive attempts

If the interface fails to connect, try again in |0 seconds
Deactivate the interface after it successfully connects
Do not allow this interface to be activated by this route for |10 seconds after last activation attempt

+ 0Only queue one packet whilst waiting for the interface to connect

When this route becomes available, deactivate the following interfaces
Mone ¥ |0 after |0 seconds

Mone ¥ |0 after |0 seconds

When this route becomes unavailable, deactivate the following interfaces

Mone ¥ D after |0 seconds

Mone ¥ D after |0 seconds
When this route becomes unavailable, remove the "Out Of Service” state on |None ¥ D
+ keep this route in service for 0 seconds after O0% state is cleared

Assign this route to recovery group: |0

Apply

Use metric n when the interface is not active

The routing metric to use when the interface is not active.

Use this route only if the source IP address of the packet matches

When enabled, the following two parameters are enabled.

IP Address a.b.c.d

If necessary, use the IP Address and Mask parameters to further qualify the way in which the router
routes packets. If the values in this text box and the Mask parameter are set, the source address of
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the packet being routed must match these parameters before the packet will be routed through the
specified interface.

Mask a.b.c.d

The netmask specified with the IP address as explained above.

Include this route in RIP advertisements

When enabled, the router includes this static route to be included in RIP advertisements.

Make PPP n interface use the alternative idle timeout when this route becomes
available

When enabled, this check box, in conjunction with the PPP interface instance number in the text box,
cause the router to use the alternative inactivity timeout specified for that interface when this route
comes back into service. This feature is useful when it is preferable to close down a backup route
quickly when a primary route comes back into service.

Wait for s seconds after power up before allowing this route to activate the
interface

The delay the router should wait after power-up before packets matching this route will initiate a
connection of the interface configured in the route. W-WAN routers that have ISDN backup use this
setting to prevent unnecessary ISDN connections from being made while a W-WAN connection is first
being established.

Mark this route as “Out of Service” in the interface fails to connect after n
consecutive attempts

Normally, if an interface is requested to connect by a route and fails to connect, the route metric is set
to 16 for the period of time specified by the Mark a static route as Out Of Service for s seconds
parameter on the Configuration > Network > IP Routing/Forwarding > IP Routing page. If the
value in this text box is non-zero, the route metric will not be set to 16 until the number of connection
attempts specified by this parameter have been made.

If the interface fails to connect, try again in s seconds

If an interface is requested to connect by this route (due to IP traffic being present) and it fails to
connect, the route will be marked as out of service but the router will continue to attempt to connect
at the interval specified by the value in this text box. If the interface does connect, the router will clear
the out of service status for the route.

Deactivate the interface after it successfully connects

When enabled, the router deactivates an interface once a successful activation attempt has been
made. Specified with the above retry parameter. If the above retry parameter is not set, this setting is
disabled.

Do not allow this interface to be activated by this route for s seconds after the
last activation attempt
The delay to wait before re-initiating a connection after it has dropped while still required.
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Only queue one packet while waiting for the interface to connect

When enabled, the router enqueues only one packet while waiting for the interface to connect. When
unchecked, the router will enqueue two packets.

When this route becomes available, deactivate the following interfaces x,y x,y

The interfaces specified by the values in these two pairs of drop-down list and text boxes are
deactivated when this route becomes available again after being out of service. The router typically
uses this feature to deactivate backup interfaces when the primary interface becomes available after
being out of service. Select the required interface from the drop-down list and enter the interface
instance number into the text box as usual.

When this route becomes unavailable, remove the “Out of Service” state on x,y

The interface and instance that should be taken out of the Out of Service state when the interface
that this route is configured to use is deactivated. Available interface options are None, PPP,
Ethernet, and Tunnel)

Keep this route in service for s seconds after 00S state is cleared

When enabled, the following text box is enabled (such as it is no longer disabled), allowing a value to
be entered. The value specifies the period that the interface specified above will remain in service
even though it is actually unable to pass traffic immediately. This is behavior useful in situations where
a PPP interface is activating and traffic should not try the next interface until this one has been
allowed a certain amount of time to come up. When this timer expires, if the interface is unable to
pass traffic, it will be marked Out of Service and the next interface will be tried.

Assign this route to recovery group n

Assigns the route to a recovery group. This means that if all the routes in a particular recovery group
go out of service, the out of service status is cleared for all routes in that group. If one route in a group
comes back into service, all routes with a lower priority (metric) also have their out of service status
cleared.

Related CLI commands

Command line

Equivalent

web
Command Instance | Parameter Values parameter

route n metric 0-2147483647 Use metric n
when the
interface is not
active

route n srcip Valid IP address a.b.c.d IP Address
a.b.cd
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Command

route

route

route

route

route

route

route

route
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Parameter

srcmask

inrip

doinact2

inact2add

pwr_dly

actooslim

chkoos_int

chkoos_deact

Values

Valid netmask a.b.c.d

on,off

on,off

0-2147483647

0-255

0-2147483647

0-2147483647

0-255

Configure static routes

Equivalent

web
parameter

Mask a.b.c.d

Include this
route in RIP
advertisements

Make PPP n
interface use
the alternative
idle timeout
when this route
becomes
available

Make PPP n
interface use
the alternative
idle timeout
when this route
becomes
available

Wait for s
seconds after
power up
before allowing
this route to
activate the
interface

Mark this route
as Out Of
Service if the
interface fails
to connect
aftern
consecutive
attempts

If the interface
fails to connect,
try againins
seconds

Deactivate the
interface after
it successfully
connects
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Command

route

route

route

route

route

route

route
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Parameter

dial_int

ql

deact_ent

deact_add

deact_ent2

deact_add2

unoos_secs

Values

0-255
Default 10

on,off

Blank,PPP

0-2147483647

Blank,PPP

0-2147483647

0-2147483647

Configure static routes

Equivalent

web
parameter

Do not allow
this interface
to be activated
by this route
for s seconds
after the last
activation
attempt

Only queue one
packet whilst
waiting for the
interface to
connect

When this route
becomes
available,
deactivate the
following
interfaces x,y

When this route
becomes
available,
deactivate the
following
interfaces x,y

When this route
becomes
available,
deactivate the
following
interfaces x,y

When this route
becomes
available,
deactivate the
following
interfaces x,y

Keep this route
in service for s
seconds after
OOS state is
cleared
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Equivalent
web
Command Parameter Values parameter

route n rgroup 0-255 Assign this
route to
recovery group
n
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Configure default IP routes

The following web pages and associated command line commands set up default IP routes that route
non-local IP addresses not specified in a static route. The parameters are identical to those on the
static route pages with the exception that there are no IP address or Mask parameters.

Web

1. Goto Configuration > Network > IP Routing/Forwarding > Static Routes > Default Route
n.

= Default Route O
Description:
Default route via
Gateway:
Interface: Ethernet ¥ ||
Use PPP sub-configuration: o
Metric: |1

2. Configure the default route parameters:

Description

Assigns a convenient and memorable description for the route.
Default route via:

Gateway a.b.c.d

Used to override the default gateway IP address configured for the Ethernet interfaces.
Packets matching the route will use the gateway address specified in the route rather than
the address specified on the Ethernet interface configuration page. This parameter does not
apply to routes using PPP interfaces.

Interface x,y

The interface and interface number for routing the packets. Available options are:
m None
= PPP
m Ethernet

= Tunnel

Metric n

The routing metric to use when the interface is connected. This should have a value between 1
and 16. It selects which route to use when the subnet for a packet matches more than one of
the IP route entries.
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Each route may be assigned a connected metric and a disconnected metric. The connected
metric parameter specifies the metric for a route whose interface is active. The disconnected
metric specifies the metric for a route whose interface is inactive. Normally both values should
be the same, but in some advanced routing scenarios, it is necessary to use different values.

If a particular route fails, it will automatically have its metric set to 16 which means that it is
temporarily deemed as being out of service. The default out of service period is set by the IP
route out of service parameter. Note that this default period may be overwritten in certain
situations such as when a firewall stateful inspection rule specifies a different period. When a
route is out of service, the router uses any alternative routes (with matching subnets) first.

3. Click Apply.

Command line

Command | Instance |Parameter | Values Equivalent web parameter
def_route | n descr Up to 20 characters Description

def_route n gateway Valid IP address a.b.c.d Gateway a.b.cd

def_route n l_ent Blank,PPP,ETH,TUN Interface x,y

def_route n [l_add 0-2147483647 Interface x,y

def_route ' n upmetric 1-16 Metric

Advanced Default route parameters

Web

Go to Configuration > Network > IP Routing/Forwarding > Static Routes > Default Route n
> Advanced.

Digi TransPort® Routers User Guide 445



Configuring IP routing and forwarding Configure default IP routes

* Advanced
Use metric |1 when the interface is down

Use this route only if the source IP address of the packet matches
IP Address:
Mask:

# Include this route in RIP advertisements

Make PPP 0 interface use the alternative idle timeout when this route becomes available

Wait for |0 seconds after power up before allowing this route to activate the interface

If the interface is configured for "dial on demand”
Mark this route as "Out Of Service” if the interface fails to connect after |0

If the interface fails to connect, try again in |0 seconds
Deactivate the interface after it successfully connects

consecutive attempts

Do not allow this interface to be activated by this route for |10 seconds after last activation attempt

Only queue one packet whilst waiting for the interface to connect

When this route becomes available, deactivate the following interfaces
Mone T [|o after |0 seconds

Maone ¥ |0 after |0 seconds

When this route becomes unavailable, deactivate the following interfaces
Mone ¥ |lo after |0 seconds

Mone ¥ [|o after |0 seconds
When this route becomes unavailable, remove the "Out Of Service” state on |None
Keep this route in service for |0 seconds after 005 state is cleared

Assign this route to recovery agroup: |0

Apply
Use metric n when the interface is not active

The routing metric to use when the interface is not active.

Use this route only if the source IP address of the packet matches

When enabled, the following two parameters are enabled:

IP address a.b.c.d

¥ilo

If necessary, use this parameter IP Address and the Mask parameter to further qualify the way in
which the router routes packets. If the values in this text box and the Mask parameter are set, the
source address of the packet being routed must match these parameters before the packet will be

routed through the specified interface.
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Mask a.b.c.d
The netmask specified with the IP address as explained above.

Include this route in RIP advertisements

When enabled, the router includes this static route to be included in RIP advertisements.

Make PPP x interface use the alternative idle timeout when this route becomes
available

When enabled, this check box, in conjunction with the PPP interface instance number in the text box,
cause the router to use the alternative inactivity timeout specified for that interface when this route
comes back into service. This feature is useful when it is preferable to close down a backup route
quickly when a primary route comes back into service.

Wait for s seconds after power up before allowing this route to activate the
interface

The delay that the router should wait after power-up before packets matching this route will initiate a
connection of the interface configured in the route. W-WAN routers that have ISDN backup typically
use this setting to prevent unnecessary ISDN connections from being made while a W-WAN connection
is first being established.

If the interface is configured for “dial on demand”

Mark this route as “Out Of Service” if the interface fails to connect after n
consecutive attempts

Normally, if an interface is requested to connect by a route and fails to connect, the route metric is set
to 16 for the period of time specified by the Mark a static route as Out Of Service for s seconds
parameter on the Configuration > Network > IP Routing/Forwarding > IP Routing page. If the
value in this text box is non-zero, the route metric will not be set to 16 until the number of connection
attempts specified by this parameter have been made.

If the interface fails to connect, try again in s seconds

If an interface is requested to connect by this route (due to IP traffic being present) and it fails to
connect, the route will be marked as out of service but the router will continue to attempt to connect
at the interval specified by the value in this text box. If the interface does connect, the router will clear
the out of service status for the route.

Deactivate the interface after it successfully connects

When enabled, the router deactivates an interface once a successful activation attempt has been
made. The router uses this setting with the above retry parameter. If the above retry parameter is
not set, this setting is disabled.

Do not allow this interface to be activated by this route for s seconds after the
last activation attempt

The delay to wait before re-initiating a connection after it has dropped while still required.
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Only queue one packet whilst waiting for the interface to connect

When enabled, the router enqueues only one packet while waiting for the interface to connect. When
unchecked, the router enqueues two packets.

When this route becomes available, deactivate the following interfaces x,y x,y

The interfaces specified by the values in these two pairs of drop-down list and text boxes will be
deactivated when this route becomes available again after being out of service. The router typically
uses this feature to deactivate backup interfaces when the primary interface becomes available after
being out of service. Select the required interface from the drop-down list and enter the interface
instance number into the text box as usual.

When this route becomes unavailable, remove the “Out Of Service” state on x,y

The interface and instance that should be taken out of the Out of Service state when the interface
that this route is configured to use is deactivated. Available interface options are None, PPP,
Ethernet, and Tunnel.

Keep this route in service for s seconds after 00S state is cleared

When enabled, the following text box is enabled (such as it is no longer disabled out), allowing a value
to be entered. The value specifies the period that the interface specified above will remain in service
even though it is actually unable to pass traffic immediately. This is behavior useful in situations where
a PPP interface is activating and traffic should not try the next interface until this one has been
allowed a certain amount of time to come up. When this timer expires, if the interface is unable to
pass traffic, it is marked Out of Service and the next interface is tried.

Assign this route to recovery group n

Used to assign the route to a recovery group. This means that if all the routes in a particular recovery

group go out of service, the out of service status is cleared for all routes in that group. If one route in a
group comes back into service, all routes with a lower-priority (metric) also have their Out of Service

status cleared.

Command line

def_route n metric Use metric n when the interface is not active
2147483647
def_route ' n srcip Valid IP IP Address a.b.c.d
address
a.b.cd
def route n srcmask Valid Mask a.b.c.d
netmask
a.b.cd
def_route n inrip on,off Include this route in RIP advertisements
def_route n doinact2 on,off Make PPP ninterface use the alternative idle

timeout when this route becomes available
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def _route

def_route

def_route

def_route

def _route

def_route

def_route

def_route

def _route

def_route

def_route

def_route

def _route

n

inact2add

pwr_dly

actooslim

chkoos_int

chkoos_
deact

dial_int

ql

deact_ent

deact_add

deact_
ent2

deact_
add2

unoos_
secs

rgroup
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0-
2147483647

0-255

0-
2147483647

0-
2147483647

0-
2147483647

0-255
Default 10

on,off
Blank,PPP
0-
2147483647
Blank,PPP
0_

2147483647

0-
2147483647

0-255

Configure default IP routes

Make PPP ninterface use the alternative idle
timeout when this route becomes available

Wait for s seconds after power up before
allowing this route to activate the interface

Mark this route as “Out Of Service” if the
interface fails to connect after n consecutive
attempts

If the interface fails to connect, try againin s
seconds

Deactivate the interface after it successfully
connects

Do not allow this interface to be activated by this
route for s seconds after the last activation
attempt

Only queue one packet whilst waiting for the
interface to connect

When this route becomes available, deactivate
the following interfaces x,y

When this route becomes available, deactivate
the following interfaces x,y

When this route becomes available, deactivate
the following interfaces x,y

When this route becomes available, deactivate
the following interfaces x,y

Keep this route in service for s seconds after
0OO0S state is cleared

Assign this route to recovery group n
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Configure Routing Information Protocol (RIP) settings

The web pages and command line commands described in this section control the configuration of the
Routing Information Protocol (RIP) behavior of the router.

Configure global RIP Settings

Web

1. Goto Configuration > Network > IP Routing/Forwarding > RIP > Global RIP Settings.

= RIP
w Global RIP Settings
# Enable RIP
Send RIP advertisements every 30 seconds
Mark routes as unusable if we don't get advertisement for (180 seconds

Delete routes after another |120 seconds

# Allow RIP to update static routes
Enable Poison Reverse

2. Configure the RIP parameters:

Enable RIP
When enabled, enables the RIP functionality.

Send RIP advertisements every s seconds

The interval between sending RIP packets. These packets contain the current routes held by
the router (such as any active PPP routes), static routes and the default route. A value of 0
disables sending.

Mark routes as unusable if we don’t get advertisements for s seconds

The time for which an updated metric will apply when a RIP update is received. If no updates
are received within this period, the usual metric will take over.

Delete routes after another s seconds

The length of time that the router will continue to advertise this route when a RIP update
timeout occurs and the route metric is 16. This behavior is designed to help propagate the
dead route to other routers. The router will no longer use a metric advertised by a RIP update
if the route has been set out of service locally.

Allow RIP to update static routes

When enabled, allows an incoming, matching RIP update to change the metric of the static
route. This happens when the update matches a configured static route.

Enable Poison Reverse
When enabled, enables poison reverse, to notify when a neighboring router is unavailable.
3. Click Apply.
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Command line

enable on,off Enable RIP

rip n interval 0- Send RIP advertisement every s seconds
2147483647

rip n ripto 0- Mark routes as unusable if we don’t get
2147483647 @ advertisement for s seconds

rip n riplingerto 0- Delete routes after another s seconds
2147483647

rip n updatestatic | on,off Allow RIP to update static routes

rip n poisonreverse | on,off Enable Poison Reverse

Configure access lists

The router can modify route metrics based upon received RIP responses. Static routes and default
routes have their metric modified if the route fits within one of the routes found within the RIP
packet. For Ethernet routes, the gateway for the route will be set to the source address of the RIP
packet. The route modifications will be enforced for 180 seconds, unless another RIP response is
received within that time.

RIP packets must have a source address that is included in the RIP access list.

Adding permitted IP addresses to the access list is controlled using a table with the single parameter
described below.

Web

Go to Configuration > Network > IP Routing/Forwarding > RIP > Global RIP Settings > Access
Lists.

¥ Access Lists

With the access list, you can control which devices can send RIP advertisements to this TransPort router.
Allow RIP advertisements from the following IP addresses.
(vou may specify up to 10 addresses):

IP Address
No IP addresses have been added
| Add |
IP Address a.b.c.d

The IP address to be added to the list of IP addresses that RIP packets must come from if they are to
modify route metrics. Up to ten IP addresses may be added. The Add and Delete buttons work in the
usual way for configuration tables.
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Command line

riprx IPaddr Valid IP address a.b.c.d IP Address a.b.c.d

Configure authentication keys

Go to Configuration > Network > IP Routing/Forwarding > RIP > Global RIP Settings
> Authentication Keys.

The router uses RIP authentication keys with the plain password and MD5 RIP authentication
methods.

Web

* Authentication Keys

w Authentication Key 0

Key: Up to 16 chars Valid from: O Now
Confirm Key: % |Disable ¥ Mone ¥ 0
Key ID (MD5 only):|0 (0-255) Expires: O Never
Link with interface:| any v o & |Disable ¥ MNone ¥ |0
Key k
The RIP authentication key. Enter a string of up to 16 characters long. A current key will not be
displayed.

Confirm Key

Re-enter the new authentication key into this text box to allow the router to check that the two are
identical.

Key ID (MD5 only)

The ID for the authentication key. The ID is inserted into the RIP packet when using RIP v2 MD5
authentication in looking up the correct key for received packets. The valid range is 0-255.

Valid from now/dd,mm,yy

These two radio buttons select between having the validity period for the key starting immediately of
allowing a start date to be defined. The starting date is specified using a drop down list to select the
start day, a drop-down list to select the start month and a text box to enter the start year. Selecting
the Disable option from the day and None from the month means to not use this key. To specify the
year, enter two or four digits, such as 11 or 2011.

Expires Never/dd,mm,yy

These two radio buttons select between defining the end date using the drop-down lists and text box
or by setting the expiration to Never. The key end day is selected from the first drop down list.
Selecting Disable means to not use the key. Select the end month from the second drop-down list.
Selecting None means that to not use the key should. To specify the year, enter two or four digits,
such as 11 or 2011.
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Command line

ripauth Up to 16 characters Key k

ripauth 0-9 keyid 0-255 Key ID

ripauth 0-9 sday 0-31 Valid from d,m,y
ripauth 0-9 smon 0-12 Valid from d,m,y
ripauth 0-9 syear 0-65535 Valid from d,m,y
ripauth 0-9 eday 0-31 Expires d,m,y
ripauth 0-9 emon 0-12 Expires d,m,y
ripauth 0-9 eyear 0-65535 Expires d,m,y

Configure RIP advertisements

Web
Goto

The configuration in the Interfaces > Ethernet, Interfaces > PPP, and Interfaces > GRE sub-menus
is identical. Following are the settings for Ethernet > ETH 0:

= Interfaces
» Ethernet
= ETHO

* Send RIP advertisements on this interface

Use RIP |wl Ad

. 2B d t
Send RIP advertisements as reageasts

Use Authentication Mone
% Access list
Plain password (M1+V2)
MD5 (V2 only)

Only send RIP advertisements when this interface is in service

# Include this interface in RIP advertisements

Apply

Send RIP advertisements on this interface

Check this box to enable RIP and to reveal further configuration parameters below.

Use RIP

RIP version level. Select from the values V1, V2, and V1 Compat (version 1-compatible). When RIP
version is set to V1 or V2, the router will transmit RIP version 1 or 2 packets respectively (version 2
packets are sent to the all routers multicast address 224.0.0.9). When RIP Version is set to V1

Digi TransPort® Routers User Guide 453



Configuring IP routing and forwarding Configure Routing Information Protocol (RIP) settings

Compat, the router will transmit RIP version 2 packets to the subnet broadcast address. This allows
V1-capable routers to act upon these packets.

Send RIP advertisements as

m Broadcasts: RIP packets are by default sent out on a broadcast basis or to a multi-cast
address. Do not change this parameter unless you intend to alter this behavior.

= Multicasts (Only visible when V2 is selected in the Use RIP option above): This is automatically
selected for sending to the default RIP v2 multicast address 224.0.0.9.

m <BLANK BOX>: Forces RIP packets to be sent to a specified IP or multicast address. This
setting is particularly useful if you need to route the packets via a VPN tunnel. By default,
Broadcasts/multicasts are selected, depending on your RIP version.

Use Authentication:

Selects the authentication method for RIP packets. Only one option is enabled multiple selections are
not possible.

None
When set to Off, the interface sends and receives packets without any authentication.

Access list

When set to Access List, the interface sends RIP packets without any authentication. When receiving
packets, the interface checks the sender’s IP address against the list entered on the Configuration >
Network > IP Routing /| Forwarding > RIP > Global RIP settings > Access Lists page, and if the IP
address is present in the list, the packet is allowed through.

Plain password

When set to Plain password (V1+V2), the interface uses the first valid key it finds (set on the
Configuration > Network > IP Routing /| Forwarding > RIP > Global RIP settings >
Authentication Keys > Authentication Key n pages), and use the plain text RIP authentication

method before sending the packet out. If no valid key can be found, the interface will not send any RIP
packets. When receiving a RIP packet, a valid plain text key must be present in the packet before it
will be accepted. You can use this method with both RIP V1 and RIP V2.

MD5

When set to MD5 (V2 only), the interface uses the first valid key it finds (set on the Configuration >
Network > IP Routing / Forwarding > RIP > Global RIP settings > Authentication Keys >
Authentication Key n pages), and uses the MD5 authentication algorithm before sending the packet
out. If no valid key can be found, the interface will not send any RIP packets. Received RIP packets
must be authenticated using the MD5 authentication algorithm before they will be accepted. You can
use this method with RIP V2.

Only send RIP advertisements when this interface is in service

Select this parameter for RIP advertisements only to be sent when the interface is in the UP state in
the routing table.

Use Triggered RIP on this interface
Enables triggered RIP (RFC2091). When triggered RIP is enabled, RIP timers are disabled.
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Include this interface in RIP advertisements
Select to cause the subnet configured on this interface to not be advertised by RIP.

Command line

tun/ ppp n Enable RIP=1
Disable RIP=0
tun/ ppp n ripip Valid IP 0=None

address a.b.c.d | 1=Access List
2=Plain Password

3=MD5 v2 only

tun/ ppp n ripauth 0-3 Key number

tun/ ppp n ripis on,off Turn on to send updates only when
in service

tun/ ppp n inrip on,off Include interface subnet in RIP

advertisements

tun/ ppp n triggeredrip on,off Enable RIP RFC2091
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Configure Open Shortest Path First (OSPF) parameters

Open Shortest Path First (OSPF) is an Interior Gateway Protocol (IGP) developed for IP networks
based on the shortest path first or link-state algorithm.

The router uses link-state algorithms to send routing information to all nodes in a network by
calculating the shortest path to each node based on a topography of the network constructed by each
node. Each router sends that portion of the routing table that describes the state of its own links and
the complete routing structure (network topography).

The advantage of the shortest path first algorithms is that they result in smaller, more frequent
update everywhere. They converge quickly, thus preventing such problems as routing loops and
Count-to-Infinity (where routers continuously increment the hop count to a particular network). This
makes for a stable network.

To use OSPF on the router, a valid configuration file must exist in the router’s filing system.

Web

1. Goto Configuration > Network > IP Routing/Forwarding > OSPF.

+ DSPF
¢ Enable OSPF

0SPF Configuration Filename:| ospf.conf r

Load Config File Save Config File

¥ Restart OSPF after configuration file is saved
¥ Restart OSPF if a fatal error occurs
QSPF Tracing |Off ¥
¢ Ignore MTU indications
Use Interface IPsec source IP

Apply
2. Configure the OSPF parameters:

Enable OSPF

When enabled, displays the following parameters:
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OSPF Configuration Filename

The file that contains the configuration data for OSPF is selected from this drop-down list. The
file should have a .conf extension.

Load Config file

When this button is clicked, the router attempts to load the file specified in the file selection list
box into the edit window below the button. The text in the window can be edited as required.

Save Config File

Saves the text in the edit window to the filename specified in the drop-down list above. These
three controls allow loading, editing, an saving an OSPF configuration file.

Restart OSPF after configuration file is saved

When enabled, restarts the OSPF functions once the edited configuration file has been saved.

Restart OSPF if a fatal error occurs

When enabled, restarts OSPF functioning after a delay of 5 seconds if a fatal error occurs.

OSPF Tracing

In common with some of the other functionality of the router, OSPF supports some debug
functionality. The amount of information in the debug traces is controlled from this drop-down
list. The available levels are Off, Low, Med, and High. Selecting Off disables debug tracing.

Ignore MTU indications

All OSPF routers must have the same Maximum Transmitted Unit (MTU) and this value is
advertised in the OSPF packets. When checked, the router ignores received packets that have
a MTU that differs from that of the router itself.

Use Interface IPsec source IP

When enabled, OSPF functions use the source IP address of the interface specified in
Configuration > Network > Interfaces > Advanced > PPP n: Use interface x,y for the
source IP address of IPsec packets on the interface being used. When unchecked, OSPF
uses the source IP address of the interface in use for its source address.

3. Click Apply.
Command line
ospf Enable on,off Enable OSPF
ospf 0 conffile filename | OSPF Configuration

Filename
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ospf new_cfg_rest on,off Restart OSPF after a
configuration file is saved

ospf 0 fatal_rest on,off Restart OSPF if a fatal error
occurs
ospf 0 debug 0-3 OSPF Tracing
0=0ff
1=Low
2=Med
3=High
ospf 0 ignore_mtu on,off Ignore MTU indications
ospf 0 useipsecent on,off Use Interface IPsec source
IP
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Configure Border Gateway Protocol (BGP) settings

The Border Gateway Protocol (BGP) routing protocol is supported by TransPort routers. This page
contains the configuration parameters controlling the behavior of BGP. Most of the configuration is
controlled by a configuration file (raw text) named bgp.cnf. This file would normally be created in a
text editor on a computer and loaded onto the router. The router contains a simple editor for
modifying the bgp.cnf file. The configuration parameters described here mainly define what action is
to be taken when errors occur, and specify the configuration file to use.

Web

1. Goto Configuration > Network > IP Routing/Forwarding > BGP.

- BGP
+ Enable BGP
BGP Configuration Filename:| bgp.cnf r
Load Config File Save Config File

+ Restart BGP after configuration file is saved
¥ Restart BGP if a fatal error occurs

+ Advertise non-connected networks

BGP Tracing [Off ¥

Apply

2. Configure the BGP parameters:

Enable BGP
When enabled, enables BGP routing.

BGP Configuration Filename

The configuration file to use is selected from this drop-down list. The default filename is
bgp.cnf. An error message will be displayed if the specified file cannot be found.

Load Config file

Click this button to load the file specified from the drop-down list. The contents of the file will
be visible in the edit window which appears below the button.
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3.

Save Config File
Saves the bgp.cnf file back to the filing system. Use if you have edited the file.

Restart BGP after configuration file is saved

When enabled, the router restarts routing using BGP after the file has been saved using the
above Save button.

Restart BGP if a fatal error occurs

When enabled, the router restarts routing using BGP if a fatal error occurs.

Advertise non-connected networks

When enabled, BGP advertises networks that exist in the BGP configuration file but that are
not actually a connected network or interface.

BGP Tracing

As with OSPF, the level of debug tracing information is selected from this drop-down list. The
available levels are; Off, Low, Med, and High.

Click Apply.

Command line

Command | Instance | Parameter Values Equivalent web parameter
bgp 0 enable on,off Enable BGP
bgp 0 conffile BGP Configuration Filename
bgp 0 new_cfg_rest on,off Restart BGP after configuration file is saved
bgp 0 fatal_rest on,off Restart BGP if a fatal error occurs
bgp 0 allow_non_nets | on,off Advertise non-connected networks
Default on
bgp 0 debug 0-3 BGP Tracing
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Configure IP port forwarding and static NAT mappings

The router supports Network Address Translation (NAT) and Network Address and Port Translation
(NAPT). NAT or NAPT may be enabled on a particular interface such as a PPP instance. When operating
with NAT enabled, this interface has a single externally visible IP address. When sending IP packets,
the local IP addresses (for example on a local area network) are replaced by the single IP address of
the interface. The router keeps track of the local IP addresses and port numbers so that if a matching
reply packet is received, it is directed to the correct local IP address. With only one externally visible IP
address, NAT effectively prevents external computers from addressing specific local hosts, thus
providing a very basic level of “firewall” security.

Static NAT mappings allow received packets destined for particular ports to be directed to specific
local IP addresses. For example, to have a server, running on a local network, externally accessible, a
static NAT mapping would be set up using the local IP address of the server and the port number for
accessing the required service.

Web

1. Goto Configuration > Network > IP Routing/Forwarding > IP Port Forwarding/Static
NAT Mappings.

= IP Port Forwarding /Static NAT Mappings

Forward connections from external networks to the following internal devices.
In order to forward to an internal port, an interface must have its NAT configuration
set to "IP address and Port".

{vou may configure up to 30 forwarding rules):

External External Forward to Forward to

Min Port Max Port

Internal Internal
IP Address Port

Mo mappings have been configured

[ Add |

Apply |

2. Enter the following configuration values into the table

External Min Port

The lowest port number to be redirected.

External Max Port
The highest port number to be redirected.

Forward to Internal IP Address a.b.c.d

The IP address to which packets containing the specified destination port number are to be
redirected.
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Forward to Internal Port

Configure IP port forwarding and static NAT mappings

The IP port number to which packets containing the specified port number are to be
redirected. When set to 0, no port remapping occurs and the router uses the original port
number. The NAT mode parameter of the appropriate interface must be set to NAPT rather
than NAT or OFF for this parameter to take effect.

Add button

Adds the port forwarding rule to the IP routing configuration.

3. Click Add to add each NAT mapping into the NAT configuration for the router.

4. Click Apply.
Command line

Command

nat 0-29
nat 0-29
nat 0-29
nat 0-29

Command format

Instance | Parameter

minport
maxport
IPaddr

mapport

The format for nat commands is:

Values Equivalent web parameter
0-65535 External Min Port
0-65535 External Max Port

Valid IP address a.b.c.d | Forward to Internal IP Address a.b.c.d

0-65535 Forward to Internal Port

nat <entry> <parameter> <value>

Example commands

To set the IP address for entry 0 in the table to 10.1.2.10, enter the command:

nat 0 IPaddr 10.1.2.10
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Configure multicast routes

Digi TransPort routers support multicast routes, allowing them to route packets to multicast group
addresses. You can configure up to 20 different static multicast routes.

Use static multicast routes in conjunction with the IGMP parameter on the outbound interface. For
example, after configuring a static multicast route for multicast traffic via PPP 1, the IGMP parameter
in Configuration > Network > Interfaces > IGMP must be set to On.

Web

1. Goto Configuration > Network > IP Routing/Forwarding > Multicast Routes.

2. Configure the multicast routing table by entering the following parameters.

» Multicast Routes

You may configure up to 20 multicast routes

Multicast Address Interface
Mo multicast routes have been configured

I, / Add

Enable multicast source path checking

Apply

Multicast Address a.b.c.d

Specified with the Mask parameter below, to identify the destination multicast group address
for packets that will match this route. Therefore, if a router receives a packet with a
destination multicast group address that matches the specified Multicast Address/Mask
combination, it routes that packet through the interface specified by the Interface parameters
below.

Mask a.b.c.d
The address mask specified with the Multicast Address parameter as described above.

Interface x,y

These two parameters in the drop-down list and adjacent text box specify the interface and
interface instance for routing packets matching the Multicast Address/Mask combination. The
options available in the drop-down list are; PPP, Ethernet, Tunnel.

Enable multicast source path checking

If enabled, the router checks the source address of any multicast packets received to
determine whether the packet has arrived from the most direct path. The router performs this
check by doing a route look-up on the source address, and comparing the lookup results with
the interface on which the packet arrived. If the interfaces are the same, the router accepts
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this multicast packet. Otherwise, the router drops the packet, as the packet is likely to be a
copy, and the router has already received the original.

Add button

Adds the multicast route to the IP configuration.
3. Click Add to add each multicast route to the multicast routing table.
4. Click Apply.

Command line

Command | Instance | Parameter | Values Equivalent web parameter
mcast 0-19 IPaddr Valid IP address a.b.c.d Multicast Address a.b.c.d
mcast 0-19 mask Valid IP address a.b.c.d Mask a.b.c.d

mcast 0-19 l_ent PPP,ETH,TUN Interface x,y

mcast 0-19 ll_add Valid interface number 0- Interface xy

2147483647
mcast 0 mult_spc | ON, OFF Enable multicast source path
checking
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Configure Virtual Routing and Forwarding (VRF)

Virtual Routing and Forwarding (VRF) is used to allow multiple instances of a routing table on the
same router at the same time. Using VRF, you can create multiple routing tables and assign each
interface to a different VRF. Because the routing instances are independent, you can use the same or
overlapping IP addresses without conflict. VRF also refers to a routing table instance that can exist in
one or multiple instances per each VPN on a Provider Edge (PE) router. A licensing file is available upon
request, free of charge, to enable VRF.

Support for Virtual Routing and Forwarding in the web and
command-line interfaces

TransPort routers support Virtual Routing and Forwarding on Ethernet, GRE, and PPP interfaces.
Configuration support for PPP interfaces is command-line only.

Web

In the web interface, TransPort routers that have VRF support have additional configuration
parameters for Ethernet and GRE tunnel interfaces.

Configure VRF for Ethernet interfaces

For Ethernet interfaces, these parameters are on Configuration > Network > Interfaces > Ethernet
> ETH n:

VRF

Associates the interface with a particular Virtual Routing and Forwarding (VRF) instance.

VRFexport

Adds routes from this VRF to interfaces on other VRFs.

Configure VRF for GRE tunnel interfaces

For GRE tunnelinterfaces, these parameters are on Configuration > Network > Interfaces > GRE>
Tunnel n:

VRF

Associates the interface with a particular VRF.

Destination VRF

Associates the interface with a particular destination VRF.
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Command line

Command Instance Parameter Values Equivalent web parameter
eth n vrf integer VRF

eth n vrfexport integer VRFexport

tun n vrf integer VRF

tun n vrfdest integer Destination VRF

ppPp n vrf integer VRF

ppp n vrfexport integer VRFexport
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Virtual Private NetwWorks (VPINS) . o
Configure Internet Protocol security (IPSeC) ... ... . i
Configure Point-to-Point Tunneling Protocol (PPTP) .. ...
Configure OPENV PN oo e
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Virtual Private Networks (VPNSs)

Virtual Private Networks (VPNs) securely connect two private networks together so that devices may
connect from one network to the other network using secure channels. VPN uses IP Security (IPSec)
technology to protect the transferring of data over the Internet. This section covers concepts and
settings for configuring VPNs.

VPNs (Virtual Private Networks) are networks that use the IPSec protocols to provide one or more
secure routes, or tunnels, between endpoints. Users are issued either a shared secret key or public/
private key pair that is associated with their identity. When a message is sent from one user to
another, it is automatically signed with the user’s key. The receiver uses the secret key or the
sender’s public key to decrypt the message. The router uses these keys during IKE exchanges along
with other information to create session keys that only apply for the lifetime of that IKE exchange.
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Configure Internet Protocol security (IPsec)

IPsec (Internet Protocol security) is a group of protocols and standards for protecting data during
transmission over the internet (which is inherently insecure). Various levels of support for IPsec can be
provided on the router depending on the model. The web pages located under the Configuration >
Network > Virtual Private Networking (VPN) > IPsec set the various parameters and options that
are available. You should note however that this is a complex area and you should have a good
understanding of user authentication and data encryption techniques before you commence. For
further information refer to the IPsec and VPNs section in this manual. Also check the Technical Notes
section of the Digi International web site at www.digi.com for the latest IPsec application notes.

The first stage in establishing a secure link between two endpoints on an IP network is for those two
points to securely exchange a little information about each other. This enables the endpoint
responding to the request to decide whether it wishes to enter a secure dialogue with the endpoint
requesting it. To achieve this, the two endpoints commonly identify themselves and verify the identity
of the other party. They must do this in a secure manner so that the process cannot be listened in to
by any third party. The IKE protocol performs this checking and if everything matches up it creates a
Security Association (SA) between the two endpoints, normally one for data being sent to the remote
end and one for data being received from it.

Once this initial association exists the two devices can talk securely about and exchange information
on what kind of security protocols they would like to use to establish a secure data link, such as what
sort of encryption and/or authentication they can use and what sources/destinations they will accept.
When this second stage is complete (and provided that both systems have agreed what they will do),
IPSec will have set up its own Security Associations which it uses to test incoming and outgoing data
packets for eligibility and perform security operations on before passing them down or relaying them
from the tunnel.
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About Internet Protocol Security (IPSec)

An inherent problem with the TCP protocol for carrying data over the vast majority of LANs and the
Internet is that it provides virtually no security features. This lack of security, and publicity about
hackers and viruses, prevent many people from even considering using the Internet for any sensitive
business application. IPSec provides a remedy for these weaknesses adding a comprehensive security
layer to protect data carried over IP links.

IPSec (Internet Protocol Security) is a framework for a series of IETF standards designed to
authenticate users and data, and to secure data by encrypting it during transit.

Benefits of IPSec

IPSec is provides confidentiality, integrity, and authentication in the transport of data across
inherently insecure channels.

When properly configured, IPSec provides a highly secure virtual channel across cheap, globally
available networks such as the Internet, or creates a “network within a network” for applications
such as passing confidential information between two users across a private network.

Protocols defined within IPSec

The protocols defined within IPSec include:

m IKE: Internet Key Exchange protocol

m ISAKMP: Internet Security Association and Key Management Protocol
m AH: Authentication Header protocol

m ESP: Encapsulating Security Payload protocol

m HMAC: Hash Message Authentication Code

m MD5: Message Digest 5

m  SHA-1: Security Hash Algorithm

Cryptographic (encryption) techniques include:

m DES: Data Encryption Standard
m 3DES: Triple DES
m AES: Advanced Encryption Standard (also known as Rijndael)

Two key protocols within the framework are AH and ESP. AH authenticates users, and ESP applies
cryptographic protection. The combination of these techniques is designed to ensure the integrity and
confidentiality of the data transmission. Put simply, IPSec is about ensuring that:

= Only authorized users can access a service.

m No one else can see what data passes between one point and another.

IPsec operation modes

There are two modes of operation for IPSec, transport mode and tunnel mode.

= |ntransport mode, only the payload (such as the data content), of the message is encrypted.

= |ntunnel mode, the payload and the header and routing information are all encrypted thereby
by providing a higher degree of protection.
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Data Encryption Methods in IPSec

There are several different algorithms available for use in securing data whilst in transit over IP links.
Each encryption technique has its own strengths and weaknesses and this is really, a personal
selection made with regard to the sensitivity of the data you are trying to protect. Some general
statements may be made about the relative merits but users should satisfy themselves as to
suitability for any particular purpose.

DES (64-bit key)

The banking and financial world tends to use this well-known and established protocol. It is relatively
processor-intensive; to run efficiently at high data rates, a powerful processor is required. It is
generally considered very difficult for casual hackers to attack, but may be susceptible to determined
attack by well-equipped and knowledgeable parties.

3-DES (192-bit key)

Again, this is a well-established and accepted protocol but as it involves encrypting the data three
times using DES with a different key each time, it has a very high processor overhead. This also
renders it almost impossible for casual hackers to attack and very difficult to break in any meaningful
time frame, even for well-equipped and knowledgeable parties.

AES (128-bit key)

Also known as Rijndael encryption, AES is a standard adopted by many USA and European
organizations for sensitive applications. It has a relatively low processor overhead compared to DES
and it is therefore possible to encrypt at higher data rates. As with 3-DES, it is almost impossible for
casual hackers to attack and is very difficult to break in any meaningful time frame, even for well-
equipped and knowledgeable parties.

To put these into perspective, common encryption programs that are considered “secure” (such as
PGP) and on-line credit authorization services (such as Web-based credit card ordering) generally use
128-bit encryption.

Data rates are the maximum that could be achieved, but may be lower if other applications are
running at the same time or using small IP packet sizes.
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Configure IPsec tunnels

Once the IKE parameters have been set-up, the next stage is to define the characteristics of the IPsec
tunnels, or encrypted routes. This includes items such as what source and destination addresses will
be connected by the tunnel and what type of encryption and authentication procedures will be applied
to the packets being tunneled. For obvious reasons it is essential that parameters such as encryption
and authentication are the same at each end of the tunnel. If they are not, then the two systems
cannot agree on which set of rules or policy to adopt for the IPsec tunnel, and communication cannot
occur.

Web

1. Goto Configuration > Network > Virtual Private Networking > IPsec > IPsec Tunnels
> IPsec n.
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w Virtual Private Networking (VPN)
w IPsec
+ IPsec Tunnels
w IPsec 0

Description:

The IP address or hostname of the remote unit

Use as a backup unit
Local LAN Remote LAN
# lse these settings for the local LAN # Use these settings for the remote LAN
IP Address: 1P Address:
Mask: Mask:
Use interface | PPP Y |lo Remote Subnet 1D:

Use the following security on this tunnel

= Off Preshared Keys KAUTH Init Preshared Keys RSA Signatures XAUTH Init RSA
Qur ID:
Qur ID type ® IKE ID FQDMN User FQDN IPv4 Address
Remote ID:
Use |No ¥ | encryption on this tunnel
Use | Mo ¥ | guthentication on this tunnel

Use Diffie Hellman aroup |No PFS ¥

Use IKE (w1 ¥ |to negotiate this tunnel
Use IKE configuration: (0 ¥

Bring this tunnel up
All the time
Whenever a route to the destination is available
= On demand
If the tunnel is down and a packet is ready to be sent | drop the packet

Bring this tunnel down if it is idle for |0 hrs (0 mins (0 SECs
Renew the tunnel after

8 hrs (0 mins |0 secs

0 KBytes ¥ | of traffic

¥ Tunnel Negotiation
» Advanced

Apply

2. Configure basic IPSec tunnel parameters:

Description
A name for IPsec tunnel, to make it easier to identify the tunnel.

The IP address or hostname of the remote unit
The IP address or hostname of the remote IPsec peer that a VPN will be initiated to.
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Use a.b.c.d as a backup unit

The IP address or hostname of a backup peer. If the router cannot open a connection to the
primary peer, it uses this configuration. The backup peer device must have an identical IPsec
tunnel configuration as the primary peer.

Local LAN
Use these settings for the local LAN

The local LAN subnet settings on the IPsec tunnel.

IP Address

Use this IP address for the local LAN subnet. This is usually the IP address of the router’s
Ethernet interface or that of a specific device on the local subnet (such as a PC running a client
or host application).

Mask

Use this IP mask for the local LAN subnet. The mask sets the range of IP addresses that will be
allowed to use the IPsec tunnel.

Use interface x,y
Use the IP address and mask of the specified interface.

Remote LAN
Use these settings for the remote LAN

These define the remote LAN subnet settings on the IPsec tunnel.

IP Address

Use this IP address for the remote LAN subnet. This is usually the IP address of the peer’s
Ethernet interface or that of a specific device on the local subnet (such as a PC running a client
or host application).

Mask

Use this IP mask for the remote LAN subnet. The mask sets the range of IP addresses that will
be allowed to use the IPsec tunnel.

Remote Subnet ID

L2TP/IPsec VPNs normally use this setting. When the router is in server mode and negotiating
IPsec from behind a NAT box, this parameter should be configured to the ID sent by the remote
Windows client (this is usually the computer name).

Use the following security on this tunnel
The security identities on the IPsec tunnel.
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Preshared Keys Requires that both IPsec peers share a secret key, or
password, that can be matched by and verified by both

peers.
To configure the PSK, a user will need configuring that

matches the inbound ID of the remote peer and the PSK is
configured using the password parameter. This is done via
Configuration > Security > Users. The User configuration
serves a dual purpose, in that it may contain entries for
normal login access (such as HTTP, FTP or Telnet), and
entries for IPsec tunnels.

XAUTH Init Preshared Keys Used when the remote peer is a Cisco device using XAUTH
and PSK authentication.

RSA Signatures Select this option when the IPsec authentication will use
X.509 certificates.

XAUTH Init RSA Used when the remote peer is a Cisco device using XAUTH
and X.509 certificates for authentication.

Our ID

When Aggressive mode is On, this parameter is a string of up to 20 characters. It is sent to the
remote peer to identify the initiator (such as the router). You can use the variable %s on this
parameter, which causes the router’s serial number to be sent. You can prefix this value with
other text if required. When using certificates, configure this parameter with the Altname field
in a valid certificate held on the router.

Our ID type
Defines how the remote peer is to process the Our ID configuration.

ID type Description

IKE ID The Our ID parameter is a simple key ID (such as vpnclient1).
FQDN The Our ID parameter is a Fully Qualified Domain Name (such as
vpnclientl.anycompany.com)
User FQDN The Our ID parameter is a Fully Qualified Domain Name with a user
element (such as joe.bloggs@anycompany.com)
IPv4 Address An IPv4 Address in dotted decimal notation.
Remote ID

When Aggressive mode is On, this parameter is a string of up to 20 characters that identifies
the remote peer. This setting should use the same text as the Our ID parameter in the remote
peer’s configuration. When Aggressive mode is Off, this parameter must be the IP address of
the remote peer.
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RSA Key File

Overrides the private key filename in the IKE configuration. Use only when the authentication
stage of the IKE negotiation uses RSA Signatures (Certificates).

Use enc encryption on this tunnel
The ESP encryption protocol to use with this IPsec tunnel. The options are:
= None
= Null
n DES
= 3DES
m AES (128 bit keys)
m AES (192 bit keys)
m AES (256 bit keys)

If the dropdown options only display None and Null, the router requires encryption enabling.
See your Digi sales contact regarding enabling encryption.

Use auth authentication on this tunnel

The ESP authentication algorithm to use with this IPsec tunnel. The options are:
= None
= MD5
= SHA1l

Use Diffie Hellman group

The Diffie Hellman (DH) group to use when negotiating new IPsec SAs. If enabled, the IPsec SA
keys cannot be predicted from any of the previous keys generated. The options are
No PFS, 1,2, or 3. The larger values result in stronger keys, but they take longer to generate.

Use IKE n to negotiate this tunnel
The IKE version to use to negotiate this IPsec tunnel.

Use IKE configuration

The IKE configuration instance to use with this Eroute when the router is configured as an
Initiator.

Bring this tunnel up

Controls how the IPsec tunnelis brought up. The options are:
= All the time
= Whenever a route to the destination is available

= On demand

If the tunnel is down and a packet is ready to be sent

Defines the action that is performed when the IPsec tunnelis down and a packet needs to be
sent. The options are:
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= Bring the tunnel up
= Drop the packet
m Send the packet without encryption and authentication

Bring this tunnel down if it is idle for h hrs m mins s secs

Used when the IPsec tunnelis configured to come up on demand and defines how long the
IPsec tunnel should remain up if there is no traffic is being sent on the tunnel.

Renew the tunnel after
Defines the constraints of when the IPsec tunnel SA has to be renewed.

h hrs m mins s secs
Renew the IPsec SA after the specified amount of time.

n units of traffic

Renew the IPsec SA after the specified amount of traffic has been passed over the tunnel. The
traffic units can be specified as Kbytes, Mbytes or Gbytes. A value of 0 disables this parameter.
SAs will expire and be renewed based on time, rather than amount of traffic.

3. Click Tunnel Negotiation and configure IPsec tunnel negotiation parameters:
* Tunnel Negotiation

# Enable IKE tracing
# Megotiate a different IP address and Mask

IP Address
Mask
Wirtual IP Request @® Off ON with NAT OM without MAT (Remote crypto map) ON without NAT (Remote WTI)
Kauth ID:

Enable IKE tracing
Enables the router to write IKE negotiation information in the analyser trace.

Negotiate a different IP address and Mask

Configures the IPsec tunnel to negotiate a different local LAN IP address and mask. You can
then use the firewall to translate the source addresses of the packets to a value that lies
within the negotiated range. This allows a packet to match more than one IPsec tunnel, but
use a different source address (from the peer’s perspective) depending on which IPsec tunnel
is in use.

IP Address
The alternative IP address to negotiate.

Mask
The alternative IP mask to negotiate.

Negotiate a virtual IP address using MODECFG

Used when the remote peer is a Cisco device using MODECFG to assign a specific IP address to
this router during SA setup negotiations. This is commonly seen in Remote Access (RA) type
VPNs and EasyVPN solutions.
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XAuth ID
Extended Authentication ID for use with Cisco XAUTH.

4. Click Advanced and configure advanced IPsec tunnel parameters as needed:

* Advanced

IPsec mode Transport ™ Tunnel
Use | Mo ¥ | AH authentication on this tunnel
Use Mo ¥ | compression on this tunnel

Delete SAs when this tunnel is down
Replay detection window | Off ¥
Delete SAs when Ethernet |Any ¥ |is not a VERP master
Go out of service if automatic establishment fails
Disconnect the configured interface after |0 consecutive auto-negotiation failures

This tunnel can only use | Main APN L

Link tunnel with interface FPP v 0
Inhibit this IPsec tunnel when IPsec tunnels are up
Inhibit this IPsec tunnel unless IPsec tunnel is up

IKE negotiation source IP address is taken from the
* Interface
Secondary IP address
Interface | PPP ¥ ||D

¥ Tunnel this IPsec tunnel inside another tunnel
MAT-Traversal Keepalive timer |20 seconds

Allow |All ¥ | IP protocol{s) in this tunnel
IF packets with ToS values must use this tunnel
Only tunnel IP packets with
local TCP/UDP port|0
remote TCR/UDP port)0

¥ Insert remote subnet into routing table with metric | 1

Apply |

IPsec mode

Selects the IPsec encapsulation type to use on the IPsec tunnel. In Tunnel mode, the entire IP
packet (header and payload) is encrypted. In Transport mode, only the IP payload is encrypted.

Use algorithm AH authentication on this tunnel
The AH authentication algorithm to use with this IPsec tunnel. The options are:
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m None
= MD5
= SHA1l

Use algorithm compression on this tunnel

The compression algorithm to use with this IPsec tunnel. The options are:
= None
m DEFLATE

Delete SAs when this tunnel is down

When selected, all SAs associated with the IPsec tunnel are deleted when the tunnel goes out
of service.

Replay detection window

The size of the replay detection window. When set to 0 (default), replay detection is disabled.
Maximum replay window size is 32.

Delete SAs when router is not a VRRP master

When selected, at least one Ethernet interface must be set as VRRP Master before the router
can create SAs. If the router switches away from VRRP Master state, the SAs will be deleted.
When the router switches back to VRRP Master state, the SAs will be created automatically.

Go out of service if automatic establishment fails

The router will take the IPsec tunnel out of service if the automatic establishment fails rather
than continually retrying.

Disconnect the configured interface after n consecutive auto-negotiation failures

The router will take the IPsec tunnel out of service if the auto-negotiation fails for the specified
consecutive number of times rather than continually retrying.

This tunnel can only use apn

When enabled, this parameter allows you to choose between using the main APN or the
backup APN, as defined in the Configuration > Network > Serial > W-WAN Port page.

Link tunnel with interface with x,y

When enabled, this parameter can be set so that the IPsec tunnel will only match packets
using the specified interface. When this parameter is enabled, the route will take outgoing
packets going through this IPsec tunnel and recheck to see if the resultant packet also goes
through a tunnel.

If the inner tunnelis an IPsec tunnel (such as needs IKE), you can get the inner IKE to use the
correct source address (matching the outer tunnel selectors) by enabling the Use secondary IP
address parameter and the inner IKE will use the IP address configured in the Secondary IP
address parameter on the Configuration > Network > Advanced Network Settings page.

Inhibit this IPsec tunnel when IPsec tunnels n are up

Alist of IPsec tunnels that can inhibit using this IPsec tunnel as long as they are up. If this IPsec
tunnel has been allowed to come up, and the IPsec tunnel that inhibits it comes back up, this
IPsec is taken down and any SAs that may have existed are removed. As soon as an inhibiting
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IPsec tunnel goes down, the router will check to see if the inhibited IPsec tunnel can now
create SAs.

Inhibit this IPsec tunnel unless IPsec tunnel n is up
This IPsec tunnel will be inhibited unless specified IPsec tunnel is also up.

IKE negotiation source IP address is taken from the
Defines which IP address IKE uses as the source IP address during the negotiation.

Interface
Use the IP address of the interface over which the IKE packets will be transmitted.

Secondary IP address

Use the IP address configured in the Secondary IP address parameter on the
Configuration > Network > Advanced Network Settings page.

Interface x,y
Use the IP address of the specified interface.

Tunnel this IPsec tunnel inside another IPsec tunnel

It is possible to tunnel packets from an IPsec tunnel within a second (or more) tunnel. When
this parameter is enabled.

NAT-Traversal Keepalive timer s seconds

Sets the interval period, in seconds, that the router will use to send regular packets to a NAT
device in order to prevent the NAT table entry from expiring.

Allow protocol IP protocol(s) in this tunnel

This restricts the type of IP packets that will be tunneled through the IPsec tunnel. The options
are:

= All

s TCP
= UDP
m GRE

IP packets with ToS values n must use this tunnel

Packets with matching ToS fields will only be tunneled through this IPsec tunnel and no others.
The usual traffic selector matching still takes place as normal. Packets that don’t have
matching ToS values will get tunneled as normal. Enter the ToS values as a comma-separated
list, such as 2,4.

Only tunnel IP packets with
Restricts the IP packets that will be tunneled to those with matching TCP/UDP port numbers.

local TCP/UDP port n
Allow IP packets with matching source TCP/UDP ports to be tunneled.
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remote TCP/UDP port n
Allow IP packets with matching destination TCP/UDP ports to be tunneled.

local TCP/UDP port in the range of nl1 to n2

Allow IP packets with source TCP/UDP ports in the specified range to be tunneled. This is only
available when IKEv2 is in use.

remote TCP/UDP port in the range of n1 to n2

Allow IP packets with destination TCP/UDP ports in the specified range to be tunneled. This is
only available when IKEv2 is in use.

5. Click Apply.

Command line

Set basic IPsec tunnel parameters

Command | Instance | Parameter | Values

Equivalent web parameter

eroute n descr String Description
eroute n peerip IP address or hostname The IP address or hostname of
the remote unit.
eroute n bakpeerip | IP address or hostname Use n as a backup unit.
eroute n locip IP address IP Address (for Local LAN)
eroute n locmsk IP Mask IP Mask (for Local LAN)
eroute n locipifent | blank, ETH, PPP Use interface x,y
x=Interface type
eroute n locipifadd | Integer Use interface x,y
y=interface number
eroute n remip IP address IP Address (for Remote LAN).
eroute n remmsk IP Mask IP Mask (for Remote LAN).
eroute n remnetid | String Remote Subnet ID.
eroute n authmeth | Off, Preshared, Use the following security on this
xauthinitpre, rsa, tunnel.
xauthinitrsa
eroute n ourid String Our ID.
eroute n ouridtype | 0=IKE ID Our ID type.
1=FQDN
2=User FQDN
3=IPv4 Address
eroute n peerid String Remote ID.
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eroute privkey Filename RSA Key File.

eroute n espenc off, null, des, 3des, aes Use enc encryption on this tunnel.

eroute n enckeybits ' 128,192,256 Use enc encryption on this tunnel.

eroute n espauth off, md5, shal Use auth authentication on this
tunnel.

eroute n dhgroup 0,1,2,3 Use Diffie Hellman group.

eroute n ikever 1,2 Use IKE n to negotiate this
tunnel.

eroute n ikecfg 0,1 Use IKE configuration.

eroute n autosa 0=0n Demand Bring this tunnel up.

1=When a route to the
destination is available
2=All the time

eroute n nosa drop, pass, try If the tunnel is down and a packet
is ready to be sent.

eroute n inact_to Integer Bring this tunnel down if it is idle
for h hrs m mins s secs.
This CLI value is entered in
seconds only.

eroute n [time Integer Renew the tunnel after h hrs m
mins s secs.
This CLI value is entered in
seconds only.

eroute n lkbytes Integer Renew the tunnel after n units of
traffic.
This CLI value is entered in Kbytes
only.

Configure IPsec tunnel negotiation parameters

Instance | Parameter | Values Equivalent web parameter
eroute ' n debug on, off Enable IKE tracing
eroute | n neglocip IP Address | Negotiate a different IP address and Mask
eroute | n neglocmsk | IP Mask Negotiate a different IP address and Mask
eroute | n vip on, off Negotiate a virtual IP address using MODECFG
eroute ' n xauthid String XAuth 1D
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Configure advanced IPsec tunnel parameters

Command line

Command Instance | Parameter Values Equivalent web parameter
eroute n mode tunnel, IPsec Mode.
transport
eroute n ahauth off, md5,shal | Use a AH authentication on this
tunnel.
eroute n ipcompalg off, deflate Use ¢ compression on this tunnel.
eroute n oosdelsa on, off Delete SAs when this tunnel is
down.
eroute n ifvrrpmaster on, off Delete SAs when router is not a

VRRP master.

eroute n Nnosaoos on, off Go out of service if automatic
establishment fails.

eroute n nosadeactcnt | Integer Go out of service after n
consecutive auto-negotiation
failures.

eroute n check_apnbu | on, off This tunnel can only use apn.

eroute n apnbu 0=Main APN This tunnel can only use apn.

1=Backup APN

eroute n ifent blank, ETH, Link tunnel with interface with x,y.

PPP x=Interface type

eroute n ifadd Integer Link tunnel with interface with x,y.
y=Interface number

eroute n inhibitno Comma- Inhibit this IPsec tunnel when

separated list | IPsec tunnels n are up.
of Integers

eroute n requireno Integer Inhibit this IPsec tunnel unless
IPsec tunnelnis up.

eroute n usesecip on, off IKE negotiation source IP address
is taken from the Secondary IP
Address.

eroute n ipent blank, ETH, IKE negotiation source IP address

PPP is taken from the Interface x,y.

x=Interface type
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eroute ipadd Integer IKE negotiation source IP address
is taken from the Interface x,y.
y=Interface number

eroute n intunnel on, off Tunnel this IPsec tunnel inside
another IPsec tunnel.

eroute n natkaint Integer NAT-Traversal Keepalive timer s
seconds.

eroute n proto off, tcp, udp, Allow protocol IP protocol(s) in
gre this tunnel.

eroute n toslist Comma- IP packets with ToS values n must
separated list | use this tunnel.
of Integers

eroute n locport 0-65535 Only tunnel IP packets with local

TCP/UDP port.

eroute n remport 0-65535 Only tunnel IP packets with
remote TCP/UDP port.

eroute n locfirstport 0-65535 Only tunnel IP packets with local
TCP/UDP port in the range of nl
ton2.

eroute n loclastport 0-65535 Only tunnel IP packets with local
TCP/UDP port in the range of nl
to n2.

eroute n remfirstport 0-65535 Only tunnel IP packets with
remote TCP/UDP port in the
range of nl1 to n2.

eroute n remlastport 0-65535 Only tunnel IP packets with
remote TCP/UDP port in the
range of nl to n2.

Set up IPsec tunnels for multiple users

For small numbers of users it is usual to set up an individual eroute for each user. However, to ease
configuration where large numbers of users are required, you can use the * character as a wildcard to
match multiple user IDs. For example, setting the Peer ID parameter to Digi* would match all remote
units having an Our ID parameter starting with Digi, such as Digi01, Digi02, etc.

Example

To set up multiple users in this way, first set up the Our ID parameter on the host unit to a suitable
name, such as Hostl. Then set the Peer ID parameter to Remote* for example. In addition, an entry
would be made in the user table with Remote* for the Username and a suitable Password value, such
as mysecret.

Each of the remote units that required access to the host would then have to be configured with an
Our ID parameter of Remote01, Remote02, etc., and each would have to have an entry in their user
table for User Hostl along with its password, such as the pre-shared key.
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Host Router Remote Routerl Remote Router2 Remote Routerl

Peer ID Remote* Host1 Host1 Host1

Our ID Hostl Remote01l Remote02 Remote03
Username Remote* Hostl Hostl Hostl
Password mysecret mysecret mysecret mysecret
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Configure IPsec tunnel default action

Like a normal IP routing set-up, IPSec Tunnels have a default configuration that is applied if no specific
tunnel can be found. This is useful when, for example, you want to have a number of remote users
connect via a secure channel, for example, to access company financial information, but also still allow
general remote access to other specific servers on your network or the Internet.

Web

1. Goto Configuration > Network > Virtual Private Networking > IPsec Tunnels > IPsec
Default Action.

» IPsec Default Action

When a packet is received which does not match any IPsec tunnel
* Pass the packet
Drop the packet
When a packet is to be transmitted which does not match any IPsec tunnel
* Pass the packet
Drop the packet

Apply
2. Configure the IPsec tunnel default action parameters:

When a packet is received which does not match any IPsec tunnel
How the router responds if a packet is received when there is no SA.

= Drop the packet: Routes only packets that match a specified IPsec tunnel and discards
all other data. This has the effect of enforcing a secure connection to all devices behind
the router.

m Pass the packet: Decrypts and authenticates all packets that match an IPsec tunnel,
depending on the IPsec tunnel’s configuration. Data that does not match is also allowed
to pass.

When a packet is to be transmitted which does not match any IPsec tunnel
How the router will respond if a packet is transmitted when there is no SA.

= Drop the packet: Routes only packets that match a specified IPsec tunnel and discards
all other data.

m |Pass the packet: Decrypts and authenticates all packets that match an IPsec tunnel,
depending on the IPsec tunnel’s configuration. Data that does not match is also allowed
to pass.

3. Click Apply.
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Command line

Command Instance | Parameter |Values | Equivalent web parameter
def_eroute 0 nosain drop, When a packet is received which does
pass not match any IPsec tunnel.
def_eroute 0 nosaout drop, When a packet is to be transmitted
pass which does not match any IPsec
tunnel.

Digi TransPort® Routers User Guide 487



Configuring Virtual Private Networking (VPN) Configure Internet Protocol security (IPsec)

Configure IPsec groups

IPsec groups are supported on TransPort WR44v2 models only.

You can use IPsec groups when the router is terminating tunnels to a large number of remote devices,
such as using the router as a VPN Concentrator. To keep the size of the configuration file in the router
small and also to maintain ease of configuration, only the information for all tunnels is stored on the
router. All other information that is site specific is stored in a MySQL database. This means the
number of sites that can be configured is limited only by the SQL database size and performance. This
will be literally millions of sites, depending upon the operating system and hardware of the MySQL PC.
The number of sites that can be connected to concurrently are much smaller and limited by the model
of the router.

m The router with the IPsec Group/MySQL configuration is the VPN Concentrator.

= The remote sites normally do not require an IPsec group configuration, as they normally need
to connect to a single peer only, the VPN Concentrator.

m The VPN Concentrator normally need a single IPsec group configured only.

m The local and remote subnet parameters must be set up wide enough to encompass all the
local and remote networks.

m The VPN Concentrator can act as an initiator and/or a responder. In situations where there are
more remote sites than the router can support concurrent sessions, it is normally necessary
for the VPN Concentrator and the remote sites to be both an initiator and a responder. This is
so both the remote sites and the head-end can initiate the IPsec session when required.

m |tis alsoimportant to configure the IPsec tunnels to time out on inactivity to free up sessions
for other sites. In the case of the VPN Concentrator acting as an initiator, when it receives a
packet that matches the main IPsec tunnel, if no Security Associations already exist, it looks up
the required parameters in the database.

m The router then creates a dynamic IP tunnel containing all the settings from the base IPsec
tunnel and all the information retrieved from the database.

m At this point, IKE creates the tunnel (IPsec security associations) as normal.

= The dynamic IPsec tunnel continues to exist until all the IPsec Security Associations are
removed.

m  When the maximum supported (or licensed) number of tunnels has been reached by the router,
the oldest Dynamic IPsec tunnels (those not in use for the longest period of time) and their
associated IPsec Security Associations are dropped, to allow new inbound VPNs to connect.

Logic flow for creating IPSec SAs

VPN Concentrator acting as initiator

The VPN Concentrator normally acts as an initiator when it receives an IP packet for routing with a
source address matching the IPsec tunnel local subnet address & mask and a destination address
matching the remote subnet address & mask, provided an IPsec SA does not already exist for this site.

1. 1IfanIPsec groupis configured to use the matching IPsec tunnel, the router uses a MySQL
query to obtain the site specific information in order to create the SAs.
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2. The VPN Concentrator creates a SELECT query using the destination IP address of the packet
and the mask configured in the IPsec group configuration to determine the remote subnet
address. This means that the remote subnet mask must be the same on all sites using the
current IPsec group.

3. Once the site-specific information is retrieved, the router creates a dynamic IPsec Tunnel
which is based upon the base IPSec tunnel configuration plus the site specific information from
the MySQL database.

4. The router then uses the completed IPsec tunnel configuration and IKE to create the IPsec
SAs.

5. For the pre-shared key, IKE uses the password returned from the MySQL database rather than
doing a local look up in the user configuration.

6. Once created, the SAs are linked with the dynamic IPsec tunnel. Replacement SAs are created
as the lifetimes start to get low and traffic is still flowing.

7. When all SAs to this remote router are removed, the dynamic IPsec tunnel is removed, allowing
reuse of the IPsec tunnel to create tunnels to other remote sites.

8. When processing outgoing packets, dynamic IPsec Tunnels are searched before base IPsec
tunnels. If a matching dynamic IPsec tunnel is found, the router uses that tunnel, and the base
IPsec tunnelis only matched if no dynamic IPsec tunnel exists.

9. Once the dynamic IPsec tunnel is removed, further outgoing packets will match the base IPsec
tunnel and the process is repeated.

VPN Concentrator acting as a responder to a session initiated from the remote site

1. When a remote site needs to create an IPsec SA with the VPN Concentrator it sends an IKE
request to the VPN Concentrator.

2. The VPN Concentrator needs to be able to confirm that the remote device is authorized to
create an IPsec tunnel. The remote site supplies its ID to the host during the IKE negotiations.
The VPN Concentrator uses this ID in a search of the IPsec tunnels configured and dynamic
IPsec tunnels to see if the supplied ID matches the configured Peer ID (peerid). If a match is
found, the MYSQL database is queried to retrieve the information required to complete the
negotiation (such as pre-shared key/password). If no matching base IPsec tunnel is found,
router uses the local user configuration to locate the password, and a normally configured
IPsec tunnel must also exist.

3. Once the information is retrieved from the MySQL database, IKE negotiations continue, and the
created IPsec SAs will be associated with the dynamic IPsec tunnel.

4. As long as the dynamic IPsec tunnel exists, it behaves just like a normal IPsec tunnel. such as
SAs being replaced/removed as required.

5. If errors are received from the MySQL database, or not enough fields are returned, the dynamic
IPsec tunnelis removed, and IKE negotiations in progress are terminated.

Digi TransPort® Routers User Guide 489



Configuring Virtual Private Networking (VPN) Configure Internet Protocol security (IPsec)

6. There are a limited number of dynamic IPsec tunnels. If the number of free dynamic IPsec
tunnelis less than 10 percent of the total number of dynamic IPsec tunnel, the router
periodically removes the oldest dynamic IPsec tunnel. This is done to ensure that there will
always be some free dynamic IPsec tunnel available for incoming connections from remote
routers. To view the current dynamic tunnels that exist using the WEB server, browse to
Management > Connections > Virtual Private Networking (VPN) > IPsec. The table
indicates the base IPsec tunnel and the Remote Peer ID in the status display, to help identify
which remote sites are currently connected.

Preliminary IP Tunnel configuration

The IPsec tunnel configuration Configuration > Network > Virtual Private Networking (VPN) >
IPsec > IPsec Tunnels > IPsec n differs from a normal configuration in the following ways:

= Peer IP/hostname: Because the peer IP address to each peer is unknown and is retrieved
from the database, this field is left empty.

= Bakpeerip (CLI only): Because the peer IP address to each peer is unknown and is retrieved
from the database, this field is left empty.

m Peer ID: When the host Digi is acting as a responder during IKE negotiations, the router uses
the ID supplied by the remote to decide whether or not the MySQL database should be
interrogated. So that the router can make this decision, the remote router must supply an ID
that matches the peerid configured into the IPsec tunnel. Wildcard matching is supported
which means that the peerid may contain * and ? characters. If only one IPsec tunnel is
configured, the peerid field may contain a *, indicating that all remote IDs result in a MySQL
look up.

m Local subnet IP address | Local subnet mask: Configured as usual.

= Remote subnet IP address /| Remote subnet mask: These fields should be configured in such
a way that packets to ALL remote sites fall within the configured subnet. such as if there are
two sites with remote subnets 192.168.0.0/24, and 192.168.1.0/24 respectively, a valid
configuration for the host would be 192.168.0.0/23 so that packets to both remote sites
match.

All other fields should be configured as usual. It is possible to set up other IPsec groups linked with
other IPsec tunnels. This would be done if there is a second group of remote sites that have a
different set of local and remote subnets, or perhaps different encryption requirements. The only real
requirement is that this second group uses peer IDs that do not match up with those in use by the
first IPsec group.

IPsec Group configuration

This configuration holds information relating to the MySQL database, and the names of the fields
where the information is held. This configuration also identifies which IPsec tunnels create dynamic
IPsec tunnels.

Example MySQL schema

mysql> describe eroutes;

o ———— o o +————- o ——— t————— +
| Field | Type | Null | Key | Default | Extra |
Fom Fom e Fo— +————= o o +
| peerip | varchar(20) | YES | | NULL | |
| bakpeerip | varchar(20) | YES | | NuLL | |
| peerid | varchar(20) | NO | PRI | | |
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| password | varchar(20) | YES | | NULL | |
| ourid | varchar(20) | YES | | NuLL | |
| remip | varchar(20) | YES | UNI | NULL | |
| remmsk | varchar(20) | YES | | NULL | |
Fom Fom e o +o———— Fom o +

7 rows in set (0.01 sec)

Configuration parameters
The IPsec group configuration parameters are as follows:

Web

1. Goto Configuration > Network > Virtual Private Networking (VPN) > IPsec > IPsec Groups
> |IPsec Group n.

= IPsec Groups
w» IPsec Group 0

Link this IPSec Group with IPSec Tunnel:|0
Remote mask to use for tunnels:

Database

MySQL Server IP Address or Hostname:
My5QL Server Port: |0

Username:

FPassword:

Confirm Password:

Database name:

Database table:

Database Table Field Names
These define the names of the fields in which the following data is stored.

Remote subnet IP:
Remote subnet Mask:
Peer IP Address:
Backup Peer IP Address:
Peer ID:

Qur ID:

Password:

Apply

2. Configure IPsec group parameters as needed.

Digi TransPort® Routers User Guide 491



Configuring Virtual Private Networking (VPN) Configure Internet Protocol security (IPsec)

Link this IPsec group with IPsec Tunnel

The base IPsec tunnel number. This parameter allows the router to see that an IPsec tunnel
should use the group configuration to retrieve dynamic information from the database.

Remote mask to use for tunnels

Used in the SQL SELECT query in conjunction with the destination IP address of packets to be
tunneled from the host to the remote peer to identify the correct record to select from the
MySQL database.

MySQL Server IP Address or Hostname
The IP address or hostname of the MySQL Server.

MySQL Server Port
The port that the MySQL Server is listening on.

Username
The username to use when logging into the MySQL Server.

Password / Confirm Password
The password to use when logging into the MySQL Server.

Database name
The name of the database to connect to.

Database table
The name of the table when the remote site information is stored.

Remote subnet IP
The name of the field in the table where the ‘remip’ data is stored.

Remote subnet Mask
The name of the field in the table where the remmsk data is stored.

Peer IP Address
The name of the field in the table where the peerip data is stored.

Backup Peer IP Address
The name of the field in the table where the bakpeerip data is stored.

Peer ID
The name of the field in the table where the peerid data is stored.

Our ID
The name of the field in the table where the ourid data is stored.

Password
The name of the field in the table where the password to use in IKE negotiations is stored.
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The default MySQL field names match the matching IPsec tunnel configuration
parameter name. The default field name for the password field is password.

3. Click Apply.

Command line

Command | Instance | Parameter | Values Equivalent web parameter
egroup n eroute Integer Link this IPsec group with IPsec
Tunnel

egroup n remmsk IP Mask Remote mask to use for tunnels

egroup n dbhost IP Address or MySQL Server IP Address or
Hostname Hostname

egroup n dbport 0-65535 MySQL Server Port

egroup n dbuser String Username

egroup n dbpwd String Password / Confirm Password

egroup n dbname String Database name

egroup n dbtable String Database table

egroup n fremip String Remote subnet IP

egroup n fremmsk | String Remote subnet Mask

egroup n fpeerip String Peer IP Address

egroup n fbakpeerip | IP Address Backup Peer IP Address

egroup n fpeerid String Peer ID

egroup n fourid String OurID

egroup n fpwd String Password

Use IPSec Egroups with an SQL database

When the router uses IPSec Egroups with a SQL database for dynamic Eroute configuration, several
commands can help you configure and troubleshoot the router.

Local Database commands

As well as using an external SQL database, the router can cache the SQL table entries it learns from
the SQL server in RAM so if the SQL server goes offline for any reason, the database entries are still
available to renew existing IPSec SAs.

To configure the caching options the command is:
sql 0 <parameter> <value>.
The following parameters are available to configure the caching of database entries:
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Command line

dbsrvmem <n>

The amount of memory (RAM) the MySQL server cache should use. <n> is specified in multiples of 1k,
such as 10Mb=10240.

To calculate the amount of memory to specify in this parameter:

m Note the size of the database file (.csv) that will be loaded into the router memory.

= Double this value and add 100Kb, for example, if the .csv file is 200Kb, this would make a value
of 500Kb for the memory allocation. Use this command: sql 0 dbsrvmem 500.

m Load the database file into memory and check the memory allocated and free using the smem
command. This will show the memory allocated and left available. Increase the memory in the
dbsrvmem command if required.

dbfile <name>

The name of the .csv file that the router will use to store the table definitions (1st line) and data
records. This file is stored in flash. The router uses it to populate the database stored in RAM on
power-up or when a new file matching this name has just been stored. The dbfile can be populated
with records or be empty except for the definitions line. The dbfile stored in RAM will be populated
from both the dbfile stored in flash and (if configured) via caching items learned from the main SQL
server. The dbfile in flash can then be updated from the dbfile in RAM and saved.

dbname <name>

The name of the backup database in case the main database goes offline. This name must match the
database name in use on the SQL server.

learn <off|on>

When enabled, the router will cache entries learned via the main SQL database in a file stored in RAM.
You can use this file as a backup if the main SQL database going offline. To use learning mode, at least
one column in the .csv dbfile must be marked as a unique key, with the U prefix.

For example, remip is marked as the unique key:

peerip[IP],bakpeerid[IP],peerid[K20],password[20],ourid[20],remip
[UKIP],remmsk[IP]

Learning mode: saving entries

When using learning mode, the dynamic backup database is stored in RAM. This database is lost if the
router is power-cycled. You can save the database in RAM to flash to over-write the dbfile with the one
in RAM that includes the learned entries or it can be saved to a new file.

To save the dbfile to flash from RAM, use the following command:
sqlsave 0 <filename>

Where <filename> is the name of the destination file.
For example, to save the learned database entries to a file called backup.csv:

sglsave 0 backup.csv

If there are no learned entries, this command will not create a file. To view the number to learned
entries, use the command sql 0 ?, and in the output, see the section headed Learning info:
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Learning 1info.

items learned:0
matched retrievals:0
OK

Configure a TransPort to use a backup database

Once the router has been configured to run a SQL csv database locally, you can use this backup csv
database if the main SQL database goes offline. Required configuration parameters are:

1. Configure the IP address of the SQL server to use.
egroup 0 dbhost "192.168.0.50"

2. Configure the IP address of the SQL server that will have a backup database. If a socket
connection fails to this IP address, the router will use the backup IP address.

ipbu 0 IPaddr "192.168.0.50"

3. Configure the backup database IP address; that is, the loopback address of the router or an
alternative SQL server, this example shows the loopback IP address of the router.

ipbu 0 BUIPaddr "127.0.0.1"

4. Set the amount of time in seconds that the connection to the main SQL server will be retried.
ipbu 0 retrysec 30

5. Set the router to use the backup IP address if the main database is unavailable.
ipbu 0@ donext ON

For example, to configure and use a local backup database when the main SQL database at
192.168.0.50 is offline, the configuration may look similar to this:

egroup 0 dbhost "192.168.0.50"
sql © dbsrvmem 200

sql 0 dbfile "sardb.csv"

sql © dbname "sarvpns"

sql 0 learn ON

sglsave 0 backup.csv

ipbu 0@ IPaddr "192.168.0.50"
ipbu 0 BUIPaddr "127.0.0.1"
ipbu 0 retrysec 30

ipbu @ donext ON

smem command: Display memory information
smem

Displays the amount of memory allocated, in use and available for use by the MySQL server on the
router.

Transact SQL commands
To query a SQL database manually using transact SQL statements, use the following commands:
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Connect to the SQL server and database
sqlcon <host> <user> <pwd> <database>
For example:

sglcon 192.168.0.50 sqluser sqlpass eroute-db

Issue transact SQL statements
sqldo <"cmd">
For example:

sqldo "select * from site where subnet='10.110.100.0"' limit 3"

Limit the sqldo command to only act on specified fields
sqlfields “<fieldl> <field2> <field3>”

After issuing the sqlfields command, all further sqldo commands will apply to these fields only.
For example:

sqlfields “remmsk password peerip”

Close the SQL server connection correctly

sqlclose

Use the SQL “debug” command

If the database being queried is held locally on the router, you can precede these transact SQL
commands with the SQL debug command to get extra feedback on any commands issued.

m To enable the SQL debug:
sql © debug_opts 3

m To view the debug data via the ASY 0 port:
debug 0

m Toview the SQL debug data via Telnet:
debug t

m To disable the SQL debug:

>sql 0 debug_opts 0
debug off
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Configure Dead Peer Detection (DPD)

When Dead Peer Detection (DPD) is enabled on an IPsec tunnel, the router will send an IKE DPD
request at regular intervals. If no response is received to the DPD request, the IPsec tunnel is
considered as suspect and the requests are sent at a shorter interval until either the maximum
number of outstanding requests allowed is reached or a response is received. If no response is
received to the configured maximum requests, the IPSec tunnels are closed.

IKE DPD requests require that an IKE SA is present. If one is not present, the DPD request will
fail.

To help ensure that an IKE SA exists with a lifetime at least as great as the IPsec lifetime, the router
creates new IKE SAs whenever the IPsec SA lifetime exceeds the lifetime of an existing IKE SA and
attempts to negotiate a lifetime for the IKE SA that is 60 seconds longer than the desired lifetime of
the IPsec SA.

Web

1. Goto Configuration > Network > Virtual Private Networking (VPN) > IPsec > Dead Peer
Detection (DPD).

DPD can be enabled or disabled in each IKE configuration.

Mark the IPsec tunnel as suspect if there is no traffic for |60 seconds
Send a DPD reguest on a healthy link every |120 seconds

Send a DPD reguest on a suspect link every |5 seconds

Close the IPsec tunnels after no response for |3 DPD reguests
Apply

2. Configure Dead Peer Detection parameters:

Mark the IPsec tunnel as suspect if there is no traffic for n seconds

The period of time of inactivity on a tunnel before it is deemed to be suspect, such as if there is
no activity on a healthy link for the time period defined, then the tunnelis them deemed to be
suspect.

Send a DPD request on a healthy link every n seconds

The interval at which DPD requests are sent on an IPsec tunnel that is deemed to be healthy. A
healthy link is one with traffic.

Send a DPD request on a suspect link every n seconds

The interval at which DPD requests are sent on an IPsec tunnel that is deemed to be suspect. A
suspect link is one where there has been no traffic for a specified period of time.
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Close the IPsec tunnels after no response for n DPD requests

The maximum number of DPD requests that will be sent without receiving a response before
the IPsec tunnels are closed.

3. Click Apply.

Command line

Command | Instance | Parameter | Values | Equivalent web parameter

dpd 0 inact Integer Mark the IPsec tunnel as suspect if there is no traffic
for n seconds

dpd 0 okint Integer | Send a DPD request on a healthy link every n seconds

dpd 0 failint Integer | Send a DPD request on a suspect link every n seconds

dpd 0 maxfail Integer  Close the IPsec tunnels after no response for n DPD
requests
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Configure Internet Key Exchange (IKE)

IKE Debug parameters

Web

1. Goto Configuration > Network > Virtual Private Networking (VPN) > IPsec > IKE.
The Configuration > Network > Virtual Private Networking (VPN) > IPsec > IKE page
displays configuration pages for Internet Key Exchange (IKE) instances IKE 0 and IKE 1, with a
separate page for IKE Responder. The IKE 0 instance can serve as an IKE initiator or as an IKE
responder, while IKE 1 can serve as an initiator. Use the IKE 0 and IKE 1 pages to set up the
IKE 0 and IKE 1 initiator parameters as required. The IKE Responder page configures the
responder parameters for IKE 0.

IKE
» IKE Debug

¥ Enable IKE Debug
Debug Level:|Low T
Debug IP Address Filter:

Forward debug to port

Apply
2. Configure IKE parameters:

Enable IKE Debug
Enables IKE debugging to be displayed on the debug port.

Debug Level
Sets the level of IKE debugging. The options are:
= Low
= Medium
= High
= Very High

Debug IP Address Filter

Used to filter out IKE packets with particular source or destination IP addresses. The format of
this parameter is a comma-separated list of IP addresses. For example, to exclude the capture
of IKE traffic from IP hosts 10.1.2.3 and 10.2.2.2, enter 10.1.2.3,10.2.2.2 for this parameter.

Conversely, you may wish to only capture traffic to and from particular IP hosts. To do this, use
a tilde (0) symbol before the list of IP addresses. For example, to only capture packets to and
from IP host 192.168.47.1, enter ~192.168.47.1 for this parameter.
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Forward debug to port

Configure Internet Protocol security (IPsec)

When enabled, the IKE debug is sent to debug serial port.
3. Click Apply.

Command line

Command | Instance | Parameter | Values

ike

ike

ike

0 deblevel 0=0ff
1=Low
2=Medium
3=High
4=Very High

Equivalent web
parameter

Debug Level

0 ipaddfilt Comma-separated list of IP Debug IP Address Filter

addresses

0 debug on, off

Configure IKE n parameters

= Web

Forward debug to port

1. Goto Configuration > Network > Virtual Private Networking (VPN) > IPsec > IKE n.

« IKE O

Use the following settings for negotiation
Encryption: (. None ® DES IDES
Authentication; Mone = MDS SHAL
Mode: = Main Agaressive
MODP Group for Phase 1@ 1 (768) r
MODP Group for Phase 2: NoPFS T
Renegotiate after & has 0 mins |0 SOCS

Configure the parameters for the IKE instance:

Use the following settings for negotiation
The IKE negotiation settings.

Encryption
The encryption algorithm. The options are:
= None
m DES
m 3DES
m  AES (128 bit keys)
m AES (192 bit keys)
m  AES (256 bit keys)
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Authentication
The authentication algorithm. The options are:
m None
= MD5
m SHAL
m SHA256

Mode

The negotiation mode. The options are:
= Main
m Aggressive

Historically, setting up IPSec tunnel have involved fixed IP addresses. Today it is more common,
particularly with Internet ISPs, to dynamically allocate the user a temporary IP address as part
of the process of connecting to the Internet. In this case, the source IP address of the party
trying to initiate the tunnelis variable and cannot be preconfigured.

In Main mode, such as non-aggressive, the source IP address must be known so that the
router can use this mode over the Internet if the ISP provides a fixed IP address to the user, or
you are using X.509 certificates.

Aggressive mode was developed to allow the host to identify a remote unit (initiator) from an
ID string rather than from its IP address. This means that the router can use this mode over
the Internet via an ISP that dynamically allocates IP addresses. It also has two other
noticeable differences from main mode. Firstly, it uses fewer messages to complete the phase
1 exchange (3 compared to 5) and so will execute a little more quickly, particularly on networks
with large turn-around delays such as GPRS. Secondly, as more information is sent
unencrypted during the exchange, it is potentially less secure than a normal mode exchange.

When using certificates, you can use Main mode without knowing the remote unit’s IP
address when using certificates. This is because the ID of the remote unit (its public key) can
be retrieved from the certificate file.

MODP Group for Phase 1

The key length in the IKE Diffie-Hellman exchange to 768 bits (group 1) or 1024 bits (group 2).
Normally this option is set to group 1; this is sufficient for normal use. For particularly sensitive
applications, you can improve security by selecting group 2 to enable a 1024 bit key length.
Note, however, that this will slow down the process of generating the phase 1 session keys
(typically from 1-2 seconds for group 1), to 4-5 seconds.

MODP Group for Phase 2

The minimum width of the numeric field in the calculations for phase 2 of the security
exchange. With No PFS (Perfect Forwarding Security) selected, the data transferred during
phase 1 can be reused to generate the keys for the phase 2 SAs, hence speeding up
connections. However, in doing this it is possible (though very unlikely), that if the phase 1 keys
were compromised (such as discovered by a third party), the phase 2 keys might be more
easily compromised. Enabling group 1 (768) or 2 (1024) or 3 (1536), IPSec MODP forces the key
calculation for phase 2 to use new data that has no relationship to the phase 1 data and
initiates a second Diffie-Hellman exchange. This provides an even greater level of security, but
can take longer to complete.
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Renegotiate after h hrs m mins s secs

How long the initial IKE Security Association stays in force. When this time expires, any attempt
to send packets to the remote system results in IKE attempting to establish a new SA.

3. Click Apply.

Command line

Command | Instance | Parameter | Values Equivalent web parameter

ike n encalg des, 3des, aes Encryption

ike n keybits 0,128,192,256 | Encryption (AES Key length)

ike n authalg md5, shal Authentication

ike n rauthalgs | sha256 PRF Algorithm

ike n aggressive | on, off Mode

ike n ikegroup 1,2,5 MODP Group for Phase 1

ike n ipsecgroup | 1,2,5 MODP Group for Phase 2

ike n [time 1-28800 Renegotiate after h hrs m mins s secs

This CLI value is entered in seconds only.

Configure advanced IKE parameters

Web

1. Goto Configuration > Network > Virtual Private Networking (VPN) > IPsec > IKE n >
Advanced.

* Advanced

Retransmit a frame if no response after 10 seconds
Stop IKE negotiation after |2 retransmissions
Stop IKE negotiation if no packet received for |30 saconds

* Enable Dead Peer Detection

MAT Traversal Mode: Auto r

* Send INITIAL-CONTACT notifications
Retain phase 1 SA after failed phase 2 negotiation

RSA private key file;

SA Remowval Mode: Normal r
Delete SAs when invalid SPI notifications are received

2. Configure the advanced IKE parameters as needed:
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Retransmit a frame if no response after n seconds

The amount of time, in seconds, that IKE will wait for a response from the remote unit before
transmitting the negotiation frame.

Stop IKE negotiation after n retransmissions

The maximum number of times that IKE will retransmit a negotiation frame as part of the
exchange before failing.

Stop IKE negotiation if no packet received for n seconds

The period of time, in seconds, after which the router will stop the IKE negotiation when no
response to a negotiation packet has been received.

Enable Dead Peer Detection

Enables Dead Peer Detection. For more information, refer to the Configuration > Network >
IPsec > Dead Peer Detection (DPD) page.

NAT Traversal Mode
Selects the NAT traversal mode for IKE/IPsec: Auto, Disabled, or Force.

When one end of an IPsec tunnel is behind a NAT box, some form of NAT traversal may be
required before the IPsec tunnel can pass packets. Turning NAT Traversal on enables the IKE
protocol to discover whether or not one or both ends of a tunnelis behind a NAT box, and
implements a standard NAT traversal protocol if NAT is not being performed. The version of
NAT traversal supported is that described in the IETF draft document Negotiation of NAT-
Traversalin the IKE.

Send INITIAL-CONTACT notifications
Enables INITIAL-CONTACT notifications to be sent.

Retain phase 1 SA after failed phase 2 negotiation

Normally IKE functionality is to remove the phase 1 SA if the phase 2 negotiation fails. Enabling
this parameter will cause the router to retain the existing phase 1 SA and retry the phase 2
again.

RSA private key file

The name of a X.509 certificate file holding the router’s private part of the public/private key
pair in certificate exchanges. See Use X.509 certificates with IPsec tunnels section for further
explanation.

SA Removal Mode
Determines how IPsec and IKE SAs are removed.

= Normal operation does not delete the IKE SA when all the IPsec SAs that were created
by it are removed and does not remove IPsec SAs when the IKE SA that created them is
deleted.

m Remove IKE SA when last IPSec SA removed deletes the IKE SAwhen all the IPsec
SAs that it created to a particular peer are removed.

= Remove IPSec SAs when IKE SA removed deletes all IPSec SAs that have been
created by the IKE SA that has been removed.
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m Both removes IPSec SAs when their IKE SA is deleted, and deletes IKE SAs when their
IPSec SAs are removed.

3. Click Apply.

Command line

Command | Instance | Parameter | Values Equivalent web parameter

ike n retranint 0-255 Retransmit a frame if no response
after n seconds

ike n retran 0-9 Stop IKE negotiation after n
retransmissions

ike n inactto 0-255 Stop IKE negotiation if no packet
received for n seconds

ike n dpd on, off Enable Dead Peer Detection

ike n natt on, off Enable NAT-Traversal

ike n initialcontact | on, off Send INITIAL-CONTACT
notifications

ike n keepphl on, off Retain phase 1 SA after failed
phase 2 negotiation

ike n privrsakey Filename RSA private key file

ike n delmode 0=Normal SA Removal Mode

1=Remove IKE SA when
last IPsec SA removed
2=Remove IPsec SAs
when IKE SA remove
3=Both

ike n openswan on, off None. This enables support for
Openswan IKE implementations.

IKE Responder command

Web

1. Goto Configuration > Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE
Responder.

The IKE Responder page displays the various parameters for IKE 0 in Responder mode.
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= IKE Responder
# Enable [KE Responder
Accept IKE Reguests with
Encrypticn: = DES * IDES ¥ AES (128 bit) #* AES (192 bit) * AES (256 bik)
Authsentication: = MD5 * SHAL * SHAZS6
MODP Group between: 1 (768) = and 14 (2048) «
Renegotiate after & hrs 0 rriing 0 SECS

2. Configure IKE responder parameters as needed:

Enable IKE Responder
Allows the router to respond to incoming IKE requests.

Accept IKE Requests with
Defines the settings that the router will accept during the negotiation

Encryption
The acceptable encryption algorithms.

Authentication
The acceptable authentication algorithms.

MODP Group between x and y
The acceptable range for MODP group.

Renegotiate after h hrs m mins s secs

How long the initial IKE Security Association will stay in force. When the IKE Security
Association expires, any attempt to send packets to the remote system will result in IKE
attempting to establish a new SA.

3. Click Apply.

Command line

Equivalent web
Command Parameter Values parameter

noresp on, off Enable IKE Responder

ike 0 rencalgs des, 3des, aes Encryption
Multiple algorithms can specified in
a comma-separated list

ike 0 keybits 0,128,192,256 Encryption (Minimum
AES Key length)

ike 0 rauthalgs md5, shal Authentication
Multiple algorithms can specified in
a comma-separated list
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Equivalent web
Command Parameter Values parameter

rdhmingroup | 1,2,5 MODP Group between x
andy

ike 0 rdhmaxgroup | 1,2,5 MODP Group between x
andy

ike 0 ltime 1-28800 Renegotiate after h hrs

m mins s secs

This CLI value is
entered in seconds
only.

Configure advanced IKE Responder parameters

Web

1. Goto Configuration> Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE
Responder > Advanced.

* Advanced
Stop IKE negotiation if no packet received for |30 seconds
# Enable NAT-Traversal
# Send INITIAL-CONTACT notifications
+ Send RESPONDER-LIFETIME notifications
Retain phase 1 54 after failed phase 2 negotiation
RSA private key file:
SA Removal Mode: | Normal v
Delete SAs when invalid SPI notifications are received

Apply
2. Configure advanced IKE responder parameters as needed:

Stop IKE negotiation if no packet received for n seconds

The period of time in seconds after which the router will stop the IKE negotiation when no
response to a negotiation packet has been received.

Enable NAT-Traversal

Enables support for NAT Traversal within IKE/IPsec. When one end of an IPsec tunnel is behind
a NAT box, some form of NAT traversal may be required before the IPsec tunnel can pass
packets. Turning NAT Traversal on enables the IKE protocol to discover whether or not one or
both ends of a tunnel is behind a NAT box, and implements a standard NAT traversal protocol if
NAT is not being performed. The version of NAT traversal supported is that described in the
IETF draft document draft-ietf-ipsec-nat-t-ike-03.txt.

Send INITIAL-CONTACT notifications
Enables INITIAL-CONTACT notifications to be sent.
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Send RESPONDER-LIFETIME notifications

Enables RESPONDER-LIFETIME notifications sent to the initiator. If an initiator requests an IKE
lifetime that is greater than the responder, a notification will be sent and the initiator should
reduce its lifetime value accordingly.

Retain phase 1 SA after failed phase 2 negotiation

The name of a X.509 certificate file holding the router’s private part of the public/private key
pair in certificate exchanges. See Use X.509 certificates with IPsec tunnels for further
explanation.

RSA private key file

The name of a X.509 certificate file holding the router’s private part of the public/private key
pair in certificate exchanges. See Use X.509 certificates with IPsec tunnels for further
explanation.

SA Removal Mode
Determines how IPsec and IKE SAs are removed.

= Normal operation will not delete the IKE SA when all the IPsec SAs that were created by
it are removed and will not remove IPsec SAs when the IKE SA that created them is
deleted.

= Remove IKE SA when last IPSec SA removed deletes the IKE SA when all the IPsec
SAs that it created to a particular peer are removed.

= Remove IPSec SAs when IKE SA removed deletes all IPSec SAs that have been
created by the IKE SA that has been removed.

m Both removes IPSec SAs when their IKE SA is deleted, and delete IKE SAs when their
IPSec SAs are removed.

Delete SAs when invalid SPI notifications are received
Deletes IKE SAs when the router receives invalid SPI notifications.

3. Click Apply.

Command line

Command | Instance | Parameter | Values Equivalent web parameter

ike 0 inactto 0-255 Stop IKE negotiation if no
packet received for n seconds

ike 0 natt on, off Enable NAT-Traversal

ike 0 initialcontact ' on, off Send INITIAL-CONTACT
notifications

ike 0 respltime on, off Send RESPONDER-LIFETIME
notifications

ike 0 keepphl on, off Retain phase 1 SA after failed

phase 2 negotiation
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privrsakey Filename RSA private key file

ike 0 delmode 0=Normal SA Removal Mode
1=Remove IKE SA when
last IPsec SA removed
2=Remove IPsec SAs when
IKE SA remove
3=Both

MODECFG Static NAT mappings parameters

MODECFG is an extra stage built into IKE negotiations that fits between IKE phase 1 and IKE phase 2.
It performs operations such as extended authentication (XAUTH) and requesting an IP address from
the host. This IP address becomes the source address to use when sending packets through the
tunnel from the remote to the host. This mode of operation, receiving one IP address from the remote
host, is called client mode. Another mode, network mode, allows the router to send packets with a
range of source addresses through the tunnel.

If the router receives packets from a local interface that need to be routed through the tunnel, it
performs address translation so the source address matches the assigned IP address before
encrypting using the negotiated SA. Some state information is retained so that packets coming in the
opposite direction with matching addresses/ports can have their destination address set to the
source address of the original packet, in the same way as standard NAT.

If the remote end of the tunnel can access units connected to the local interface, the unit that has
been assigned the virtual IP address needs to have some static NAT entries set up. When a packet is
received through the tunnel, the router first looks up existing NAT entries, followed by static NAT
entries to determine whether the destination address/port should be modified, and forwards the
packet to the new address. If a static NAT mapping is found, the router creates a dynamic NAT entry it
uses for the duration of the connection. If no dynamic or stateful entry is found, the packet is directed
to the local protocol handlers.

Web

+ MODECFG Static NAT mappings

Map the following port ranges
{(vou may configure up to 20 mappings):

Forward to Forward to
Internal Internal
IP Address Port

